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Licenses and Trademarks

Licenses and Trademarks

License

® This product uses software based on open-source licenses such as GPL (GNU General Public License).
Details are described on our Web site.
URL: https://amnimo.com/manual/edge gw/doc/IM AMDO03AO01-
12JA amnimo GW series OSS license.pdf

® Scope of Warranty and Responsibility

No warranty is made regarding the operation of the open source software itself in accordance with the
terms of the GPL and other applicable laws.

Trademark

® Product names, company names, and other proper nouns used herein are trademarks or registered
trademarks of the respective companies.


https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-12JA_amnimo_GW_series_OSS_license.pdf
https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-12JA_amnimo_GW_series_OSS_license.pdf
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Introduction

Introduction

Thank you very much for adopting our edge gateway amnimo G series ("Edge Gateway"), 1oT router amnimo
R series ("loT Router"), and compact router amnimo C series ("Compact Router"). (Hereinafter referred to as
the "Products").

The amnimo Edge Gateway Series GUI User's Manual (hereinafter referred to as "this manual") describes the
basic operation of this product via GUI (Graphical User Interface).

This publication is intended for system integrators and administrators who understand telecommunications
terminology and concepts.

In order to take full advantage of the functions of this product and to use it correctly and safely, please read
this manual carefully before use to fully understand its functions and operations and to become familiar with
its handling.



Network Configuration

Network Configuration

This manual describes how to connect a PC and this product with a LAN cable and configure various settings
using a Web browser in the following network configuration.

Please refer to the Edge Gateway Series CLI User's Manual for details on how to configure via CLI

(Command Line Interface).
ONU
¢

D
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ethO k
ethl ENTILRY bT—2 A Z =%k
PC E D
amnimoR > 1)—X )
3G /4G

belong to the same network. Please change the IP address of your PC to match the eth1 IP address
"192.168.0.254" of this product.

Please refer to your OS manual or other documentation for information on how to change
the IP address.

- To sign in to the GUI configuration screen and configure settings, this product and your PC must
o




About this Product

About this Product

Precautions for this product

® This product does not guarantee backward compatibility of setting data.



About This Book

About This Book

Notes on this document

The contents of this document are subject to change without notice.

Reproduction or reprinting of the contents of this document, in whole or in part, without permission is
prohibited.

While every effort has been made to ensure the accuracy of the information contained in this document,
if you have any questions or find any errors, please contact our customer support.

Contact: amnimo Customer Support
E-mail :support@amnimo.com
URL : https://support.amnimo.com/

Please note that revisions may not be made for specification changes, structural changes, or changes in
parts used that are not considered to be particularly detrimental to functionality/performance.

Manual List

amnimo gateway series CLI User's Manual
https://amnimo.com/manual/edge gw/cli/en/cli users manual.pdf

amnimo gateway series GUI user's manual (this manual)
https://amnimo.com/manual/edge gw/gui/en/gui users manual.pdf

amnimo G series Edge Gateway user's manual
https://amnimo.com/manual/edge gw/ja/edge gw users manual.pdf

amnimo G series Edge Gateway startup guide
https://amnimo.com/manual/edge gw/sg/en/edge gw_sg.pdf

amnimo R Series loT Router User's Manual
https://amnimo.com/manual/edge gw/ja/iot router users manual.pdf

amnimo R Series loT Router Startup Guide
https://amnimo.com/manual/edge gw/sg/en/iot router sq.pdf

amnimo C Series Compact Router User Manual:
https://amnimo.com/manual/edge gw/ja/compact router users manual.pdf

amnimo C Series Compact Router Startup Guide:
https://amnimo.com/manual/edge gw/sg/en/compact router sg.pdf

amnimo Gateway series developer's manual:
https://amnimo.com/manual/edge gw/doc/IM AMDO03A01-
51JA Edge Gateway Indoor amnimo G series Developers manual.pdf

Open-Source Software License Agreement

https://amnimo.com/manual/edge gw/doc/IM AMDO03A01-12JA amnimo GW series OSS license.pdf



https://support.amnimo.com/
https://amnimo.com/manual/edge_gw/cli/en/cli_users_manual.pdf
https://amnimo.com/manual/edge_gw/gui/en/gui_users_manual.pdf
https://amnimo.com/manual/edge_gw/ja/edge_gw_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/en/edge_gw_sg.pdf
https://amnimo.com/manual/edge_gw/ja/iot_router_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/en/iot_router_sg.pdf
https://amnimo.com/manual/edge_gw/ja/compact_router_users_manual.pdf
https://amnimo.com/manual/edge_gw/sg/en/compact_router_sg.pdf
https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-51JA_Edge_Gateway_Indoor_amnimo_G_series_Developers_manual.pdf
https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-51JA_Edge_Gateway_Indoor_amnimo_G_series_Developers_manual.pdf
https://amnimo.com/manual/edge_gw/doc/IM_AMD03A01-12JA_amnimo_GW_series_OSS_license.pdf

About This Book

lcons and symbols used in this manual

Icons and symbols in this manual have the following meanings.

n Information of special note regarding functions and operation.
'T_ll Supplemental information regarding functions and operation is provided.

This section contains references to information within this document and to other documents.

How to see compatible models

This manual is compatible with multiple models. Icons for supported models are shown below.

® If the following icons appear at the beginning of a chapter, section, or paragraph, the model corresponds

to the item described in the corresponding section.

® If the following icons do not appear at the beginning of a chapter, section, or paragraph, the model does

not support the corresponding item.

Indicates support for indoor type edge gateways.

Indicates support for indoor type loT routers.

| B B

@
’ N
[]

Indicates support for outdoor type loT routers.

\9’
’ N
[]

Indicates support for compact routers.

Indicates support for outdoor type edge gateways.

Environment in which the GUI has been tested

(O (web) browser

Windows 10 Pro2004 (64bit) Google Chrome

Verified Version

108.0.5359.125 (64bit)

Windows 10 Pro20H2 (64bit) Microsoft Edge

*

Windows 10 Pro20H1 (64bit) )
Firefox

*

mac OS big Sur 11.6 Safari

15.0 (16612.1.29.41.4,16612)

Google Chrome

*

Firefox

*

*To be supported in future releases.



Chap 1. Ba5|c Operation of this Product
(6| o HED

This chapter describes basic operations such as signing in/signing out to the
product, rebooting, and manipulating firmware and configuration files.

1.1  Signin/ Sign out

The procedure for signing in to the product differs for the first time and for the second and subsequent times.

1.1.1  Sign in the first time

If you are signing in for the first time, sign in after setting the admin password.

Procedure

1 Start a browser and access the URL of the GUI configuration screen of this product.

http://192.168.0.254

The "Password Registration" screen appears.

2 Enter the password you wish to set for admin in the "Password" and “Password (Confirm)" fields and
click the Register .

mp’y The password must be a string of characters that meets the following criteria
z
= ® 8 characters or more

® Includes at least two types of uppercase and lowercase letters, numbers, and symbols

Even if a password satisfies the above conditions, it cannot be set if any of the following
conditions apply

® Words in the dictionary (e.g., test)

® Words with regularity, such as number or alphabet keyboard sequences (e.g., 1234, abcde,
qwerty)

® Combination of the above (e.g., test1234)




Sign in / Sign out

®mnimo.
IR T — RESR
JAZD— BOERESNTLERA,

FIFAERAT BEIC. /(XD— REERLTIZEL,
JAAD— RiFadminlCxf U TESNEFT S

esssssssass

The admin password will be set and the "Sign In" screen will appear.




Sign in / Sign out

3 Enter "admin" in "Username" and the password set in step 2 in "Password" and click the Sign In .

Pmnimo
12ke 2 7
JIRO— phEREnELE

FIEAEH A > UTVEE A
BRUZ)(AD— RTOA2 12 LTLREL,

© 2021 amnimo, Inc.

After signing in to the product, the following logo screen will appear.

= fmnimo Host name:amnimo English ¥ e admin v

Simple settings
Device information

Operation information

Advanced setting/controk

Reboot

Firmware

Configuration file

amnimo..,

© 2021 amnimo,Inc




Sign in / Sign out

1.1.2  Sign in for the second time or later

To sign in a second time or later, enter the password you set the first time.

1 Start a browser and access the URL of the GUI configuration screen of this product.

http://192.168.0.254

The "Sign In" screen will appear.

2 Enter your username and password, then click the "Sign In" .

Pmnimo.

g o

admin

© 2021 amnimo,Inc.

After signing in to the product, the following logo screen will appear.

Host name:amnimo English v @ admin ¥

Simple settings

Device information

Operation information v

Advanced setting/controk

Reboot

Firmware

Configuration file

amnimo-




Sign in / Sign out

1.1.3  Sign out

Sign out of the GUI setup screen of this product.

Procedure

1 Click the account name displayed in the upper right corner of the screen and select "Sign out".

= fmnimo.

Simple settings

Device information
Operation information v
Advanced setting/contro¥
Reboot

Firmware

Configuration file

A "confirmation” screen for signing out will appear.

: H . Last Update
DeV|Ce lnfOI’matIon 2023-08-09 10:24:10

Device information

Manufacturing organizatior

amnimo

Board
AG10

Series name

G

Model
AG10-010JP-10-000G

Serial number

001025

Date of manufacture

2020-07-14T09:35:19Z

FW version

Host name:amnimo

English v

o oo s |

Sign out i

Password

2 Click the "Sign out" .

Confirm

Do you want to sign out?

Cancel

Sign out of the GUI settings screen and the "Sign In" screen will appear.




Change Password

1.2 Change Password

This section describes the procedure for changing passwords.

Procedure

1 Click the account name displayed in the upper right corner of the screen and select "Password".

= -'Emnimo. Host name:amnimo English v e admin A

Sian out

. . . Last Update :
Simple settings DeVICe |nf0rmat|0n 2023-08-09 10:24:10 Password

Device information Device information

. . . Manufacturing organization
Operation information v

amnimo
Advanced setting/controt Board
AG10
Rebect Series name
G

Firmware

AG10-010]P-10-000G
Configuration file

Serial number

001025

Revision

0

The password setting screen appears.

2 Enter the current password and the new password, then click "Set".

Password setting

Ll -

The password will be changed.

You will not be signed out and can continue to operate.



Screen configuration of this product

1.3 Screen configuration of this product

This section describes the basic screen structure and side menu of the product.

1.3.1  Screen configuration

The contents displayed on the screen and the setting and control items vary depending on the authority of the
user who is signed in.

!

For information on user permissions, see " 2.4 Configuring Account Settings ' and ' 2.5 Group Settings for

more information.

A2 & amnimo B*if v B testuserl v

-~

HERIEHR 2021-03-19 16:54:52 \ MR i /
TREaineE

amnime

AGI0

G

AG10-010)P-10-000G

001025

o

2020-07-14T09:35:197

FW/ =32

amnimo G series AG10 version 1.2.0 build 64231

LTz

No. (data) item Description.

@ | side menu display Click to hide or show the @ side menu.
® | Host name The host name of this product is displayed.
(3) Language The current language setting is displayed.
Click to switch between English and Japanese.
O | Account name The account name of the user who is signed in is displayed.
Click to select "Sign Out".
"1.1.3 Sign Out "
O | side menu The menu for operating this product will be displayed.
"1.3.2 Side Menu"
O | Main area Clicking on it will display the screen according to the menu selected in

the @ side menu.




Screen configuration of this product

1.3.2

Zg

menu

Simplified setup

Side menu

sub-menu

The items displayed will vary depending on the permissions of the group settings.

Description.

This menu is provided to configure the mobile communication
and interface settings necessary to run this product on a single
screen.

" 1.4 Configure Simple Settings "

Equipment
Information

This menu is used to display device and firmware information,
and to check SIM information.
" 1.5 Checking Device Information "

Operational
Information

Interface

This menu is used to display interface settings.
" 1.6.1 Checking Interface Status "

Routing

This menu is used to display routing settings.
" 1.6.2 Checking Routing Table Information "

Mobile Communications

This menu is used to display mobile communication settings.
" 1.6.3 Checking the communication status of a mobile
connection "

Wireless LAN

This menu is used to display the wireless LAN settings.
" 1.6.4 Checking Wireless LAN Information "

IPsec

This menu is for checking the IPsec connection status.
" 1.6.5 Checking IPsec Connection Status”

DHCP Lease

This menu is used to check the DHCP lease status.
" 1.6.6 Checking DHCP Lease Status "

Storage

This menu is used to display storage settings. You can also add
partitions.
" 1.6.7 Checking Storage Configuration Status "

Power Over Ethernet

This menu is used to display PoE settings. You can also perform
a PoE reset for each interface.
" 1.6.8 PPoE Checking "

Contact change history

This menu is used to check the contact change history.
" 1.7.8 Checking the contact change history "

SYSLOG

This menu is for displaying SYSLOG. You can search SYSLOG
by specifying keywords and download SYSLOG files.
" 1.6.10 Displaying and Operating SYSLOG "

AMLOG

This menu is for displaying AMLOG. You can search AMLOG by
specifying keywords and download AMLOG files.
" 1.6.11 AMLOG display operations "

Time display

This menu is used to display the time set in this product.
" 1.6.12 Checking the Time on the Product The time of the
day is displayed on the screen "

Detailed setting
and control

Package
Settings

Repository

Displays a screen for setting up credentials for the package
repository.
" 2.1 Configuring the Package Repository "




Screen configuration of this product

menu sub-menu

Host Name Setting

Description.

Displays a screen for setting the host name of this product.
" 2.2 Setting the Host Name "

Time zone

Displays a screen for setting the time zone for this product.
" 2.3 Setting the Time Zone "

Account Settings

Displays a screen for setting up the account.
" 2.4 Setting Up Your Account "

Group settings

Displays a screen for configuring group settings.
" 2.5 Group Configuring "

Mobile
Settings

Communication

Displays a screen for configuring mobile communication
settings.
" 2.6 Configure mobile communication settings "

Wireless LAN Settings

Displays a screen for configuring wireless LAN settings.
" 2.7 Configuring Wireless LAN Settings "

PPP (PPPOE) settings

Displays a screen for making PPP (PPPOE) settings.
" 2.8 PPP (PPPoE) Configuring "

Interface Settings

Displays a screen for configuring interface settings.
" 2.9 Configuring Interface Settings "

Static
Configuration

Routing

Displays a screen for static routing configuration.
" 2.10 Configuring static routing settings "

Filter settings

Displays a screen for filter settings.
" 2.11 Configuring Filter Settings "

NAT Configuration

Displays a screen for configuring NAT settings.
" 2.12 NNAT Configuring "

IPsec Settings

Displays a screen for IPsec configuration.
" 2.12 Configuring IPsec Settings "

DNS Settings

Displays a screen for configuring DNS settings.
" 2.14 DDNS Configuring "

DHCP Configuration

Displays a screen for making DHCP settings.
" 2.15 DDHCP Configuring "

DHCP Relay Settings

Displays a screen for configuring DHCP relay settings.
" 2.15 Configuring DHCP Relay Settings "

Proxy Server Settings

Displays a screen for configuring proxy server settings.
" 2.16 Configuring Proxy Server Settings "

Time setting

Displays a screen for setting the time for this product.
" 2.18 Setting the Time "

SSH Configuration

Displays the configuration screen for accessing this product via
SSH.
" 2.19 Configuring SSH Settings "

Storage Settings

Displays the storage settings screen
" 2.20 Configuring Storage Settings "

Schedule setting

Displays a screen for setting up a schedule for this product.
" 2.21 Setting up a Schedule "

PoE Configuration

Displays the PoE setting screen
" 2.22 Configuring PoE Settings "




Screen configuration of this product

menu

sub-menu
SYSLOG setting

Description.

Displays a screen for configuring SYSLOG settings for this
product.
" 2.23 Configuring SYSLOG Settings "

CPU operation setting

Displays the CPU operation setting screen
" 2.24 Configuring CPU Operation Settings "

DMS Settings

Displays the DMS setting screen
" 2.25 Configure DMS settings "

Nx Witness Settings

Displays the Nx Witness configuration screen
" 2.26 Nx Witness Configuring "

Configure remote.it settings

Displays the remote.it settings screen
" 2.26 Setting up remote.it "

GUI Settings

Displays the configuration screen for setting up this product
via GUL.
" 2.28 Configuring GUI Settings "

restart - Displays a screen for restarting the product.
" 1.7 Restarting and Stopping the "
firmware - Displays a screen for updating the firmware of this product.
" 1.8 Working with Firmware "
setup file - Displays a screen for manipulating the product's configuration

file.
" 1.9 Working with configuration files "

users' manual

Display user's manual
" 1.10 User's Manual Viewing the "
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1.4 Configure simple settings

— You must be signed in as an administrator to use this feature.

-

= Devices without communication modules do not have this function.

Mobile communication, interface, and other settings necessary to use this product can be made on a single
screen.

Note that the DNS settings and filter settings are automatically applied when the simple settings are configured.
The settings are displayed on the confirmation screen when you click the "Configure" in the simplified settings.

1.4.1  Select and set up a common carrier

Select a registered carrier for a simple setup.

If you wish to configure settings for other carriers, please refer to "1.4.2 Selecting and Configuring Other
Carriers".

1 Click on "Simple Settings" on the side menu.

The "Simple Settings" screen appears.

EE -'amnimo Host name:amnimo English ¥ e admin ¥
Sim ple setti ngs Save the current settings to the device

Device information Mobile communication

Operation information v ations -

Advanced setting/controt

Reboot

Firmware

2 Select a registered carrier or subscription plan from "Telecommunications Carrier / Contract Plan" in
Mobile Communications Settings.

The "APN", "User name", "Password", and "Authentication Method" will be automatically set
according to the selected carrier or subscription plan.

= smnimo Host name:amnimo English v e admin v

FERPREN sirple setings

Device information Mobile communication

o . Telecommunications carrier/Contract plan
Operation information v A

Advanced setting/contror docomo / mopera U

au / LTE NET for DATA

Reboot

Softbank / = > TILAZAILAG
Firmware Softbank / > TILAZA)L3G

Softbank / M2MEEET S >

Configuration file

SORACOM / SORACOM Air ©
I/ IESAIILT—ER H14T 1
11J / Imio

Zofh
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3

Configure the interface settings according to the environment.

Zg

o Set the

Click the

Configurable interface names vary by product.

Edge Gateway
eth0, lan0~lan3, brO~br9, ecm0, ppp0~ppp9

loT Routers
eth0-eth1, br0-br9, ecmO, pppO0-ppp9

Compact router
eth0, rmnet_data0

Compact router with wireless LAN
rmnet_data0, br0

"ecm0" (read "rmnet_data0" for compact routers) required for mobile communication.

toggle to enable or disable.

Also check "Dynamic SNAT" if necessary.

9 Configure the "eth0" settings required for WAN connection.

Click the

toggle to enable or disable.

Select "DHCP Client" or "Fixed IP Address" as the method for assigning "IP Address". If you
choose "Fixed IP Address," you will need to enter the "IPv4 Address" and "Prefix length.

Also, che

ck "Dynamic SNAT" if necessary.

9 Set the "br0" setting required for LAN connection.

Click the

toggle to enable or disable.

Select "DHCP Client" or "Fixed IP Address" as the method for assigning the "IP Address". If you
select "Fixed IP Address", you will need to enter the "IPv4 Address" and "Prefix length".

Also, che

ck "Dynamic SNAT" if necessary.

= fmnimo.

Simple settings

Device information
Operation information
Advanced setting/contro¥
Reboot

Firmware

Configuration file

Host name:amnimo English v e admin v

Interface

ecmu

‘:) Enable

Dynamic SNAT

etho
() Enable

IP address

(@ DHep client (O Fixed IP address

O Dynamic SNAT

bro
() Enable

1P address

(O DHcP client (@) Fixed IP address

192.168.0.254 24
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4 If necessary, enter "User name" and "Password" as credentials for the package repository.

® Compact routers do not show this setting.

® Please contact our support for your package repository account and password.

:E P mnimo Host name:amnimo English v e admin v

Package repository authentication
Simple settings

Device information

Operation information v

Advanced setting/controt

DMs
Reboot () Enable
Firmware NxWitness

c Enable

Configuration file

5 DMS Settings. Slide the toggle to enable or disable DMS.

,E -'amnimo Host name:amnimo English v e admin v

Simple settings
Device information o

Operation information v

DMsS

Advanced setting/controt () Enable

NvWitnace

6 Set up NxWitness. Slide the toggle to enable or disable Nx Witness.

® |oT routers and compact routers do not support NxWitness, so this setting is not shown.

® If NxWitness is set to enabled, set "Port number" and "Password" if necessary.

Host name:amnimo English v e admin ¥

Package repository authentication
Simple settings

Device information
Operation information v @

Advanced setting/controt DMS

Reboot () Enable

NxWitness

() Enable

Firmware

Configuration file

7001
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7 Scroll to the bottom of the screen and click the “Set” .

(= @@mnimo. Host name:amnimo
Package repository authentication

Simple settings

User name

Device information

Operation information v @
Advanced setting/controk DMS
Reboot @D crave

NxWitness
Firmware

() Enable
Configuration file Port numbe!

7001

assword
@

English v

e admin v

A confirmation screen for the settings will appear.

8  Click the “Set” .

Simple settings
Do you want to set the gateway with the following contents?

Mobile communication

Authentication method

None

Interface

Cancel

Settings are saved.
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1.4.2  Select and set up other carriers

If the carrier you are using is not listed, you can follow the steps below to set it up.

1 Click on "Simple Settings" on the side menu.

The "Simple Settings" screen appears.

EE ;@mnimo Host name:amnimo English ¥ e admin V|

I ol sctings

Device information Mobile communication

Operation information v

Advanced setting/controt

Reboot

Firmware

Configuration file

2 Mobile communication settings.

0 Select "Others" from "Telecommunication carrier/Contract Plan" in the Mobile Communications
Settings.

9 Enter the APN name.
9 Enter the User name for the selected carrier or subscription plan.
e Enter the Password for the selected telecommunications carrier or subscription plan.

6 Select the authentication method.

= smnimo Host name:amnimo English ¥ 8 admin v

i i Save the current settings to the device
Simple settings
Device information Mobile communication
Operation information v -

Z0fth
Advanced setting/controk
Reboot
Firmware
Configuration file

(<
ticatior
@ PAP+CHAP (O PAP (O CHAP () None

For the subsequent settings of "Package Repository Credentials”, "Interface", "DMS", and
"NxWitness", please refer to step 4 onward of "1.4.1 Select and Configure a General Carrier".

1.5 Check equipment information



Check equipment information

Device information, firmware version, and SIM information for this product can be viewed on the "Device
Information” screen.

L? The items displayed will vary depending on the permissions of the group settings.

1.5.1 Display and operate device information

Displays device information.

1 Click on "Device Information" on the side menu.
The "Device Information" screen appears.

For information on the information displayed, see " 1.5.4 Items Displayed on the Device

Information Screen For details on the information displayed, refer to "1.5.4 Displayed Items on
the Device Information Screen".

= @mnimo.

Host name:amnimo English v e admin a
Sign out
Device information 2023-08-09 10:24:10 Password
Device information
n information v

amnimo
Advanced setting/contror

AG10
Reboot

G
Firmware

AG10-010JP-10-000G
Configuration file

001025

0

2020-07-14709:35:197

FW version <

. . . . . " n
2 To view the latest device information, click the "Reflesh" .

= fmnimo. Host name:amnimo English v e admin A

Sign out
i i i T Refresh )
Simple settings Device information 2023-08-09 10:24: Password

Device information Device Information

Operation information

amnimo
Advanced setting/contro¥
AG10
Reboot
G

Firmware

AG10-010JP-10-000G

Configuration file

001025

2020-07-14709:35:19Z

FW version

Equipment information is updated.
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1.5.2  Update mobile module information

The mobile module information can be viewed and updated from the "Device Information” screen.

1 By scrolling down the "Device Information" screen, you can check the "Mobile Module Information”.

EE -'amnimo Host name:amnimo English v e admin v
FW version

Simple settings amnimo G series AG10 version 1.9.5 build 51399

Device information Boot area

0
Operation information v } R .

Mobile module information ( Updating the mobile module information )
Advanced setting/controt
SIM-0 SIM-1
Mobile module number IMEI
Reboot IMSI ICCID MSISDN IMSI
Firmware 0 868165040150239 440201480225827 8981200290691060089 08030862169
»

Configuration file

1-1/1 o Items per page 10 v

© 2021 amnimo,Inc.

2 If the mobile module information is not reflected correctly, you can update the display by clicking the
“Update Mobile Module Information” .

Updating the mobile module information will also update all SIM information.

EE ;@mnimo Host name:amnimo English v e admin v
FW version
Slmplelsetings amnimo G series AG10 version 1.9.5 build 51399
Device information Boot area
0

Operation information v : . .
Mobile module information ( Updating the mobile module mformat‘\on)

Advanced setting/controt

SIM-0 SIM-1
Mobile module number IMEI
Reboot IMSI 1CCID MSISDN IMSI
Firmware 0 868165040150239 440201480225827 8981200290691060089 08030862169
,
Configuration file
1-1/1 ° Items per page 10 v

© 2021 amnimo,Inc.
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1.5.3  Update SIM information

SIM information can be checked and updated from the "Equipment Information” screen.

Procedure

1 Scroll down the "Device Information" screen and click on "SIM Information" for the mobile module
displayed under "Mobile Module Information.

= gmnimo. Host name:amnimo English ¥ e admin v
Dateor manuractare <
2020-07-14T09:29:01Z

Simple settings

FW version

E=vesluionaton amnimo G series AG10 version 1.9.5 build 51399
Operation information v Boot area
0

Advanced setting/controt . R R
Mobile module information ( Updating the mobile module information )

Reboot

0 SIM-1
Rinware 1CCID MSISDN IMSI I1CCID MSISDN
Configuration file 201480225827  8981200290691060089 08030862169 SIM info
«
1-1/1 ° Items per page 10 v

The "SIM Information" screen appears.

2 To view the latest SIM information, click the "Update the SIM Information" .

® SIM information may not be up-to-date. Please check the latest SIM information after
updating the SIM information.

® [f the SIM information is updated while the ecm0 interface is enabled, an error message
will appear. In such a case, set ecm0 to disabled on the "Interface Settings" screen
(Reference: 2.8.3 Editing the Interface), update the SIM information, and then re-set ecm0
on the "Interface Settings" screen.

Note that if you are accessing this device via ecm0, you will not be able to access it if ecmO is
disabled.

SIM info

ast Update
I Updating the SIM information I

2023-08-09 10:54:20

SIM Number IMSI ICCID

0 440201480225827 8981200290691060089

Close

SIM information is updated.
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1.5.4  Items displayed on the device information screen

This section describes the items displayed on the "Device Information" screen.

:E .-amnimo Host name:amnimo English v e admin v

Simple settings Device information ,0,5/s.00 10:51:35

Device information

Device information

Operation information v

amnimo
Advanced setting/controt

AG10 o
Reboot

G

Firmware

AG10-010]P-10-000G
Configuration file

001024

2020-07-14T09:29:01Z

FW version g

amnimo G series AG10 version 1.9.5 build 51399

| Boot area 8 :

n

Mobile module information ( Updating the mobile module information )

SIM-0 SIM-1

IMSI ICCID MSISDN IMSI ICCID MSISDN

165040150239 440201480225827 8981200290691060089 08030862169

‘

1-1/1 e Items per page 10 v

© 2021 amnimo,Inc.

(data) item Description.

@ | Device Information The following device information is displayed.
Manufacturing Organization

Board

Series name

Model

Serial number

Revision

Date of manufacture

® | Fw Version Displays the firmware information of the product.
For information on how to update the firmware, see " 1.8 Operate
the firmware.

9 Boot area The number (0 or 1) of the startup area of the currently activated
redundant area is displayed.
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No. (data) item Description.

© | Mobile module Information The following mobile module information is displayed
If multiple mobile modules are connected, they may appear across
multiple pages.
® Mobile module number
The mobile module number is displayed.

e IMEI
Displays the IMEI of the mobile module.
e [CCID

The ICCID (IC Card Identifier: Individual Identification Number) of
the SIM or eSIM is displayed.
® MSISDN
If MSISDN (Mobile Subscriber ISDNNumber: phone number) is set
in the SIM or eSIM, "MSISDN" will be displayed. MSISDN may not
be set depending on the contract.
® SIM Information
Click to view SIM information.
For SIM information, see " 1.5.3 SIM Updating 3 % for more
information about the SIM information.
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1.6 Check operational information

You can check the logs and time stored in the product.

1.6.1 Check the status of the interface

interface status.

1 Click on [Operational Information > Interface] in the side menu.

“Interface" screen appears.

= spmnimo. Host name:amnimo English v @ admin ¥
Simple settings Interface 2023-11-02 14:53:26 @
Device information
Interface State MTU MAC address Pv4 address
Operation information A
bro up 1500
R T etho DOWN 1500
' o lano upP 1500
Mobile communication
lan1 DOWN 1500
IPsec
lan2 DOWN 1500
DHCP lease
lan3 up 1500
S lo up 65536
1-8/8 o Number of items displayed 10 ¥

2 To update the interface settings shown on the screen to the latest information, click the Refresh.

= spmnimo. Host name:amnimo English v @ admin ¥
Simple settings Interface 2023-11-02 14:53: @
Device information
Interface State MTU MAC address Pv4 address
Operation information A
bro up 1500
Interface ecm0 up 1500
Routing etho DOWN 1500
' o lano upP 1500
Mobile communication
lan1 DOWN 1500
IPsec
lan2 DOWN 1500
DHCP lease
lan3 up 1500
S lo up 65536
1-8/8 o Number of items displayed 10 ¥
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1.6.2  Check routing table information

9 The "Type" information is not displayed for Edge Gateway (amnimo G series) and loT Router
= (amnimo R series).

You can check the routing table information (route information referenced during the routing process).

1 Click on Operational Information > Routing in the side menu.
"Routing" screen appears.
EE :amnimoV Host name:amnimo English ¥ e admin ¥
Simple settings ROUting 2023-11-02 14:55:01
Device information
Destination network Gateway address Metric Interface
Operation information A default 30 cemo
Interface 0.0.0.0 0 ecm0
0.0.0.0 30 ecm0
e e———— 192.168.0.0/24 0.0.0.0 0 bro
IPsec 1-4/4 o Number of items displayed 10 ¥
DHCP lease
Storage
© 2021 amnimo,Inc.

2 To refresh the routing table information displayed on the screen, click the Refresh.

EE :amnimoV Host name:amnimo English ¥ e admin ¥
Simple settings Routi ng 2023-11-02 14:55 | 1
Device information
Destination network Gateway address Metric Interface
Operation information A
default 30 ecm0
Interface 0.0.0.0 0 ecmo
Routing 0.0.0.0 30 ecm0
: o 192.168.0.0/24 0.0.0.0 0 bro
Mobile communication
IPsec 1-4/4 o Number of items displayed 10 ¥
DHCP lease
Storage
©2021 amnimo, nc.
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1.6.3 Check the communication status of your mobile peer

:T_II Devices without communication modules do not have this function.

Check the communication status of the mobile peer.

Procedure

1 Cclickon Operational Information > Mobile Communication in the side menu.
The "Mobile Communication" screen will appear (see example below).

If the mobile connection is unconnected, a screen will appear informing you of the [unconnected
status].

= @mnimo. Host namezamnimo English ¥ @ admin ¥

Simple settings Mobile communication 2023-11-02 14:57:10

Device information
ecm0

Operation information A
Interface
ME3630-J2A

Routing

WizardMagic

1P
sec WizardMagic

DHCP lease

Storage

soracom.io

connected

E-UTRAN

440

41768532

367

-103.5

© 2021 amnimo,Inc.

2 To update the communication status displayed on the screen to the latest information, click the
Refresh.



Check operational information

= -‘@mnimo. Host name:amnimo English ¥ e admin ¥

Sliplesetines Mobile communication ,,;, ;14|70

Device information

ecm0
Operation information A
0
Interface
Routing ME3630-J2A
Mobile communication WizardMagic

1P
sec WizardMagic

DHCP lease
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1.6.4 Check wireless LAN information

:l:l, The Edge Gateway (amnimo G series) loT Router (amnimo R series) and the indoor version of the
= Compact Router (AC 10) do not have this feature.

Check wireless LAN information

Wireless LAN information and details.

1 Click on [Operational Information > Wireless LAN] in the side menu.

The "Wireless LAN" screen will appear (see example below).

,g? ® When operating in "Access Point Mode," the stations connected to this device are
= displayed at the bottom of the screen as a "List of Connected Stations.

® When operating in "Station Mode," the bottom of the screen displays a list of access
points to which this device can connect as the "Access Point List.

FRA 4 :amnimo O4&z= v e admin ¥

st

BARLAN 2023-05-31 17:14:20 B RAICE

FEFLAN - WPS

H|ELANTER
A=D1 AR (25— TTA2% S 782 ssID wET eI BERF 258
—F1>7 wlan0 FOUZRA b ENABLED  amnimo-2G- 4 1 SEHffIEER

R wlani FOCRMBA  ENABLED  amnimo-5G- 44 0 FHRIER

€/ AILiEE

BREAF—>3>—8
IPsec

O macrrLZ EEASI—TTAR
DHCPU—X

() a8:6d:aa:04:a3:71  wlano
SYSLOG

2 To refresh the information displayed on the screen, click the "Refresh” .

= @mnimo. 7RA 4:amnimo BxE v € admin v

FIRLAN 000 | ( EFomsmcES

ERIAN - WPS

|IFLANTER
T>9=I11R (25— TTAR% N R sSID WEF ORI BHEAT S 38
—12 wilan0 FOVZRA b~ ENABLED ~ amnimo-2G- 4 1 FHRIER
wlanl TITRAA 2~ ENABLED amnimo-5G- 44 0 BEHRER

E)ILEE

SRR AN

BEAT—>3>—H
IPsec b

3 If you want to see detailed information about the wireless LAN, click "More Information" on the
right side of each interface.
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FRA R4 :amnimo BFXE v 8 admin v
i
““%’?LAN 2023-05-31 17:14:20 AR
FRLAN  WPS
AR M ANTESR
AI=ITAR (- TTARE: £ ke ssID ERF >R BEAT— S22
1> wlan0 FORARA L ENABLED  amnimo-2G- 4 1
. _ wlani FOCZHRA = ENABLED amnimo-5G-1 44 0
EIILEE e
SERLAN
BEAT—>3>—8
IPsec
O MAac7RLR EEAYI—TTAA
DHCPU—R
() a8:6d:aa:04:a3:71  wlan0

SYSLOG

4 Once The "Wireless LAN Details" screen appears, you can check detailed information (interface name,
mode, status, wireless channel, SSID, BSSID, number of connected stations) and packet counter.

7RR £ :amnimo BAE v 8 admin v
< EFLANER B ED
HHRLANGFHBIBR s 0010 105705 ( EVOBHCEN
HERER o
HER
ERER
LI TTAR wlan0 amnimo-2G-
I—F4>D TORIIRA > b
A BIE
E)AILEE ENABLED 0
SEERLAN
5
oy bhD>E—
DHCPU—2X
RX/TX Packets Bytes Errors Dropped
Sl RX 0 packets 0 bytes
TX 6456 packets 746774 bytes 0 errors 0 dropped
© 2021 amnimo, Inc.
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5 Click [Disconnect] in the list of connected stations to disconnect from the station connected to the
compact router.

l_l . . . . . . .
*, This function is available when operating in "access point mode.

= mnimo. R & :amnimo BAE v 8 admin v

=
FERLAN 700 ey, ( ETORRCER

HE|BIAN  WPS

R RLANIEE

AI=TTAR A2H-TTARE R ke SSID mEF R

> wlan0 FOEARA L ENABLED  amnimo-2G- 12 1 EEHIER

. _ wlani FOTZRA> - ENABLED  amnimo-5G- a8 0 EERER
B HILEE e

SRISLAN
BEAT—Y3>—H

O macFELZ BREAT—TTARX

DHCPU—Z
(0  a8:6d:aa:04:a3:71  wilan0

SYSLOG -

Click [Connect] in the connection station list to switch connections to other access points that have
already been set up.

JRZ k4 :amnimo O4sZ v 8 admin ¥

AHRLAN 20220529 15:26:10 |\ I

EEIRLAN
HIELANTER
A2H—ITAA - TTARE £k R ssID |mEF v
N—F122 wlano RF—<3>  COMPLETED 112 WPA2-PSK EERESR
) HOLEE
FORARA Y M—E
FRLAN
SSID AREE
@ EEP
DHCPYU—X i

SYSLOG -
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Running WPS
Run WPS.

BRIEFIE

T On the Wireless LAN screen, click the WPS tab.
The "WPS" screen appears.

S g@mnimo. RZ k& :amnimo =R~=4 4 e admin ¥

G
"“’%ELAN 2023-05-19 17:18:56 il
?ﬁ%ﬁiLAN

R WPS

@ FvsamsiA® O PINI- KA

15— TTAR
N—F1>2

. — 60
B/ HILEE

AELAN E

IPsec

2 Execute WPS.

7 ® WPS can be used to connect a compact router equipped with a wireless LAN when it is
= operating in "Access Point Mode". It cannot be used to connect to other access points in
"Station Mode".

® When using the "PIN code method," the PIN code generated by the station to be
connected must be entered.

® Refer to the "amnimo C Series Compact Router Startup Guide" for information on how to
connect using WPS.

0 Select the setting method.
9 Enter the standby time.

e Click [Execute].

= s@mnimo. 7R R :amnimo BAE v 9 admin ¥
s
FARLAN o nes ( SHOERCES
HERLAN - WPS
wes
mESR

@ Fvzamezar O PINI—RAR

60

EIILEE

SEISLAN =7

IPsec
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1.6.5 Check IPsec connection status

IPsec settings must be configured in advance.
See "2.12 Configuring IPsec Settings" for details on how to set up the [Psec settings.

Check IPsec connection status and detailed information.

1T Click Operational Information > IPsec on the side menu.

The "IPsec” screen will appear (see example below).

= Bmaimo. Host name:amnimo English ¥ e admin ¥
Simple settings IPSeC ;031100150011

Device information Connection status

Operation information A SA name Connection status Local subnet Local address P e Eless R

Interface Detailed information

Status  XFRMstate  XFRM policy

Routing

Mobile communication

DHCP lease

Storage

©2021 amnimo,Inc.

2 To refresh the information displayed on the screen, click the Refresh.

= Bmaimo. Host name:amnimo English ¥ e admin ¥
Simple settings IPSeC ,0311.001500]1

Device information Connection status

Operation information A SA name Connection status Local subnet Local address P e Eess R

Interface Detailed information

Status  XFRMstate  XFRM policy

Routing

Mobile communication

IPsec

DHCP lease

Storage

©2021 amnimo,Inc.
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3 By switching tabs in the detailed information, you can check the status, XFRM state, and XFRM policy.

= Bmnimo. Host name:amnimo English ¥ e admin ¥
Simple settings IPSeC 153110015001 @

Device information Connection status

Operation information A SAname Connection status Local subnet Local address Remote address Remote subnet

Interface Detailed information

Status XFRMstate XFRM policy

Routing

Mobile communication

IPsec

DHCP lease

Storage

©2021 amnimo,Inc.
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1.6.6 Check DHCP lease status

é—l, DHCP server configuration on the relevant interface is required to use this feature.
=

See "2.14 Configuring DHCP Server Settings" for details on how to set up the DHCP server.

Check the status of IP addresses leased from the interface with DHCP server settings.

Procedure

1T Click Operational Information > DHCP Lease on the side menu.

The "DHCP Lease" screen will appear (see example below).

For compact routers, "manufacturer” is not displayed.

pmnimo. Host name:amnimo English ¥ @ admin ¥

Device inf 1
evice information DHCP lease 2023-11-02 15:02:22

Operation information A

Interface MAC P hostname manufacturer valid until
Interface

; 0-0/0 ° Number of items displayed 10 ¥
Routing
Mobile communication

IPsec

DHCP lease

PoE

DI history

SYSLOG ©2021 amnimo,Inc.

2 To update the DHCP lease status shown on the screen to the latest information, click Refresh.

= fmnimo. Host name:amnimo English ¥ @ admin ¥

Device inf 1
evice information DHCP lease 2023-11-02 15:02:22

Operation information A

Interface MAC P hostname manufacturer valid until
Interface

; 0-0/0 ° Number of items displayed 10 ¥
Routing
Mobile communication

IPsec

DHCP lease

Storage

PoE

DI history

SYSLOG ©2021 amnimo,Inc.
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1.6.7  Check storage configuration status

loT routers (amnimo R series) and compact routers (amnimo C series) do not have this feature.

This section describes operations such as displaying storage usage and mounting/unmounting storage.

1 Click on Operational Information > Storage in the side menu.

The Storage screen appears.

SE -'amnimoV Host name:amnimo English ¥ e admin ¥
Device information
Refresh
Storage 551102 150108 eres
Operation information A
Partition list + Addnew
Interface
Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Routing
sdal 468850520 ext4 Disable /media/ssd 387G 31G 93%
Mobile communication
1-1/1 ° Number of items displayed 10 v

IPsec

PoE

DI history

©2021 amnimo,Inc.

SYSLOG

2 To update the storage settings shown on the screen to the latest information, click the Refresh.

SE -'amnimoV Host name:amnimo English ¥ e admin ¥
Device information
Refresh
Storage 0551102 15045 eres
Operation information A
Partition list + Addnew
Interface
Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Routing
sdal 468850520 ext4 Disable /media/ssd 387G 31G 93%
Mobile communication
1-1/1 ° Number of items displayed 10 v

IPsec

DHCP lease

Storage

PoE

DI history

©2021 amnimo,Inc.
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Adding partitions

Add a new partition.
BIEFIE

1 On the "Storage" screen, click the Add New.

SE =amnimo. Host name:amnimo English ¥ e admin ¥
Device information
Refresh
Storage 2023-11-02 15:04:08
Operation information A
Partition list + Addnew
Interface
Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Routing
sdal 468850520 ext4 Disable /media/ssd 387G 31G 93%
Mobile communication
1-1/1 0 Number of items displayed 10 v
IPsec
DHCP lease
Storage
PoE
DI history
SYSLOG ©2021 amnimo,Inc.

The "Create Partition" screen appears.
2 Create partitions.
o Select a device.
9 Select a partition number in the range of 2 to 9.

e Select the partition type.
Linux - - - - This is the standard Linux partition type. It is set by default.
fat32 - - - -+ FAT32 (LBA) partition type. If you are using Windows, you need to select this
option.

0 Enter the partition capacity in kilobytes.
If omitted, the maximum value of the storage device will be used.

e Click Set.

= fmnimo. Host name:amnimo English ¥ e admin ¥
Device information < Back to partition list
Operation information A Create Partltlon

Interface .

v
sda
Routing
Mobile communication 3 v

IPsec
Type

@ Linux O FAT32

DHCP lease

Storage

1024 0

PoE

SYSLOG
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(O Cclick Add.

Confirm

Do you want to add a partition with the following information?

A partition is added.

= :Emnimov Host name:amnimo English v e admin ¥

Last ate
Sinplesetings Storage 3110215256
Device information
Partition list ~+  Add new

Operation information

Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Interface sdal 468850503 extd O Disable  /media/ssd  129M 4176 1%
Routing sda3 1006 O Disable
Mobile communication 1-2/2 ° Number of items displayed 10 v

DHCP lease

Storage

© 2021 amnimo,Inc.
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Format partitions

Format the partition.
BIEFIE

1 Onthe "Storage" screen, click [...] to the right of the partition you wish to format and select Detail
from the operations menu that appears.

= @mnimo. Host name:amnimo English ¥ @ admin ¥

Simple settings Storage 2023-11-02 15:12:54

Device information L
Partition list + Addnew

Operation information

Partition name Size(KB) VFStype Crypt Point Used Avail Percent

Interface sdal 468850503 extd O Disable  /media/ssd  129M 417G 1%
etai

Routing sda3 1006 ) Disable Mount

Mobile communication 1-2/2 ° Number of items displayed 10 v

IPsec

DHCP lease

Storage

PoE

©2021 amnimo,Inc

The partition details screen appears.

2 Click the Format.

SE =amnimo. Host name:amnimo English ¥ e admin ¥

< Back to partition list

] q Sda3 2023-11-02 15:18:13
Device information

Basic Information

Simple settings

Interface

Routing sda

Mobile communication 3

tPsec linux(OFC63DAF-8483-4772-8E79-3D69D8477DE4)

DHCP lease
1006

Storage

Format
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3 The "Format" screen will appear. Select a file format type and click the "Confirm" .

If you check Crypt, you must specify 256 or 512 as the key length (bit) to be used for encryption.
Continue to set the password and click the Confirm.

Format
Partition name

sda3

VFStype

ext4

Aes

O2s6 @512

Concel

4 The "Confirm" screen appears. Click the Execute”.

Confirm

Do you want to execute formatting

with the following contents?

Partition name

sda3

VFStype

ext4

Crypt
Enable

512

:Cancel
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Mount partitions

Mount the partition.

€EEN

1 Onthe "Storage" screen, click [...] to the right of the partition and select "Mount" from the operation
menu that appears.

You can also select "Mount" from the Details screen.

= s@mnimo.

Host name:amnimo English ¥ e admin ¥
Simple settings Storage 2023-11-02 15:12:54 eres
Device information
Partition list —+  Add new
Operation information -
Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Interface sdal 468850503  extd O Disable  /media/ssd  120M 2176 1% el
etai
Routing sda3 1006 O oisable

Mobile communication 1-2)2 ° Number of items displayed 10 v

IPsec
DHCP lease

Storage

© 2021 amnimo,Inc.

2 The "Mount" screen appears.
0 Specify the mount point using up to 32 alphanumeric characters.
@ Select the file system.
e Select the mount option.

e Click the Confirm.

Mount

Point

tost2023

VFStype

ext4

Options

defaults

Crypt

Co | o
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3 The "Confirm" screen appears. Click the Execute.

Confirm

Do you want to mount the storage
with the following contents?

This is temporary configurations.

If permanent configuration is
required, configure it on [Advanced
setting/control - Storage settings ].

Point
test2023

VFStype

ext4

Options
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Unmount partitions

Unmount the partition.
€E ,

1 Onthe "Storage" screen, click [...] to the right of the partition and select "Unmount" from the
operation menu that appears.

You can also select "Unmount" from the Details screen.

= spmnimo. Host name:amnimo English v @ admin ¥

Last Update
Slnplesetings Storage 531102152217
Device information
Partition list —+  Add new

Operation information

Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Interface sdal 468850503 ext4 O Disable  /media/ssd  129M 4176 1% Detail
.
Routing sda3 1006 O Disable
Mobile communication 1-2)2 ° Number of items displayed 10 v

IPsec

DHCP lease

Storage

© 2021 amnimo,Inc.

2 The "Confirm" screen appears. Click the Execute.

Confirm

Do you want to unmount the storage with the following contents?
This is temporary configurations.
If permanent configuration is required, configure it on [Advanced

setting/control - Storage settings ].

Cancel
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Delete partitions

Delete partitions.
€E ,

1 Onthe "Storage" screen, click [...] to the right of the deleted partition and select Detail from the
operation menu that appears.

= @mnimo. Host name:amnimo English ¥ e admin ¥

Last Update
Simple settings Storage 2023-11-02 15:12:54

Device information L
Partition list ~+  Add new

Operation information

Partition name Size(KB) VFStype Crypt Point Used Avail Percent
Interface sdal 468850503 extd O Disable  /media/ssd  129M 4176 1%
etai
Routing sda3 1006 O Disable ou e
Mobile communication 1-2/2 ° Number of items displayed 10 v

DHCP lease

Storage

PoE

©2021 amnimo,nc.

The partition details screen appears.

2 Click the Delete.

= smnimo Host name:amnimo English ¥ @ admin ¥

< Back to partition list

£ g " Sda3 2023-11-02 15:28:29
Device information

Basic Information

Simple settings

Interface

Routing sda

Mobile communication 3

The "Confirm" screen appears.

3 Click the Delete.

Confirm
Do you want to delete the following partition?

artition nam

The partition will be deleted.
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1.6.8 Check PoE status

:‘? loT Router Indoor Type (AR10), Compact Router Indoor Type (AC10), and Compact Router Indoor Type
with Wireless LAN (AC15) do not have this feature.

The interface displayed is as follows

® Edge gateways: lan0 to lan3

® Outdoor loT Router (AR20): eth0, eth1

® Compact router outdoor type with wireless LAN (AC25): lan1

You can check the status of the PoE.

1 Click on Operational Information > PoE in the side menu.

SE -'amnimo. Host name:amnimo English ¥ e admin ¥

Refresh
POE 2023-11-02 15:30:26

Mobile communication

DHCP lease

O Interface State Class PoOE-Plus lcut(mA PoE-Voltage(V) PoE-Current(mA) PoE-Watt(W)

O lano disconnected Unknown off 374 0 0 0

O lan connected Class1 off 374 53.982 54.691 2.95
DI history

O  lan2 disconnected Unknown off 374 0 0 0
SYSLOG

O tan3 disconnected  Unknown  off 374 0 0 0

AMLOG 5
Time display 1-4/4 ° Number of items displayed 10 ¥

Advanced setting/control

Package repository settings
© 2021 amnimo,inc

2 To update the PoE settings shown on the screen to the latest information, click the Refresh to Latest.

SE -'amnimo. Host name:amnimo English ¥ e admin ¥

POE 50031102 15:30:26 (ﬂ)

Mobile communication

DHCP lease
Storage O Interface State Class PoOE-Plus lcut(mA PoE-Voltage(V) PoE-Current(mA) PoE-Watt(W)

O tano disconnected Unknown off 374 0 0 0
PoE

O lan connected Class1 off 374 53.982 54.691 2.95
DI history

O lan2 disconnected Unknown off 374 0 0 0
SYSLOG

O tan3 disconnected  Unknown  off 374 0 0 0

AMLOG »

Time display 1-4/4 ° Number of items displayed 10 ¥

Advanced setting/control

Package repository settings

©2021 amnimo,Inc
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Reset PoE

Reset the PoE port.
€E ,

1 On the "PoE" screen, click the Reset from the right side of the menu for each interface.

EE :@mnimow Host name:amnimo English ¥ e admin ¥

Last Update
Refresh
POE 2023-11-02 15:30:26

Mobile communication

DHCP lease
Storage O  Interface State Class POE-Plus lcut(mA) PoE-Voltage(V) PoE-Current(mA) PoE-Watt(W)

O tano disconnected Unknown off 374 0 0 0
PoE

O lan1 connected Class1 off 374 53.982 54.691 2.95
DI history

O  lan2 disconnected Unknown off 374 0 0 0
SYSLOG

O 1an3 disconnected Unknown off 374 0 0 0
AMLOG « »
Time display 1-4/4 ° Number of items displayed 10 v

Advanced setting/control

Package repository settings

© 2021 amnimo,Inc.

The "PoE Port Reset" screen appears.

2 Select a time for the reset and click the Confirm.

Device poe reset
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3 The "Confirm" screen appears. Click the Reset.

Confirm

Do you want to reset the interface with the following contents?
lan3

Reset time

60 second

Cancel

Resetting PoEs can also be performed in batches by selecting multiple PoEs from the "PoE" screen.

= pmnimo. Host name:amnimo English ¥ @ admin ¥

Mobile communication
L

2023-11-02 15:30:26

PoE

IPsec

DHCP lease il

Storage Interface State Class PoE-Plus lcut(mA) PoE-Voltage(V) PoE-Current(ma) POE-Watt(W)

s lan0 disconnected Unknown off 374 0 0 0 Reset
Ol

lan1 connected Classl off 374 53.982 54.691 2.95 Reset
DI history

8]0 O O

lan2 disconnected Unknown off 374 0 0 0 Reset
SYSLOG
lan3 disconnected Unknown off 374 0 0 0 Reset

<)

AMLOG

<

Time display 1-4/4 ° Number of items displayed 10

Advanced setting/control

Package repository settings
©2021 amnimo,inc.
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1.6.9 Check contact change history

[y
:T_II loT routers (amnimo R series) and compact routers (amnimo C series) do not have this feature.

Displays the contact change history at the D-IN/D-OUT terminals on the rear of the terminal.

Procedure

1T Click Operational Information > DI history on the side menu.

The "Dl history" screen appears.

= gmnimo Host name:amnimo English ¥ 8 admin v

DI hIStory 2023-09-12 10:37:18

DI history logger

OUperation Informacion .

Interface

Routing
Disable

Mobile communication

Download DI history

Start datetime B End datetime

]

DHCP lease Latest DI history

Storage

PoE

SYSLOG

© 2021 amnimo,Inc.

2 Click and activate the DI history logger toggle to display the contact change history in the "Latest DI
history" field (the maximum number of histories displayed is the latest 1000).

The history for the disabled period will not be displayed and cannot be downloaded.

= pmnimo. Host name:amnimo English v e admin v

DI hiStory 2023-09-12 10:37:18

Device information

Operation information A

DI history logger

Interface
‘:) Enable

RN Download DI history

. e Start datetime [ End datetime [
Mobile communication

Latest DI history

IPsec

DHCP lease

Storage

POE

DI history

SYSLOG
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3 To update the contact change history displayed on the screen to the latest information, click the
Refresh.

SE -'amnimoV Host name:amnimo English ¥ e admin ¥

DI hIStory 2023-11-02 15:34:3

DI history logger

DHCP lease
() Enable

Storage Download DI history

Start datetime ] End datetime ]

Latest DI history

Mobile communication

IPsec

PoE

DI hi:
Sy 2023-09-15T15:02:48+0900,0,0,0,0

2023-10-

202

SYSLOG

AMLOG

20710:01:03+0900,0

0-20T14

03+0900,0

Time display

2023-10-24T13:18:38+0900,0,0,0,0 -

Advanced setting/control

Package repository settings

©2021 amnimo,Inc.
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Download contact change history

Download contact change history.

BRIEFIE

1 On the Contact Change History screen, specify the start and end dates and times of the period to

be downloaded.

= @mnimo. Host name:amnimo English ¥ @ admin ¥
Mobile communication
DIhistory ,,3,11.00153631
IPsec
DI history logger
DHCP |
case ‘:) Enable
Storage Download DI history
POE Start datetime =~ 2023-10-18 00:00 E End datetime = 2023-11-01 00:00
0l
Latest DI history
DI history 2023-09-15T15:02:48+0900,0,0,0,0 .
30:49+0900,0
SYSLOG 0 39+0000,0
)-19T11:00: 33+0900,0
20762:01:04+0900,0
AMLOG
0-20706:01:03+0900, 0
2-20T10:01:03+0900,0
Time display 20T14:01:03+0900,0,0,0,0
0-24713:18:38+0900,0,0,0,0 T
Advanced setting/control
Package repository settings 02001 \
©2021 amnimoInc
2 Click the Download to download the CSV file.
Up to 100,000 histories can be downloaded.
= spmnimo. Host name:amnimo English v @ admin ¥

Mobile communication

DHCP lease

Storage

PoE

DI history

SYSLOG

AMLOG

Time display

Advanced setting/control

Package repository settings

DIRistory ;051100153431

DI history logger

() Enable

Download DI history

Start datetime =~ 2023-10-18 00:00 End datetime

Latest DI history

-15T15

2-18T1 e
+0000,0,0,0,0

19T04:20:3

+0900,0,0,0,0
01:04+0900,0,0,0,0
0340900, 0

03+0900,0

01:03+0900,0,0,0,0

2023-10-24T13:18:38+0900,0,0,0,0

2023-11-01 00:00

©2021 amnimo,Inc




Check operational information

1.6.10 SYSLOG display operation.

This section describes how to search for and download SYSLOG and update SYSLOG with the latest information.

Procedure

1 Click on Operational Information > SYSLOG in the side menu.

The "SYSLOG" screen appears.

= fmnimo. Host name:amnimo English ¥ e admin ¥
Mobile communication
SYSLOG
2023-11-02 15:37:34
IPsec
DHCP lease
Q
Storage 2023-11-02T15:36 11907- 00 localhost <local2.notice> pppd[20650]: pppd 2.4.7 started by root, uid @ -

55027+09:00 localhost <local2.warning> pppd[20650]: Timeout waiting for PADO packets

localh,

<local2

PoE

r> pppd[20650

Unable to complete PPPOE Di

localk

st <local2.info> pppd[20650]: Exit.
localhost <daemon.notice> systemd[1]: ppp@amnimo.service: Main
loca

process exited, code=exited, status=8/n/a

DI history

<daemon. inf tend-ne

rkd[8327]: ecmo: Configured

localk

<user.info> message[20881]: CallApi[CAgApiRes:

.cpp(2135)]: [POST] /api/syslog/message/tail

SYSLOG

© localhost <daemon.warning> systemd[1]: ppp@amnimo.service: Failed with result '

it-code’
loca

<daemon. info> systemd[1]: ppp@amnimo.service: Service has no hold-off time, scheduling restart

localk <daemon. info>

p@amnimo.service: Scheduled restart job, restart coun

is at 20607.
AMLOG 00 localhost <daemon.info>

Stopped Service to bring up/down unconfigl

PPP (peers amnimo)
<daemon. in

ted Service to bring up/down unconfigured PPP (peers amnimo)

Time display <local2.info> ]: Plugin rp-pppoe.so loaded.

<local2.notice> pppd[20899]: pppd 2.4.7 started by root, uid @

Advanced setting/control

Package repository settings

©2021 amnimo,Inc.

2 To view the most recent SYSLOG, scroll to the bottom of the screen.

= g@mnimo.

: Host name:amnimo English ¥ e admin ¥
Mobile communication
SYSLOG Refresh
2023-11-02 15:37:34
IPsec
DHCP lease Search Download
Q
Storage 2023-11-02715:36 11907 00 localhost <local2.notice> pppd[20650]: pppd 2.4.7 started by ro: -
2023-11-02T15:37 55027+09:00 localhost <local2.warning> pppd[20650]: Timeout waiting for PAD
02T15:37:30.166638+09:00 loca <local2 20650]: Unable to complete PPPOE Di
PoE [ P:
-02T15 00 localhost <local2.info> pppd[20650]: Exit.
-02T15: 71104+09:00 localhost <daemon.notice> systemd[1]: ppp@amnimo.service: Main process , code=exited, status=8/n/a
DI history 02715 236474409:00 loca <daemon. info> rkd[8327]: ecmd: Configured
-02T15 508400+09:00 localk <user.info> message[20881]: CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/message/tail
-02T15 87855+09:00 localhost mon.warning> system mnimo. sery iled v sult t-code’
SYSLOG 211 87 localhost <daemon.warning> emd[1]: ppp@amnimo.service: Failed with resul it-code
02715 00 loca <daemon. info> no hold-off time, scheduling restart
02715 00 localhost <daemon.info> service: Scheduled restart job, restart counter is at 20607.
AMLOG 02115 un unconfigured PPP (peers amnimo)
02715 rted Service to bring up/down unconfigured PPP (pe
Time display -02T15:3 <local2.info> pppd[20899]: Plugin rp-pppoe.so loaded.
1-02T15 <local2.notice> pppd[20899]: pppd 2.4.7 started by root, uid @

Advanced setting/control

Package repository settings

©2021 amnimo,Inc.
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3 To search SYSLOG, enter keywords in the search field and click the Search.

= ;@mnimo Host name:amnimo English ¥ 8 admin v

Refresh
Mobile communication SYSLOG 2023-09-12 10:58:01
|

2023-09-12T10:55:15.685177+09:00 localhost <daemon.info> systemd-networkd[27112]: ecm0: Configured B

Q

DHCP lease

2023-09-12T10:55:36.303114+09:00 localhost <user.info> ecmd[27133]: ecm@: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C

Storage
ELLID 41768465, PCI 175, RSSI -68.7, RSRP -99.4, RSRQ -13.3, SINR -1.0

2023-09-12T10:56:11.411628+09:00 localhost <daemon.info> systemd-networkd[27112]: ecmd: Configured
PoE 2023-09-12T10:56:36.357436+09:00 localhost <user.info> ecmd[27133]: ecm0: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C
ELLID 41768465, PCI 175, RSSI -70.0, RSRP -99.5, RSRQ -12.9, SINR 1.0

DI history 2023-09-12T10:57:05.306102+09:00 localhost <daemon.info> systemd-networkd[27112]: ecmd: Configured
2023-09-12T10:57:36.348729+09:00 localhost <user.info> ecmd[27133]: ecm0: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C
ELLID 41768465, PCI 175, RSSI -69.2, RSRP -99.3, RSRQ -13.2, SINR 2.0

SYSLOG 2023-09-12T10:57:40.007542+09:00 localhost <user.info> message[26303]: CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/
8 8AP PP ) F Y 8

ssage/tail

2023-09-12T10:57:53. 550419+ CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/message/tail

:00 localhost <user.info> message[26413

Time display

© 2021 amnimo,Inc.

Search keywords are highlighted and displayed.

= smnimo. Host name:amnimo English v 8 admin ¥

SYSLOG Refresh
Mobile communication 2023-09-12 10:58:01
Searc Download

4650, CELLID 41768465, PCI 17

Q 2023
DHCP lease

-09-12T10:50:36.294371+09:00 localhost <

: ecm@: E-UTRAN, EARFCN 610

RSSI -70.0, RSRP

RSRQ -13.4, SINR 2.0

Storage
-09-12T10:50:46.347789+09:00 localhost <d

mon.info> systemd-networkd[27112]: ecmd: Configured

26 iser. info> ec

, BAND 19, MCC 440, MNC 10, TAC 4650, CELLID 41768465, PCI 17

2650+09:00 localh

27133]: ecm@: E-UTRAN, EARFCN 610

RSSI -71.0, RSRP -9

8, RSRQ -13.5, SINR 1.0

10:51:39.746071+09:00 localhost <daemon.info> sys

emd-networkd[27112]: ecmd: Configured

DI history |09-12T10:52:33.069188+09:00 localhost <daemon.in stemd-networkd[27112]: ecm0: Configured
L99-12T10:52:36.342254+09:00 localh <user.info> ecm@: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, CELLID 41768465, PCI 17
5, RSSI -69.6, RSRP -100.1, RSRQ -13.0, SINR 0.0
SEIES 109-12T10:53:06.436169+09:00 localhost <user.info> e ecmd: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, CELLID 41 17
5, RSSI -69.5, RSRP -100.0, RSRQ -13.2, SINR -1.0
L9-12T10:53:27.428152+09:00 localhost <daemon.info> systemd-networkd[27112]: ecm0: Configured
L9-12T10:53:36.335113+09:00 localhost <user.info> ecmd[27133]: ecm0: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, 17

5, RSST -69.3, RSRP -100.2, RSRQ -13.6, SINR 1.0

Time display

Advanced setting/contret

© 2021 amnimo,Inc
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4 To download SYSLOG, click the Download.

Refresh
Mobile communication SYSLOG 2023-09-12 10:58:01
=)

= ;@mnimo Host name:amnimo English ¥ e admin v

Q
DHCP lease
2023-09-12T10:55:15.685177+09:00 localhost <daemon.info> systemd-networkd[27112]: ecm@: Configured &
2023-09-12T10:55:36.303114+09:00 localhost <user.info> ecmd[27133]: ecm0: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C
storage ELLID 41768465, PCI 175, RSSI -68.7, RSRP -99.4, RSRQ -13.3, SINR -1.0
2023-09-12T10:56:11.411628+09:00 localhost <daemon.info> systemd-networkd[27112]: ecmd: Configured
PoE 2023-09-12T10:56:36.357436+09:00 localhost <user.info> ecmd[27133]: ecm0: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C

ELLID 41768465, PCI 175, RSSI -70.0, RSRP -99.5, RSRQ -12.9, SINR 1.0

DI history 2023-09-12T10:57:05.306102+09:00 localhost <daemon.info> systemd-networkd[27112]: ecmd: Configured
2023-09-12T10:57:3

.348729+09:00 localhost <user.info> ecmd[27133]: ecmo: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C
ELLID 41768465, PCI 175, RSSI -69.2, RSRP -99.3, RSRQ -13.2, SINR 2.0
SYSLOG 2023-09-12T10:57:40.007542+09:00 localhost <user.info> message[26303]: CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/

ssage/tail

2023-09-12T10:57:53.550419+

:00 localhost <user.info> message[26413

CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/message/tail

Time display
© 2021 amnimo, Inc.

SYSLOG will be downloaded.

5 1o update the SYSLOG displayed on the screen to the latest information, click the Refresh.

- -'amnimo, Host name:amnimo English v 8 admin v

Refresh
Mobile communication SYSLOG 2023-09-12 10:58:01
Search Download

685177+09:00 localhost <daemon.info> systemd-networkd[27112]: ecmd: Configured -

Q
DHCP lease

2023-09-12T10:55:

2023-09-12T10:55:36.303114+09:00 localhost <user.info> ecmd[27133]: ecm@: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C
Storage
ELLID 41768465, PCI

75, RSSI -68.7, RSRP -99.4, RSRQ -13.3, SINR -1.0

2023-09-12T10:56:11.411628+09:00 localhost <daemon.info> systemd-networkd[27112]: ecm0: Configured
PoE 2023-09-12T10:56:36.357436+09:00 localhost <user.info> ecmd[27133]: ecm@: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C

ELLID 41768465, PCI

75, RSSI -70.0, RSRP -99.5, RSRQ -12.9, SINR 1.0

2023-09-12T10:57

5.306102+09:00 localhost <daemon.info> systemd-networkd[27112]: ecmo: Configured

DI history

2023-09-12T10:57:36.348729+09:00 localhost <user.info> ecmd[27133]: ecm@: E-UTRAN, EARFCN 6100, BAND 19, MCC 440, MNC 10, TAC 4650, C
ELLID 41768465, PCI 175, RSSI -69.2, RSRP -99.3, RSRQ -13.2, SINR 2.0

SYSLOG 2023-09-12T10:57:40.007542+09:00 localhost <user.info> message[26303]: CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/message/tail

2023-09-12T10:57:53.550419+409:00 localhost <user.info> message[26413]: CallApi[CAgApiRest.cpp(2135)]: [POST] /api/syslog/message/tail '

© 2021 amnimo, Inc.




Check operational information

1.6.11 AMLOG display operation.

Check AMLOG, AMNIMO's log, for instructions on finding and downloading AMLOG and keeping AMLOG up-

to-date.

Procedure

1

The "AMLOG" screen appears.

Compact routers (amnimo C series) do not have this feature.

Click on Operation Information > AMLOG in the side menu.

= smnimo Host name:amnimo English ¥ e admin V]
Mobile communication
Refresh
AMLOG 2023-09-12 11:23:26
DHCP lease Search Download
Q
Storage 2023-09-04T10:16:31+0900 LOG_INFO Start loading settings 9
2023-09-04T10:18:35+0900 LOG_INFO Firmware: amnimo G series AG10 version 1.9.5 build 51399
PoE 2023-09-04T10:18:35+0900 LOG_INFO Kernel: 4.19.231-06581-g329cee24909 #1 SMP PREEMPT Thu Oct 27 07:41:56 UTC 2022
2023-09-04T10:18:35+0900 LOG_INFO Partition: 5
2023-09-04T10:18:59+40900 LOG_INFO Start of voltage drop detection.
DI history 2023-09-04T10:19:04+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot
2023-09-04T10:20:03+0900 LOG_INFO Update bootarea to
SYSLOG 2023-09-04T10:20:04+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 2, reboot @
2023-09-08T11:09:54+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot @
2023-09-08T11:15: ) LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot @
Time display
Advanced setting/contrel © 2021 amnimo,Inc.
2 To view the most recent AMLOG, scroll to the bottom of the screen.
= Bmnimo Host name:amnimo English v e admin V|
Mobile communication
Refresh
AMLOG 2023-09-12 11:23:26
DHCP lease Search Download
Q
Storage 2023-09-04T10:16:31+0900 LOG_INFO Start loading settings 3
2023-09-04T10:18:35+0900 LOG_INFO Firmware: amnimo G series AG10 version 1.9.5 build 51399
PoE 2023-09-04T10:18:35+0900 LOG_INFO Kernel: 4.19.231-06581-g329cee24909 #1 SMP PREEMPT Thu Oct 27 07:41:56 UTC 2022
2023-09-04T10:18:35+0900 LOG_INFO Partition: 5
2023-09-04T10:18:59+40900 LOG_INFO Start of voltage drop detection.
DI history 2023-09-04T10:19:04+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot
2023-09-04T10:20:03+0900 LOG_INFO Update bootarea to
SYSLOG 2023-09-04T10:20:04+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 2, reboot @
2023-09-08T11:09:54+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot @
2023-09-08T11:15:34+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count 1, reboot @

Time display

Advanced setting/contrel

© 2021 amnimo,Inc.




Check operational information

3 To search AMLOG, enter keywords in the search field and click the Search.

= Jmnimo

Mobile communication

DHCP lease

Storage

DI history

e display

Advanced setting/contrsi

AMLOG 2023-09-12 11:23:26

2023-08-22T13:

6:21+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

2023-08-22T13:46:38+0900 LOG_NOTICE FailSa

2023-08-22T13:46:55+0900 LOG_NOTICE FailSafe:

2023-08-22T13:46:55+0900 LOG_CRIT FailSafe: MOBILE(2): ecmd: ifname ecm0, peer-name

n exceeded, so the reboot will be skipped.

2023-08-22T13:47:12+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

2023-08-22T13:47:30+0900 LOG_NOTICE FailSafe:

OBILE(2): ecmd:
OBILE(2): ecmd:
OBILE(2): ecmd:

2023-08-22T

FailSafe:

:47:47+0900 LOG_NOTICE

2023-08-22T13:48:04+0900 LOG_NOTICE FailSafe:

2023-08-22T13:48:21+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

2A72 A0 AIT12:40:71.A00A 1AG FRTT CAilCAfAs MARTIEIY+ Arn

© 2021 amnimo,Inc.

Host name:amnimo English v e admin v
Download
ifname ecmd, peer-name WizardMagic: count 3, reboot 4 -

OBILE(2): ecmd: ifname ecmd, peer-name

DBILE(2): ecmd: ifname ecmd, peer-name WizardMagic:

ifname ecmd, peer-name Wi
ifname ecmd, peer-name WizardMagic:
ifname ecmd, peer-name |
ifname ecmd, peer-name WizardMagic:

ifname ecmd, peer-name WizardMagic:

zardMagic: count 4, reboot 4

count @, reboot 5

rdMagic: The maximum number of reboots has bee

rdMagic: count 1, reboot 5
count 2, reboot 5

ardMagic: count 3, reboot 5

count 4, reboot 5

count @, reboot 6

o

Search keywords are highlighted and displayed.

= @mnimo

Mobile communication

DHCP lease
Storage
PoE

DI history

Time display

Advanced setting/contrsi

AMLOG 2023-09-12 11:23:26

L08-22T13:46:21+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

Q 2023

08-22T13:46:38+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

-08-22T13:46:55+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

L08-22T13:46:55+0900 LOG_CRIT FailSafe: MOBILE(2):

n exceeded, so the reboot will be skipped.

-08-22T13:47:12+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

-08-22T1

7:30+0900 LOG_NOTICE FailSa

MOBILE(2): ecmd:

-08-22T13:47:47+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

08-22T13:48:04+0900 LOG_NOTICE FailSafe:

BILE(2): ecmd:
-08-22T13:48:21+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd:

00 19T12:40.91.0000 IAC FBTT CA31G~Fa- MABTIE/N-

© 2021 amnimo, Inc.

ifname
ifname

ifname

ecmd: ifname eci

ifname
ifname
ifname
ifname

ifname

R

Host name:amnimo English ¥ e admin v|
Download
ecmd, peer-name WizardMagic: count 3, reboot 4 4|

ecmd, peer-name WizardMagic: count 4, reboot 4

ecmd, peer-name WizardMagic: count @, reboot 5

mo, peer-name W Magic: The maximum number of reboots has bee

ecmd, peer-name WizardMagic: count 1, reboot 5
ecmd, peer-name WizardMagic: count 2, reboot 5
ecmd, peer-name WizardMagic: count 3, reboot 5

ecmd, peer-name WizardMagic: count 4, reboot 5
ecmd, peer-name WizardMagic: count @, reboot 6

e e e e




Check operational information

4 To download AMLOG, click the Download.

-‘Emnimo Host name:amnimo English v e admin V|

AMLOG 55530912 11:23:26
DHCP lease I p— (m

Q 2023

Mobile communication

Storage -08-22T13:46:21+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@d, peer-name WizardMagic: count 3, reboot 4 B

08-22T13:46:38+0900 LOG_NOTICE FailSafe:

BILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 4, reboot 4

08-22T1

6:55+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count @, reboot 5

PoE
-08-22T13:46:55+0900 L0G_CRIT FailSafe:

OBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: The maximum number of reboots has bee

n exceeded, so the reboot will be skipped.

DI history 08-22T13:47:12+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot 5

-08-22T13:47:30+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count 2, reboot 5

-08-22T13:47:47+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count 3, reboot 5

afe:

08-22T13:48:04+0900 LOG_NOTICE Fai 2): ecmd: ifname ecm@, peer-name WizardMagic: count 4, reboot 5

-08-22T13:48:21+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count @, reboot 6

00 19T13:40.91.0000 I NG FBTT CA31C~Fas MABTIE/IN . armds 3

o e e o

Time display

Advanced setting/contrel © 2021 amnimo, Inc.

AMLOG will be downloaded.

5 To update the AMLOG displayed on the screen with the latest information, click the Refresh.

'E _.animo Host name:amnimo English v 8 admin v

AMLOG 2023-09-12 11:23:2¢
DHCP lease SearCh —

Q 2023

Mobile communication

Storage 2023-08-22T13:46:21+0900 LOG_NOTICE FailSafe:

ILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 3, reboot 4 -

2023-08-22T13:46:38+0900 LOG_NOTICE FailSafe:

OBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 4, reboot 4

2023-08-22T13:46:55+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count @, reboot 5

PoE

2023-08-22T13:46:55+40900 LOG_CRIT FailSafe: MOBILE(2): ecmd: ifname ecm0, peer-name W

zardMagic: The maximum number of reboots has bee
n exceeded, so the reboot will be skipped.
DI history 2023-08-22T

:47:12+40900 LOG_NOTICE FailSafe:

I0BILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 1, reboot 5

2023-08-22T13:47:30+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 2, reboot 5

2023-08-22T13:47:47+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count 3, reboot 5

2023-08-22T13

48:04+0900 LOG_NOTICE FailSafe: MOBILE(2): ecmd: ifname ecmd, peer-name WizardMagic: count 4, reboot 5

2023-08-22T13:48:21+0900 LOG_NOTICE FailSaf

ILE(2): ecmd: ifname ecm@, peer-name WizardMagic: count @, reboot 6

2G93 00 27T12:40.91.4000 I AG CBTT CAilCafas MABTIEDY.

Time display

Advanced setting/contrst © 2021 amnimo,Inc.




Check operational information

1.6.12 Check the time on the product

Displays the time of the product.

1 Click on Operational Information > Time display in the side menu.

The "Time Display" screen appears, displaying the time of the product in real time.

EE -‘Emnimo Host name:amnimo English v e admin v

Time display 555001 11:26:43

Mobile communication

IPsec
DHCP lease 2023-09-12 11:29:56+09:00
Click here to set up

Storage

PoE

DI history

SYSLOG

AMLOG

Advanced setting/contrel © 2021 amnimo,Inc.

— Clicking on Click here to set up will display the "Time Settings" screen.
i

For details on how to set the time, see "2.13 Setting the time for details on how to set the
time.



Reboot or Shutdown the product

1.7 Reboot or Shutdown the product

In addition to shutdown, the product offers two reboot menus: software reboot, which stops the system, and
hardware reboot, which does not stop the system.

® Shutdown
Shuts down the hardware power supply.

® Software reboot
Stops the system and then reboots it.

® Hardware reboot
Turns off the hardware power supply and reboots the system without shutting it down.

1.7.1 Reboot the product

Restart the product.

1 Click Reboot/Shutdown on the side menu.

The "Reboot/Shutdown" screen appears.

= gpmnimo Host name:amnimo English v e admin v

Reboot/Shutdown

Simple settings

Device information Type

(® Software reboot  (O) Hardware reboot () Shutdown

Operation information v

Advanced setting/controt
Execute

Reboot/Shutdown

Firmware

Configuration file

User's manual

© 2021 amnimo, Inc.




Reboot or Shutdown the product

2 Check Software Reboot or Hardware Reboot as the reboot method and click Execute.

.E :‘@mnimo‘ Host name:amnimo English v e admin v

Reboot/Shutdown

Simple settings

Device information

() Software reboot  (O) Hardware reboot () Shutdown

Operation information v
Advanced setting/controt

Execute
Reboot/Shutdown
Firmware
Configuration file

User's manual

© 2021 amnimo, Inc.

A "Confirm" screen for restart will appear.

3 Click the Reboot.

Confirm
Do you want to restart the device with the following contents?

Type

Software reboot

i Eanes) :

A restart of the product is initiated.
Rebooting takes a few minutes.

After the restart is complete, the "Sign In" screen will appear.



Reboot or Shutdown the product

1.7.2  Shutdown the product

Shutdown the product.

1 Click Reboot/Stop on the side menu.

The "Reboot/Stop" screen appears.

= gmnimo Host name:amnimo English v e admin v
S Reboot/Shutdown
Device information Type

(® Software reboot  (©) Hardware reboot () Shutdown
Operation information v

Advanced setting/controt
Execute

Firmware
Configuration file

User's manual

© 2021 amnimo, Inc.

2 Check Shutdown as the stop method and click Execute.

EE B®mnimo. Host name:amnimo English v e admin v
T Reboot/Shutdown
Device information Type

(® Software reboot  (O) Hardware reboot | () Shutdown
Operation information v
Advanced setting/controt _

Reboot/Shutdown

Firmware

Configuration file

User's manual

© 2021 amnimo, Inc.

A shutdown "confirmation" screen will appear.



Reboot or Shutdown the product

3 Click the Execute.

Confirm

Do you want to shut down?

:cancel

Shutdown of the product is initiated.



Operate the firmware

1.8  Operate the firmware

There are two methods of updating the firmware of this product: a global update and a differential update.

According to the characteristics of each, it is possible to use them in different ways depending on the usage

situation.

General Update differential update

Setting area

not subject (to)
(The configuration file is retained.)

not subject (to)
(The configuration file is retained.)

rootfs

Update area

General Update

Since the area will be
initialized, any packages that
users have installed on their

own will also be removed.

differential update

User-installed packages are

retained.

userfs

not subject (to)

not subject (to)

Shared area

not subject (to)

not subject (to)

SSD

not subject (to)

not subject (to)

Update redundant areas

addressable

designation not possible

Communication during large (e.g., serving size) small
download cost
long (time) short
n ® Start area Both sides of
the area cannot be

Update time

updated at the same time.
To update both sides of
an area, a separate area
synchronization is
required.

® Depending on the
number of packages with
differences, this may take
longer than an overall
update.




Operate the firmware

1.8.1 Display the firmware screen

Displays the "Firmware" screen for updating the firmware.

1 Click on Firmware in the side menu.

The "Firmware" screen appears.

:E -'amnimo Host name:amnimo English v e admin v

Firmware

Simple settings

Device information
amnimo G series AG10 version 1.9.5 build 51399

Operation information v
Package update(incremental update) Area update(full update) Area sync

Advanced setting/controt
Update

Reboot

Configuration file

© 2021 amnimo, Inc.




Operate the firmware

1.8.2 Update firmware diffs

Obtain and update the firmware package diffs.

T

) ® Compact routers (amnimo C series) do not have this feature.
i

To update the firmware, the package repository credentials must be registered.
For more information, see "1.4 Making Simple Settings" for more information.

It is not possible to specify individual firmware packages to be updated.

This function uses the apt package management system.

The "--force-confold" option is applied when updating packages. This ensures that if the
configuration file for each package is changed in a package update, the configuration file before
the change is used.

1 On the "Firmware" screen, click the "Package Update (Differential Update)" tab.

= smnimo Host name:amnimo English v e admin v|

Firmware

Simple settings

Device information
amnimo G series AG10 version 1.9.5 build 51399

Operation information v i
Package update(incremental update) | Area update(full update) Area sync

Advanced setting/controt

Reboot

Firmware

Configuration file

© 2021 amnimo,Inc.

2 Click the Update.

= smnimo Host name:amnimo English ¥ e admin v|

Firmware

Simple settings

Device information
amnimo G series AG10 version 1.9.5 build 51399

Operation information v X
Package update(incremental update) Area update(full update) Area sync

Advanced setting/controt

Reboot

Firmware

Configuration file

© 2021 amnimo,Inc.

The "Confirmation" screen appears.



Operate the firmware

3 Click the Update.

Confirm

Do you want to update (incremental
update) the package?

Firmware package update will be initiated.

)

I —TEHR
COAR(C(F5~10EN DB CEHBDET.

When the firmware package update is complete, the "Update Complete" screen appears.



Operate the firmware

4 Click the Close to move to the “Sign In" screen.

If a message appears prompting you to restart, you must restart from the "Restart Screen".

EHET

Nyr—srsELELR,
J7—LDT7)\—3>:amnimo G series AG10 version 1.2.0

build 63841
BA A VEECEELET.




Operate the firmware

1.8.3  Update the entire firmware

Select the redundant area to be updated and update the firmware as a whole.

You can choose to upload the PC firmware or specify the firmware URL.

® This operation will cause the product to restart.
(] ® This operation takes about 5 to 10 minutes to complete.

Upload and update firmware

fmp’y The firmware file to be used for updating must be downloaded in advance.

-

==l Using an FTP-accessible browser such as Internet Explorer, access the following URL and log on wi

th your package repository username and password to download the firmware file.
Please contact our support for the username and password for the package repository.

For Edge Gateway Indoor Type (AG10): http://package.amnimo.com/firmware/ag10.amf
For Edge Gateway Outdoor Type (AG20): http://package.amnimo.com/firmware/ag20.amf
For loT Router Indoor Type (AR10): http://package.amnimo.com/firmware/ar10.amf

For loT Router Outdoor Type (AR20): http://package.amnimo.com/firmware/ar20.amf

For Compact Routers Indoor Type (AC10): http://package.amnimo.com/firmware/ac10.amf
For Compact Routers Indoor Type with wireless LAN (AC15):
http://package.amnimo.com/firmware/ac15.amf

For Compact Routers Outdoor Type with wireless LAN (AC25):
http://package.amnimo.com/firmware/ac25.amf

1 On the "Firmware" screen, click the Area update (full update) tab.

The area update setup screen appears.

Host name:amnimo English v e admin v

Firmware

POE settings

SYSLOG settings

amnimo G series AG10 version 1.9.5 build 51399

CPU operation settings Package update(incremental update) | Area update(full update)j Area sync

DMS settings pdate area
(O Oneside (@ Both sides

Nx Witness settings
Firmware

remote. it settings @ Upload file (O URL specification

GUI settings

Reboot

Firmware

Configuration file



http://package.amnimo.com/firmware/ag10.amf
http://package.amnimo.com/firmware/ag20.amf
http://package.amnimo.com/firmware/ar10.amf
http://package.amnimo.com/firmware/ar20.amf
http://package.amnimo.com/firmware/ac10.amf
http://package.amnimo.com/firmware/ac15.amf
http://package.amnimo.com/firmware/ac25.amf

Operate the firmware

2 Select "Update Area."
7 ® Oneside
] Select to update a redundant area that is not currently activated.

® Both sides
Select to update both the currently activated area and the redundant area that is not

activated.

= @mnimo Host name:amnimo English v e admin v

SYSLOG settings Firmware

CPU operation settings
amnimo G series AG10 version 1.9.5 build 51399

DMS settings
Package update(incremental update) Area update(full update) Area sync

Nx Witness settings

remote.it settings I (® Oneside () Both sides l

GUI settings B
(® Upload file  (O) URL specification
Reboot

\/ Browse \
ks )

Firmware

3 Select "Upload file" as the method for obtaining firmware.

= Pmnimo Host name:amnimo English v e admin v

SYSLOG settings Firmware

CPU operation settings
amnimo G series AG10 version 1.9.5 build 51399

DMS settings
Package update(incremental update) Area update(full update) Area sync

Nx Witness settings

(@ Oneside () Both sides

remote.it settings

GUI settings .
pload file ) URL specification

Reboot

4 N
( Browse

L J

Firmware




Operate the firmware

4 Select the firmware to be uploaded.

0 Click the Browse under "File Name.

EE -'amnimo Host name:amnimo English ¥ e admin v

SYSLOG settings Firmware

CPU operation settings

amnimo G series AG10 version 1.9.5 build 51399
DMS settings
Package update(incremental update) Area update(full update) Area sync

Nx Witness settings

remote.it settings (@ Oneside () Both sides

GUI settings

(® Upload file (O URL specification

Reboot
Firmware —

The "Open" screen appears.

9 Select the firmware file and click the Open .

@ B¢ X
« v 4 > PC » TAZMYT > temp v O -]
=E - HLLIANS = - [
- pC A zE ExEH B
¥ 3D ATIIHE | ag10.amf 2021/02/09 1149  AMF 7?/“
¥ 79v0-F
M 75T
5 FEasAvh
= EoFy
& v7a
D z3-gwy
& 0N TRV C, ¢ 5
F7AA&N): [agi0amt ~| [gnTazra o =
() vl

The selected firmware file is set to "File name".
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5 Click the Update.

= mnimo. Host name:amnimo English v e admin ¥

CurTenTVversion -

SYSLOG settings amnimo G series AG10 version 1.9.5 build 51399

Package update(incremental update) Area update(full update) Area sync

CPU operation settings

Update area

DMS settings (® Oneside () Both sides

Firmware

(® Upload file (O URL specification

Nx Witness settings

remote.it settings
le name

GUI settings ag10 (2).amf

Firmware

Configuration file

© 2021 amnimo,Inc.

The "Confirmation" screen appears.

6 Click the Update.

Confirm

Do you want to update (full update) the area with the

following contents?

After updating, restart the gateway.

One side

T

Upload file

agl10 (2).amf

Cancel

Uploading of the selected firmware file will begin.

I7AILDTyFO— Reh.

- 10%

Frowl




Operate the firmware

Once the firmware file has been uploaded, the firmware update will begin.

)

J7— LD T 7EHT
TOIBC(FS~10EN N B T LN B NET .

When the firmware update is complete, the "Update Complete" screen appears.

7 Click the Close.

EHET

IJ7—hDIT7EEHULELL,

J7—LDTT)\—3 > amnimo G series AG10 version 1.2.0
build 64231
YA A EECEELET.

A restart of the product is initiated.

After the restart is complete, the "Sign In" screen will appear.
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Update the firmware by specifying the firmware URL
BRIEFIE

1 On the "Firmware" screen, click the Area update (full update) tab.

The area update setup screen appears.

EE @mnimo. Host name:amnimo English v e admin v

\rrenr version

amnimo G series AG10 version 1.9.5 build 51399

Package update(incremental update)] Area update(full update) | Area sync

Update area

DMS settings (O Oneside (@ Both sides

SYSLOG settings

CPU operation settings

Nx Witness settings Firmware
(O Upload file (@) URL specification

remote.it settings
GUI settings
Reboot
Cancel

Firmware

Configuration file

2 Select "Update Area."

® oneside
Select to update a redundant area that is not currently activated.

® Both sides
Select to update both the currently activated area and the redundant area that is not
activated.

EE -'amnimo Host name:amnimo English v e admin v

SYSLOG settings amnimo G series AG10 version 1.9.5 build 51399

Package update(incremental update) Area update(full update) Area sync
CPU operation settings

DMS settings (O Oneside () Both sides

Nx Witness settings Firmware
(O Upload file (@) URL specification

remote.it settings
GUI settings
Reboot

Cancel

Firmware

Configuration file
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3 Select "Specify URL" as the method to obtain the firmware, and enter the URL to obtain the
firmware.

:7 The URL to be entered is as follows

= Edge Gateway Indoor Type (AG10):

http://username:password @package.amnimo.com/firmware/ag10.amf
Edge Gateway Outdoor Type (AG20):

http://username:password @package.amnimo.com/firmware/ag20.amf
loT Router Indoor Type (AR10):

http://username:password @package.amnimo.com/firmware/ar10.amf
loT Router Outdoor Type (AR20):

http://username:password@ package.amnimo.com/firmware/ar10.amf

Compact Router Indoor Type (AC10):

http://username:password @ package.amnimo.com/firmware/ac10.amf

Compact Router Indoor Type with wireless LAN (AC15):
http://username:password@package.amnimo.com/firmware/ac15.amf
Compact Router Outdoor Type with wireless LAN (AC25):

http://username:password @ package.amnimo.com/firmware/ac25.amf

Please contact our support for your username and password.

EE -'amnimo Host name:amnimo English v e admin v

SYSLOG settings amnimo G series AG10 version 1.9.5 build 51399

Package update(incremental update) Area update(full update) Area sync
CPU operation settings

Jpdate area

RUSISCHingS (O Oneside (@) Both sides
Nx Witness settings Firmware
(O Upload file  |®) URL specification
remote.it settings
GUI settings http://username: password@package.amnimo.com/firmware/ag1

Reboot

Firmware

Configuration file

4 Click the "Update" .


http://username:password@package.amnimo.com/firmware/ag10.amf
http://username:password@package.amnimo.com/firmware/ag20.amf
http://username:password@package.amnimo.com/firmware/ar10.amf
http://username:password@package.amnimo.com/firmware/ar10.amf
http://username:password@package.amnimo.com/firmware/ac10.amf
http://username:password@package.amnimo.com/firmware/ac15.amf
http://username:password@package.amnimo.com/firmware/ac25.amf

Operate the firmware

:E -'E)mnimo Host name:amnimo English v e admin v
OG settings amnimo G series AG10 version 1.9.5 build 51399

Package update(incremental update) Area update(full update) Area sync

CPU operation settings

DMS settings (O Oneside (@) Both sides

Firmware

Nx Witness settings
(O Upload file (@) URL specification

remote.it settings

http://username:password@package.amnimo.com/firmware/ag1

GUI settings

Reboot
Cancel

Firmware

Configuration file

The "Confirmation" screen appears.
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5 Click the Update.

Confirm

Do you want to update (full update) the area with the

following contents?
After updating, restart the gateway.

Update area
Both sides

Firmware

URL specification

URL

http://username:password @ps? o com /6

)

The firmware file at the specified URL will start downloading.

T7-OLDF D> 0— R,

Fruel

Once the firmware file has finished downloading, the firmware update will begin.

(.

J7 — LD T FEHHR
TOIIBC(FS~10EENNE T ENBOET .

When the firmware update is complete, the "Update Complete” screen appears.
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7 Click the Close.

BT T

D7—hOI7EEHLELL,
J7—LITT)\—5 > :amnimo G series AG10 version 1.2.0

build 64231
VA2 D EEICEBUET .

A restart of the product is initiated.

After the restart is complete, the "Sign In" screen will appear.
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1.8.4  Synchronize redundant areas

Copies the currently activated redundant area to the other redundant area.

Procedure

1 On the "Firmware" screen, click on the Area sync tab.

The area synchronization setup screen appears.

:E -'animo Host name:amnimo English v e admin v

SYSLOG settings Firmware

CPU operation settings

amnimo G series AG10 version 1.9.5 build 51399

Package update(incremental update) Area update(full update)

DMS settings

Nx Witness settings

remote.it settings

GUI settings

Reboot

Firmware

2 Click the Update.

EE @mnimo Host name:amnimo English v e admin v

SYSLOG settings Firmware

CPU operation settings

amnimo G series AG10 version 1.9.5 build 51399

DMS settings

Package update(incremental update) Area update(full update) Area sync

Nx Witness settings

remote.it settings

GUI settings

Reboot

Firmware

The "Confirmation" screen appears.

3 Click the Sync.

Confirm

Do you want to sync areas?

Cancel
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Area synchronization is initiated.

\.-
TU7RER
CTOAMEIC 35~ 10D RENN\ BT ENBDET,

When area synchronization is complete, the "Update Complete" screen appears.

4 Click the Close.

BT

TUVEERLFEUZ,
J7— /D1 7)) =32 :amnimo G series AG10 version 1.2.0

build 63841
B A L EEISEELET.

The "Sign In" screen will appear.
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1.9 Manipulate configuration files

The settings for this product are saved in a configuration file, which is loaded and reflected when this product
is started up. In order to reflect the settings made on the settings screen, the settings must be saved to this
product.

The "Settings File" screen allows you to perform the following operations
® Save the settings made in the "Advanced Settings and Controls" menu to the product.
1.9.2 Saving the current settings in the product

® Reset settings to factory defaults.

1.9.3 Initializing the configuration file
® Download configuration file

1.9.4 Download configuration file
® Upload configuration file

1.9.5 Uploading a configuration file

1.9.1 Display the setting file screen

Displays the "Configuration File" screen for manipulating configuration files.

1 Click on Configuration File on the side menu.

The "Configuration File" screen appears.

EE -'l:)mnimo Host name:amnimo English ¥ e admin V|

Configuration file

Simple settings

Device information Save the current settings to the device ( Download ) < Initialize >
2023-07-25T13:42:28+09:00

Operation information v

Advanced setting/controt
Browse

Reboot

Firmware

Configuration file

© 2021 amnimo,Inc.
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1.9.2  Save the current settings to the product

Saves the settings on the setup screen to the product.

Procedure

1 On the "Settings File" screen, click the Save the current settings to the device.

= sgmnimo. Host name:amnimo English ¥ e admin v|

Configuration file

Simple settings

Device information Last saved 1| Save the current settings to the device | C Download > ( Initialize )
2023-07-25T13:42:28+09:00

Operation information v

File name

Advanced setting/controt

Reboot
Firmware

Configuration file

© 2021 amnimo,Inc.

The "Confirm" screen appears.

2 Click the Save.

Confirm

Do you want to save the current settings to the device?

Cancel Save

The settings are saved in a configuration file.
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1.9.3 Initialize the configuration file

Initializes the configuration file and returns the settings to the factory defaults.

Procedure

1 On the "Configuration File" screen, click the Initialize.

= sgmnimo. Host name:amnimo English ¥ e admin v|

Configuration file

Simple settings

Device information Last saved Save the current settings to the device C Download > | Initialize /l
2023-07-25T13:42:28+09:00 -

Operation information v

File name

Advanced setting/controt

Reboot
Firmware

Configuration file

© 2021 amnimo,Inc.

The "Confirm" screen appears.

2 Click the Initialize.

Confirm

Do you want to initialize the configuration file stored in the

device?

After initialization, the device will be automatically restarted.

—

Initialization begins.
When initialization is complete, the product will begin to reboot.

After the restart is complete, the "Sign In" screen will appear.

7 After rebooting, if the "Sign In" screen does not appear because the IP address has changed,
= manually access the following address

http://192.168.0.254
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1.9.4 Download configuration file
Download the configuration file to your PC.

The downloaded configuration file can be uploaded to another product for use.

For information on uploading, see " 1.9.5 Uploading a configuration file for details on uploading the
configuration file.

configuration will be conflicted when the configuration file is uploaded and applied to another
product.

Procedure

n If the downloaded configuration file contains the fixed IP address of the configured product, the

1 On the "Configuration File" screen, click the Download.

EE -'Emnimo“ Host name:amnimo English v e admin V|

Configuration file

Simple settings

Device information Last saved Save the current settings to the device |( Download ) I( Initialize )
2023-07-25T13:42:28+09:00

Operation information v

File name

Advanced setting/controt

Reboot
Firmware

Configuration file

© 2021 amnimo, Inc.

The "Confirm" screen appears.

2 Click the Download.

Confirm

Do you want to download the configuration file stored in the

device?

Ce ) (D

A configuration file named “startup_config.yaml|" will be downloaded.
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1.9.5 Upload configuration file

Configuration files downloaded to a PC can be uploaded to the product.

1 On the "Configuration File" screen, click the Browse.

= smnimo Host name:amnimo English ¥ e admin v|

Configuration file

Simple settings

Device information Save the current settings to the device ( Download ) < Initialize >
2023-07-25T13:42:28+09:00

Operation information v

Advanced setting/controt o
Browse
N\ _|

Reboot

Firmware

Configuration file

© 2021 amnimo,Inc.

The "Open" screen appears.

2 Select a configuration file and click the Open.

@ < X
« ~ 1 > PC » TAGMvT > temp v O tempDiEE o
EE - FLWIAILY - = -

- e A gm ) EOE s
¥ 3D ATTTHE _| startup-config.yaml 2021/02/25 10:02 YAML ?T'ﬂ
& §ovo-r
W FAIbyT
= FF1AVE
SR ad
B e
b za-gus
£ 0-Alk F4R7 (C
@ jubI-o
v £ >
DMJI/-‘E(N}:‘startup—conﬂg.yaml V‘ FRTOIPAN () v
()] Frvell

The selected setting file is set to "File Name" in the "Setting File" screen.
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3 Click the Upload.

EE -‘Emnimo“ Host name:amnimo English v e admin V|

Configuration file

Simple settings

Device information Last saved Save the current settings to the device ( Download ) ( Initialize )
2023-07-25T13:42:28+09:00

Operation information v

File name
Advanced setting/contret °
config.yaml Upload

Reboot

Firmware

Configuration file

© 2021 amnimo, Inc.

A "confirm" screen for the upload will appear.

4 Click the Upload.

Confirm

Do you want to upload the following file?
The settings will be stored in the device, and it will be restarted

automatically.

File name

config.yaml

A configuration file will be uploaded.
When the upload is complete, the product will begin to restart.

After the restart is complete, the "Sign In" screen will appear.

-

= manually access the following address
http://192.168.0.254

? After rebooting, if the "Sign In" screen does not appear because the IP address has changed,
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1.10 Viewing the User's Manual

:l? The Edge Gateway (amnimo G series) loT Router (amnimo R series) and Compact Router (AC 10) do not

L=<l have this feature.
This section describes how to display the amnimo Gateway Series GUI User's Manual (this manual).

1.10.1 View User's Manual

Displays the "User's Manual" screen.

1 Click on User's Manual in the side menu.

= smnimo.

7RZ k£ :amnimo BAE v 8 admin v

The "User's Manual" screen appears.

=Y vV o FEEE v Q| BECHEALUD -+ 126 | @) | D Qe Vo




Configure package repositories

Chap 2. Advanced settings for this
product e

This chapter describes the detailed settings for the product's network and servers.

1.11 Configure package repositories

You must be signed in as an administrator to use this feature.
=

Compact routers (amnimo C series) do not have this feature.

Since this product uses a package management system, each application can be updated from the package
repository.

This section describes operations for adding, editing, and deleting package repositories.

1.11.1 List package repositories

Displays a list of package repositories.

1 Click Advanced Settings/Controls > Package Repository Settings in the side menu.

The "Package Repository Settings" screen displays a list of registered package repositories.

= smnimo Host name:amnimo English ¥ e admin ¥

Package repository settings
Device information @

Operation information D
Host name

Advanced setting/control O package.amnimo.com amnimo

Number of items displayed

1-1/1 o
10 v

Host name settings
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2 By clicking "Host Name" or "User name" in the package repository list, you can sort the package
u, repositories in descending/ascending order by host name or user name.

O Host name User name

(] package.amnimo.com  amnimo
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1.11.2 Add package repositories

Add a new package repository.

1 On the "Package Repository Settings" screen, click the Add New.

SE ®mnimo Host name:amnimo English ¥ e admin ¥

Package repository settings

Device information /m\

Operation information O
Host name User name

Advanced setting/control O package.amnimo.com amnimo

Package repository settings Number of items displayed

1-1/1 o
10 v

Host name settings

The "Add Package Repository" screen will appear.
2 Configure the package repository.

o Enter the host name.

9 Enter the user name.

e Enter the password.

9 Click Set.

= smnimo Host name:amnimo English v e admin v|

< Back to package repository authentication list
Simple settings

Add package repository

Device information

Operation information
package.amnimo.com

Advanced setting/control

testuser

Package repository settings

Host name settings

cssccsed

Time zone settings

Account settings

Group settings

The package repository is added.
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1.11.3 Edit the package repository

Edit information on registered package repositories.

1 oOnthe “Package Repository Settings" screen, click [...] to the right of the package repository you
wish to edit and select Edit from the operation menu that appears.

EE -'Emnimo‘ Host name:amnimo English v e admin v

P Package repository settings Save the current settings to the device
Device information + Addnew
Operation information D Host name e e

Advanced setting/control (O package.amnimo.com amnimo @ Delete
Package repository settings Number of items displayed
®
10 v
Host name settings
Time zone settings

Account settings

Group settings

© 2021 amnimo, Inc.

The "Edit Package Repository Settings" screen will appear.

2 Edit the package repository information and click the Set.

= smnimo Host name:amnimo English ¥ e admin v|

< Back to package repository authentication list
Simple settings

Edit package repository

Device information

Operation information
package.amnimo.com

Advanced setting/control
amnimo

Package repository settings

esseccssccsscccses

Host name settings

Time zone settings Set

Account settings

Group settings

© 2021 amnimo, Inc.

The package repository information is updated and the list of package repositories is displayed.
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1.11.4 Delete package repositories

There are two ways to delete registered package repositories: individually from the package repository
operation menu, or by selecting all package repositories to be deleted and then deleting them.

Delete individual package repositories

This is the method of selecting deletion from the operations menu of the package repository.

1 On the "Package Repository Settings" screen, click [...] to the right of the package repository you
wish to delete and select Delete from the operation menu that appears.

= smnimo. Host name:amnimo English v e admin V|

R Package repository settings
Device information

Operation information O - 1
lost name ser name
£ _Edit
Advanced setting/control () package.amnimo.com  amnimo Q Delete
Package repository settings Number of items displayed
@
10 v

Host name settings

Time zone settings

Account settings

Group settings

© 2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following package repositories?

Host name

package.amnimo.com

The package repository is deleted.
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Select and delete multiple package repositories

This method is used to check the package repositories you wish to delete before deleting them. This is useful
when deleting multiple package repositories at once. You can also select a single package repository to delete.

Procedure

1 oOnthe "Package Repository Settings" screen, click the checkbox to the left of the package repository
you wish to delete, place a checkmark in the checkbox, and click the Delete.

EE -'Emnimo. Host name:amnimo English v 8 admin v

Simple settings PaCkage rep05itory Settings
Device information ( Delete N

Operation information O

Host name User name

Advanced setting/control package.amnimo.com amnimo

Package repository settings packeage2.amnimo.com test

package3.amnimo.com test-am
Host name settings

Number of items displayed

Time zone settings 1-3/3 e
10 v

Account settings

Group settings
© 2021 amnimo, Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following package repositories?

packeage2.amnimo.com

package3.amnimo.com

Cancel

The selected package repository is deleted.
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1.12 Set the host name

Set the host name of this product.

1 Click Advanced Settings/Controls > Host Name Settings on the side menu.

The "Host Name Settings" screen appears.

= smnimo Host name:amnimo English ¥ e admin v|

Host name settings

Device information

amnimo
Operation information

Cancel

Advanced setting/control

Package repository settings

Time zone settings
Account settings

Group settings
© 2021 amnimo, Inc.

2 Enter a host name in the "Host Name" field and click the Set.

= smnimo Host name:amnimo English ¥ e admin v|

Host name settings

Device information

dmmmozl

Operation information

Cancel

Advanced setting/control

Package repository settings

Host name settings

Time zone settings

Account settings

Group settings
© 2021 amnimo, Inc.

The host name is set.
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1.13 Set the time zone

Set the time zone for your product.

Procedure

1 Click Advanced Settings/Controls > Time Zone Settings on the side menu.

The "Time Zone Settings" screen will appear.

= smnimo Host name:amnimo English ¥ e admin v|
Operation information i .
Time zone setti ngs Save the current settings to the device
Advanced setting/control
Region
Package repository settings . v
Asia
Host name settings
Place name
v
Tokyo

Account settings

Group settings
Mobile communication settings

PPP(PPPOE) settings

Interface settings © 2021 amnimo, Inc.

2 Set the time zone.
o Select "Region."
9 Select "Place Name."

€) Click the Set.

o= .-Emnimo‘ Host name:amnimo English v e admin V|

Time zone settings

Operation information

Advanced setting/control

Region
Package repository settings . v
Africa
Host name settings Place nam:
v
Abidjan

Time zone settings

Account settings Set

Group settings

Mobile communication settings

PPP(PPPOE) settings

Interface settings © 2021 amnimo, Inc.

The time zone is set.



Set up your account

1.14 Set up your account

This section describes how to add, edit, and delete accounts.

1.14.1 View a list of accounts

Displays a list of accounts.

1

From the side menu, click Advanced Settings/Controls > Account Settings.

The "Account Settings" screen displays a list of accounts registered with the product.

= B mnimo. Host name:amnimo English v e admin V|

Operation information .
Account setti ngs Save the current settings to the device
Advanced setting/control
—+  Add new

User name Group

Package repository settings

Host name settings
admin admin
Time zone settings

Number of items displayed

1-1/1 0
10 v

Group settings

Mobile communication settings

PPP(PPPOE) settings

Interface settings © 2021 amnimo,Inc

Accounts can be sorted in descending/ascending order by user or group name by clicking on
L, "User Name" and "Group Name" in the account list.

User name Group

admin admin
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1.14.2 Add an account

Add a new account.

Procedure

1 On the "Account Settings" screen, click the Add New.

= :@mnimo Host name:amnimo English v e admin v

Account setings

Time zone settings

—_—
( ~+ Add new

Account settings
Jser name Group

Group settings admin admin

Mobile communication settings Number of items displayed

10 v

1-1/1

PPP(PPPOE) settings

The "Add Account Settings" screen will appear.

2 Set up your account.
o Enter a user name.

9 Select the group to which the account belongs.

9 Two groups, admin and user, are available at the factory, but new groups can also be created.

= For more information on setting up groups, see " 2.5 group Configuring for more

information on group settings.

e Enter the password for the account.

0 Enter the same password as for confirmation.

© click set.

:E :@mnimo, Host name:amnimo English v e admin v

< Back to account list
Host name settings

Add account

Time zone settings

Account settings

Guest
Group settings

Group

. i . v Click here to set up
Mobile communication settings user e
PPP(PPPoE) settings
@

Interface settings
Static routing settings | EEETYTTITPPPYTN

Filter settings
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An account will be added.

:E ;@mnimo Host name:amnimo English ¥ 8 admin v

Host name settings Account settings Save the current settings to the device
Time zone settings

Account settings

D User name Group
Group settings admin admin .o
Mobile communication settings O testuser user vee
PPP(PPPOE) settings Number of items displayed
1-2/2 o 10 v

Interface settings

Static routing settings

Filter settings
© 2021 amnimo,Inc
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1.14.3 Edit your account

Edit the information of the registered account.

Procedure

1T On the "Account Settings" screen, click [...] to the right of the account you wish to edit and select
Edit from the operation menu that appears.

EE -'Emnimo. Host name:amnimo English v e admin v

Host name settings ACCOU nt setti ngS Save the current settings to the device
Time zone settings + Addnew

Account settings O

User name Group
Group settings admin admin b
& Edit
Mobile communication settings (0 testuser user © Delete oo
PPP(PPPOE) settings Number of items displayed
1-2/2 0 10
v

Interface settings

Static routing settings

Filter settings
© 2021 amnimo, Inc.

The "Edit Account Settings" screen will appear.

2 Edit the account information and click the Set.

.,l? On the screen, the password is displayed in encrypted form. If you want to change your
= password, you will need to erase it all and re-enter it.

EE ;@mnimo Host name:amnimo English ¥ e admin v

< Back to account list
Host name settings

Set account

Time zone settings

Account settings

Testuser

Group settings
Group

v N

user Click here to set up

Mobile communication settings

PPP(PPPOE) settings @

Interface settings

. . . ssecceses
Static routing settings

Filter settings
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The account information will be updated and a list of accounts will be displayed.

= smnimo

Host name settings

Time zone settings

Account settings

Group settings

Mobile communication settings
PPP(PPPOE) settings

Interface settings

Static routing settings

Filter settings

Account settings

Host name:amnimo English v e admin v

Save the current settings to the device

O User name Group
admin admin .
£ _Edit
I () testuser user Q Delete wee

1-2/2

© 2021 amnimo,Inc.

Number of items displayed

10 v
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1.14.4 Delete account

There are two ways to delete registered accounts: individually from the account operation menu, or by selecting
all accounts you wish to delete and then deleting them.

® Itis not possible to delete the admin account, which is set by default.

® A group to which a user belongs cannot be deleted.

Delete individual accounts

This is how to select Delete from the account operations menu.

Procedure

1 On the "Account Settings" screen, click [...] to the right of the account you wish to delete and select
Delete from the operation menu that appears.

EE ;@mnimo_ Host name:amnimo English v e admin |

Host name settings Account Settlngs Save the current settings to the device
Time zone settings + Add new

Account settings
O User name Group

Group settings admin admin

& Edit
Mobile communication settings (0 testuser user © Delete ees

PPP(PPPOE) settings Number of items displayed
1-2/2 o 10
v

Interface settings
Static routing settings

Filter settings
© 2021 amnimo, Inc.

The "Confirm" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following accounts?

User name

testuser

conee

The account will be deleted.
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Select multiple accounts to delete

This method is used to delete accounts after checking the accounts you wish to delete. This is useful for deleting
multiple accounts at once. You can also select a single account to delete.

Procedure

1 On the "Account Settings" screen, click the checkbox to the left of the account you wish to delete,
place a checkmark in the checkbox, and click the Delete.

EE -'@mnimo, Host name:amnimo English ¥ e admin V|

Host name settings Account settings Save the current settings to the device
Time zone settings + Addinew @

Account settings

User name Group
Group settings admin admin
Mobile communication settings testuser user

test2user user
PPP(PPPOE) settings

) Number of items displayed
Interface settings 1=3/3 e
10v

Static routing settings

Filter settings
© 2021 amnimo, Inc

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following accounts?

User name

testuser

test2user

The selected account will be deleted.
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1.14.5 Configure group settings
The product manages users' various privileges in units of the groups to which they belong.

Set the privileges you wish to grant to an account in a group, and make the account belong to the group.

For more information, please refer to "2.21.3 Schedule Setup Items".

This section describes how to add, edit, and delete groups.

1.14.6 Display a list of groups

Displays a list of groups.

1 Click Advanced Settings/Controls > Group Settings on the side menu.

The "Group Settings" screen displays a list of groups registered with the product.

EE -'amnimo Host name:amnimo English ¥ e admin ¥

Grou P settin gs Save the current settings to the device
Host name settings
Time zone settings + Add new

Account settings

Group name

Group settings admin

o . . . user
Mobile communication settings

Q Number of items displayed
10V

PPP(PPPOE) settings 1-2/2

Interface settings

Static routing settings

Filter settings

© 2021 amnimo, Inc.

[ Groups can be sorted in descending/ascending order by group name by clicking on Group
u, Name in the group list.

Group name

admin

user
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1.14.7 Add a group

Add a new

Procedure

group.

1 On the "Group Settings" screen, click the Add New.

= gpmnimo

Host name settings

Time zone settings

Account settings

Group settings

Mobile communicatiol

PPP(PPPOE) settings

Host name:amnimo English ¥ e admin ¥

Group settings

Z =
-+ Addnew )

Group name
admin

2 user
n settings

° Number of items displayed
10V

1-2/2

The "Add Group Settings" screen appears.

2 Configure group settings.

o Enter a group name.

9 Select the operating privileges to be granted to the users of the relevant group.

7 [ ]

Items that are grayed out are not selectable.

® Click the Allow All on the right side of the screen to select all items (then switch to the
Prohibit All ).

® When using the GUI, it is mandatory to grant the permission to view [Device
Information].

(If the check box is not checked, a message will appear asking you to grant the

permission.)

® When uploading a configuration file, in addition to controlling the upload, control of
the restart must also be allowed.

E: Host name:amnimo English ¥ e admin ¥

Host name settings

Time zone settings

Account settings

Group settings

Mobile communicatio

PPP(PPPOE) settings

Interface settings

Static routing settings

Filter settings

< Back to group list

Add group

n settings Control authorization

A Operation information Show Append Update Delete Control(()

Interface

(<)

Routing

<)

Mobile communication

<]

IPsec

(<]
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3 After completing the settings, click on Set at the bottom of the screen.

EE -amnimo, Host name:amnimo English ¥ e admin V¥

- 7NTOther STOW =)™ "Append upoate ™) Delete contror™J T

Host name settings Simple settings O O
5 _ ~ Device information @)
Time zone settings
Reboot O
Account settings
v Firmware @)
Group settings
\ Configuration file O O
Mobile communication settings v Headerinforiation

PPP(PPPOE) settings

Interface settings Set

Static routing settings

Filter settings
©2021 amnimo,Inc.

Groups are added.
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1.14.8 Edit Group

Edit the operating privileges of the registered group.

Procedure

1 oOnthe "Group Settings" screen, click [...] to the right of the group you wish to edit and select Edit
from the operation menu that appears.

EE :amnimo, Host name:amnimo English ¥ e admin ¥

Grou P Setti n gS Save the current settings to the device
Host name settings
Time zone settings + Add new

Account settings (¥ Groupname
Group settings admin
Mobile communication settings il .

(O test_group Q Delete .
PPP(PPPOE) settings

Number of items displayed
Interface settings 1-3/3 o 0V
Static routing settings
Filter settings
©2021 amnimo,Inc.
n M M n
The "Edit Group Settings" screen appears.
2 Edit the group information and click the Set.

EE :amnimo, Host name:amnimo English ¥ e admin V¥
s Y A~omer Sow ™y e — e — -
Host name settings Simple settings D D

v Device information v
Time zone settings @ 8]

Reboot @)

Account settings

v Firmware B
Group settings

v Configuration file O O
Mobile communication settings v Eeaderinfornation @)

PPP(PPPOE) settings

Interface settings Set

Static routing settings

Filter settings

© 2021 amnimo,Inc.

The group information will be updated.
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1.14.9 Delete a group

There are two ways to delete registered groups: individually from the group's operation menu, or by selecting
all groups you wish to delete and then deleting them.

® Two groups, admin and user, are set at the factory and these groups cannot be deleted.

® A group cannot be deleted while there are users belonging to it.

Delete groups individually

This method is to select Delete from the group's operation menu.

Procedure

1 Onthe "Group Settings" screen, click [...] to the right of the group you wish to delete and select
Delete from the operation menu that appears.

SE Bmnimo. Host name:amnimo English ¥ e admin ¥

o
: Grou P settin gs Save the current settings to the device

Host name settings

Time zone settings + Add new

Account settings O  Groupname
Group settings admin
Mobile communication settings il ¢ Edit
(O test_group © Delete
PPP(PPPOE) settings
Number of items displayed
Interface settings 1-33 ° 0V

Static routing settings

Filter settings

©2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following group name?

Group name

test_group

e | GHEE
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Selecting and deleting multiple groups

This method is used to delete a group after checking the check boxes for the groups you wish to delete. This
is useful for deleting multiple groups at once. You can also select a single group to delete.

Procedure

1 oOnthe "Group Settings" screen, click the checkbox to the left of the group you wish to delete, place a
checkmark in the checkbox, and click the Delete.

EE Hmnimo. Host name:amnimo English ¥ e admin ¥

5 Group Settings Save the current settings to the device
Host name settings
Time zone settings
| Tk

Account settings

Group name

Group settings admin
Mobile communication settings il

groupl
PPP(PPPOE) settings

group2
Interface settings

Number of items displayed
R 1-4/4 o

Static routing settings 10V

Filter settings

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following group name?

Group name
groupl
group2

e ‘

The selected group will be deleted.
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1.15 Configure mobile communication settings

'I:l Devices without communication modules do not have this function.

This section describes how to add, edit, and delete new mobile communication settings.

1.15.1 View a list of mobile communication settings

Displays a list of mobile communication settings.

1 Click Advanced Settings/Controls > Mobile Communication Settings on the side menu.

A list of registered mobile communication settings is displayed on the "Mobile Communication

Settings" screen.

Host name:amnimo English ¥ @ admin ¥

Save the current settings to the device

= fmnimo

Simple settings Mobile communication settings

Device information T addnew
Operation information v

P (O Mobile line name Session name Priority SIM slot APN
Advanced setting/control N 0O
Package repository settings 110 o Number of items displayed 10 ¥

Host name settings

Time zone settings

Account settings

Group setting

Interface settings © 2021 amnimo,inc

— By clicking tabs such as "Mobile peer Name," "Session Name," "Priority", “SIM slot”, and "APN"
", in the Mobile Communication Settings list, you can sort the mobile communication settings in

]
descending/ascending order for each item.

O
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1.15.2 Add mobile communication settings

Add a new mobile communication setting.

1 On the "Mobile Communication Settings" screen, click the Add New.

= g@mnimo Host name:amnimo English ¥ @ admin ¥
Mobile communication settings

Device information -+ Add new
~—

Simple settings

Resstion nfonnation (O Mobileline name Session name Priority SIM slot APN Session name Priority SIMslot APN
Advanced setting/control @] 0 0
Package repository settings 1-1/1 e Number of items displayed 10 ¥
Host name settings
Time zone settings
Account settings
Group settings
Mobile communication settings.

PPP(PPPOE) settings

Interface settings © 2021 amimo,inc

The "Add Mobile Communication Settings" screen will appear.
2 Add mobile communication settings.
o Enter the name of the mobile peer.

9 Select the message output level.

= fmnimo. Host name:amnimo English ¥ e admin ¥

< Back to mobile communication list
Host name settings
Add mobile communication

Time zone settings

Account settings
mobile_amnimo_test

Group settings

v
Information
Mobile communication settings
PPP(PPPOE) settings Failsafe
Interface settings ™ -
3
Static routing settings
v
3

Filter settings

NAT settings
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e If necessary, enable/disable fail-safe and set the number of retries and reboots.

After completing the settings, click on Set.

= spmnimo. Host name:amnimo English v @ admin ¥

< Back to mobile communication list
Host name settings

Add mobile communication

Time zone settings

Account settings
mobile_amnimo_test

Group settings

v
Information
Mobile communication settings
PPP(PPPOE) settings Failsafe
Interface settings -
3
Static routing settings
v
1 " 3
Filter settings

NAT settings

|Psec settines i
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Adding a session

Add a session. After adding mobile communication settings, you will still be taken to this screen.

Procedure

1 On the "Edit Mobile Communication Settings" screen, click the Add New.

pmnimo.

< Back to mobile communication list

Host name settings

Edit mobile communication
Time zone settings

Account settings mobile_amnimo_test

Group settings

Information
Mobile communication settings
a
PPP(PPPOE) settings @ railsafe
Interface settings 3 v
Static routing settings
v
3
Filter settings
NAT settings
IPsar cattinos o
Session list
( + Addnew

Enabled/Disabled Session name

0-0/0

Priority

© 2021 amnimo,Inc.

Host name:amnimo English v

e admin ¥

Save the current settings to the device

SIM slot APN

Number of items displayed 10 ¥

2 Add a session.

o Enter a session name and slide the toggle to Enable.
If the toggle is enabled, a connection will be made when setting up additional sessions. If
disabled, no connection will be made unless the toggle is enabled from the edit screen.

9 Select the SIM slot number and priority level.

Priority O is the highest priority and 9 is the lowest priority.
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Add session

session-testl

SIMslot

e Enter the APN name.
e Select the authentication method.

e Enter user name and password.

Add session

amnimo-test

@ pPar+cHAP - (O PAP (O CHAP
() No authentication

@ Select the Attach timeout and Call timeout time (default values are 55 seconds and 30
seconds, respectively).

*The “Attach timeout” refers to the time until communication with the base station is
established.
*Call timeout refers to the time spent waiting for authentication.

o Select the Idle timeout and Connection timeout (default values are both "invalid").
*The packets to be monitored for no communication are those sent and received through the
communication module. However, the following are not monitored.
(1) PING request packets (ICMP-echo-request) are not monitored. Note that PING response
packets (ICMP-echo-reply) are monitored.
(2) The DHCP protocol for obtaining IP address and DNS server information from the
communication module is not monitored.
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The line will be disconnected if the connection continues for the time set in the connection
timeout.

Add session

Invalid

Connection timeout

Invalid
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@ Select the Reconnect timeout and set the number of Retry (default values are 30 seconds and
disabled, respectively).
The Reconnect timeout refers to the time to maintain the connection status without
disconnecting the line when communication with the base station is temporarily unavailable.
By maintaining the connection for a set period of time, the overhead of connection processing
when reconnecting after a disconnection is minimized and communication stability is improved.
The number of Retry refers to the number of times the connection process is re-executed if the
connection process is not completed.

@ Select enable/disable, threshold, and duration time for line Disconnect detection (default values
are -113 dBm and 30 seconds, respectively).
*This function disconnects the line if the RSSI value remains below the threshold value for the
number of seconds set for the duration time. If the check box is not checked, the function is
disabled.

After completing the settings, click on Set.

Add session

2 Disconnect detection

Cancel
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Edit Session

Edit the registered session.

Procedure

1 On the "Edit Mobile Communication Settings" screen, click [...] to the right of the session you wish to
edit and select Edit from the operation menu that appears.

= fmnimo. Host name:amnimo English ¥ e admin ¥

Edit mobile communication

Mobile line name

Host name settings

Time zone settings

R e mobile_amnimo_test

GronD Sehnts Message output level
p g -

Information
Mobile communication settings
PPP(PPPOE) settings O Failsafe
Interface settings
Static routing settings

Session list
Filter settings
& ~+ Add new
NAT settings
Enabled/Disabled Session name Priority SIM slot APN

S i iy £ Edit

Sscss e (O @ Enable test-session 0 1 © Delete

The "Edit Session" screen appears.

2 Edit the session settings and click the Set.

Edit session

Retry

Invalid

Disconnect detection

Session settings are updated and a list is displayed.
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Deleting a session

Delete a registered session.

Procedure

1 On the "Edit Mobile Communication Settings" screen, click [...] to the right of the session you wish to
delete and select Delete from the operation menu that appears.

= fmnimo. Host name:amnimo English ¥ e admin ¥

Edit mobile communication

Mobile line name

Host name settings

Time zone settings

R e mobile_amnimo_test

Group settings Message output level
P 8 v

Information
Mobile communication settings
PPP(PPPOE) settings O railsafe
Interface settings
Static routing settings

Session list
Filter settings
& ~+ Add new

NAT settings

(O Enabled/pisabled Session name Priority SIM slot APN

2 Edit
IPsec settings (O @ Enable test-session 0 i I © Delete I"

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following session?

Session name

test-session

Session settings are deleted.
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On the "Edit Mobile Communication Settings" screen, you can also delete a session by clicking the
checkbox to the left of the session you wish to delete, placing a checkmark in the box, and then
clicking the Delete.

This is useful for deleting multiple sessions at once. You can also select a single session to delete.

SE -'Emnimov Host name:amnimo English ¥ e admin ¥
Host name settings &
mobile_amnimo_test

Time zone settings

Account settings Information

Group settings

O railsafe

Mobile communication settings

PPP(PPPOE) settings Set

Interface settings Session list

Static routing settings

Filter settings Enabled/Disabled Session name Priority SIM slot APN
O Disable test-session 0 0

NAT settings

1-1/1 ° Number of items displayed 10 ¥
IPsec settings
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1.15.3 Edit mobile communication settings

Edit the registered mobile communication settings.

Procedure

1 On the "Mobile Communication Settings" screen, click [...] to the right of the mobile communication

setting you wish to edit and select Edit from the operation menu that appears.

= @mnimo.

Host name settings
Time zone settings

Account settings

Mobile communication settings

Host name:amnimo English ¥

e admin ¥
Save the current settings to the device

TS (O Mobileline name Session name Priority SIM slot APN Session name Priority SIM slot APN
(@) 0 0 i B
Mobile communication settings & Edit
(O mobile_amnimo_test  test-session 0 0 © Delete .o
PPP(PPPOE) settings »
AT i 1272 ° Number of iters displayed 10 ¥
Static routing settings
Filter settings
NAT settings
IPsec settings
© 2021 amnimo, Inc
The "Edit Mobile Communication Settings" screen appears.
2 Edit the mobile communication settings and click the Set.
= spmnimo. Host name:amnimo English v @ admin ¥

Host name settings

Time zone settings

Account settings

Group settings

Mobile communication settings

PPP(PPPOE) settings

Interface settings

Static routing settings

Filter settings

NAT settings

IPsec settings

< Back to mobile communication list
Edit mobile communication
mobile_amnimo_test

Error

O Failsafe

Session list

(O Enabled/isabled Session name

Save the current settings to the device

Priority

SIM slot APN

Information on mobile communication settings will be updated and a list will be displayed.




Configure mobile communication settings

1.15.4 Delete mobile communication settings

To delete registered mobile communication settings, you can either delete them individually from the operation
menu of mobile communication settings, or you can delete them after selecting all mobile communication
settings you wish to delete.

Delete individual mobile communication settings

This method is to select Delete from the operation menu of the mobile communication settings.

Procedure

1T On the "Mobile Communication Settings" screen, click [...] to the right of the mobile communication
setting you wish to delete and select Delete from the operation menu that appears.

= @@mnimo. Host name:amnimo English ¥ e admin ¥
Host name settings
Mobile communication Settings Save the current settings to the device
Time zone settings
+ Addnew
Account settings
- O Mobile line name Session name Priority SIM slot APN Session name Priority SIM slot APN
Group settings
O 0 0 '
Mobile communication settings & Edit
()  mobile_amnimo_test  test-session 0 0 © Delete .
PPP(PPPOE) settings “« <
Interface settings 1-2/2 0 Number of items displayed 10 ¥

Static routing settings

Filter settings

NAT settings

IPsec settings
©2021 amnimo,inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following mobile communications?

Mobile line name

mobile_amnimo_test

e |

Mobile communication settings are deleted.
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Selecting and deleting multiple mobile communication settings

This method is used to check the mobile communication settings you wish to delete before deleting them. This
is useful when deleting multiple mobile communication settings at once. You can also select one mobile
communication setting to delete.

Procedure

1T On the "Mobile Communication Settings" screen, click the checkbox to the left of the mobile
communication setting you wish to delete, place a checkmark in the checkbox, and click the Delete.

= fmnimo. Host name:amnimo English ¥ e admin ¥
Host name settings
Mobile communication Settings Save the current settings to the device
Time zone settings
-+ Add new Delete
Account settings
- O Mobile line name Session name Priority SIM slot APN Session name Priority SIM slot APN
Group settings
O  wizardMagi WizardMagi 0 0 soracom.io
Mobile communication settings
mobile_amnimo_test test-session 0 0

PPP(PPPOE) settings
mobile_amnimo_test2

»

Interface settings
1-3/3 ° Number of items displayed 10 ¥
Static routing settings

Filter settings

NAT settings

IPsec settings

©2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following mobile communications?

mobile_amnimo_test

mobile_amnimo_test2

. )

The selected mobile communication settings will be deleted.
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1.16 Configure wireless LAN settings

:l? The Edge Gateway (amnimo G series) loT Router (amnimo R series) and Compact Router (AC 10) do not
=<8 have this feature.

This section describes the operations for adding, editing, and deleting new wireless LAN settings.

1.16.1 Configure WPS

View and change WPS settings.

::r:l, ® WPS can be used to connect a compact router equipped with an indoor type wireless LAN when it
= is operating in "Access Point Mode". It cannot be used to connect to other access points in

"Station Mode".

® When using the "PIN code method," a pre-generated PIN code must be entered at the station
connected to the indoor type wireless LAN compact router.

1 Click Advanced Settings/Controls > Wireless LAN Settings on the side menu.
The "Wireless LAN Settings" screen appears.

= gmnimo Host name:amnimo English ¥ @ admin ¥

Wireless LAN settngs

Group settings
WPS  Access point  Station

Mobile communication settin )
chllecompunicabioneattng= Access point PIN code generation

75605377

WPS settings
C Enable

WPS switch

Interface settings
Static routing settings
Filter settings (O External PIN code input

NAT settings

IPsec settings

DN settings

DHCP server settings

©2021 am
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2 The PIN code of the access point is displayed.

Click Generate to regenerate the PIN code.

= mnimo Host name:amnimo English ¥ @ admin ¥

Account settings Wireless LAN settings

Group settings
WPS  Access point  Station

Mobile communication settings - -
& ‘Access point PIN code generation

Wireless LAN settings
75605377

PPP(PPPOE) settings

WPS settings
@ able

WPS switch

Interface settings
Static routing settings
Filter settings (3 External PIN code input

NAT settings

1Psec settings

DNS settings

DHCP server settings
© 2021 amnimo,inc.

3 Click the WPS Settings toggle to enable or disable.

If necessary, the use of "WPS switch" or "Enable PIN code input" can be restricted.

= gmnimo Host name:amnimo English ¥ @ admin ¥

Wireless LAN settngs

Group settings
WPS  Access point  Station

Mobile communication settin
ChllecompunicahonEatnes Access point PIN code generation

Wireless LAN settings
ner.
75605377 Generate

PPP(PPPOE) settings

WPS settings
@ :navle

WPS switch

Interface settings
Static routing settings
Filter settings (O External PIN code input

NAT settings

IPsec settings

DNS settings

DHCP server settings

©2021 amnimo,Inc.

=l7 Refer to the "amnimo C Series Compact Router Startup Guide" for information on how to connect using
L=l WPS.
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1.16.2 Display a list of access point settings

Displays a list of access point settings.

1 Click on the "Access Points" tab.

A list of registered access point settings is displayed.
— The factory-installed compact router with wireless LAN starts operating as a wireless LAN access
T_,, point as soon as it is connected to the Internet. 2 default values for SSID name are as follows
amnimo-2G-XXXXXXXX

amnimo-5G-XXXXXXXX

= mnimo Host name:amnimo English ¥ @ admin ¥

Account settings Wireless LAN settings

Group settings
PR WPS  Accesspoint  Station

Mobile communication settings
+ Add new

Wireless LAN settings
(O Access point name SSID Frequency bands
EERLERCE saings O  amnimo-26 amnimo-2G-004744  2.4GHz
Interface settings (O amnimo-56 amnimo-5G-004745  5GHz
Static routing settings 1-272 o Number of items displayed 10 ¥

Filter settings

NAT settings

IPsec settings

DNS settings

DHCP server settings

©2021 amnimo,Inc.

1.16.3 Add access point settings

Add access point settings.

1T Click the Add New.
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i= mnimo Host name:amnimo English ¥ @ admin ¥

Account settings Wireless LAN settings

t settings to the device

Group settings
WPS  Accesspoint  Station

Mobile communication settings
+ Addnew

Wireless LAN settings

(O Access point name ssiD Frequency bands
EERCREEES e O amnimo-26 amnimo-2G-004744  2.4GHz
Interface settings () amnimo-56 amnimo-56-004745  5GHz
Static routing settings 1-2/2 o Number of items displayed 10 ¥

Filter settings

NAT settings

IPsec settings

DN settings

DHCP server settings
© 2021 amnimojinc.
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2 Enter the necessary items for the access point settings.
o Enter the Access point name.
9 Click the toggle to enable.
e Select the Frequency bands.
9 Enter the SSID, Authentication method, and Passphrase.
6 Check SSID stealth, Privacy separator, and MAC address filter if necessary.

6 If necessary, specify the MAC addresses to be allowed to connect.

= gmnimo Host name:amnimo English ¥ @ admin ¥

(T < Back to access point list

Add access point settings

Group settings

Mobile communication settings

Wireless LAN settings
@) cnavle

PPP(PPPOE) settings

requency bands

Interface settings (O 2.4GHz (@) 5GHz

Static routing settings
Filter settings

NAT settings wpa2-psk-wpa3-sae-mixed-mixed
IPsec settings

DNS settings
(O ssip stealth

DHCP server settings

Privacy separator

(O MAC address filter

Connection permission MAC address|( + Add

MAC addre

O Advanced setting

o)
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e Check Advanced Settings for even more detailed settings.

After completing the settings, click on Set.

= smimo Host namezamnimo I -

Account settings Advanced setting

Channel settings
Group settings

Mobile communication settings auto

Wireless LAN settings
80MHz

PPP(PPPOE) settings

@ short guard nterval

Interface settings

Static routing settings v

Filter settings

NAT settings

IPsec settings 100

DNS settings
2347

DHCP server settings

DHCP relay settings set

Dervy carar
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1.16.4 Edit access point settings

Edit the registered access point settings.

Procedure

1 Click [...] to the right of the access point setting you wish to edit and select Edit from the operation
menu that appears.

= mnimo Host name:amnimo English ¥ @ admin ¥

Account settings Wireless LAN settings

Group settings
WPS  Access point  Station

Mobile communication settings
+  Add new

Wireless LAN settings

(O Access point name ssip Frequency bands
HERERECE Se e O  amnimo-26 amnimo-26-004744  2.4GHz
Interface settings O  amnimo-56 amnimo-56-004745  5GHz
Static routing settings O test1234 test 5GHz © Delete .
Filter settings 1-3/3 ° Number of items displayed 10 v

NAT settings

IPsec settings

DNS settings

DHCP server settings © 2021 amnimo,inc.

The "Edit Access Point Settings" screen appears.

2 Edit the access point settings and click the Set.

= gmnimo Host name:amnimo English ¥ @ admin ¥

. < Back to access point list
Account settings

Edit access point settings

Group settings

Mobile communication settings
test1234

@ :navle

Wireless LAN settings

PPP(PPPOE) settings
Frequency bands

@ 246Hz (O 56Hz

Interface settings
Static routing settings

test

Filter settings

v
wpa2-psk-wpa3-sae-mixed-mixed
NAT settings
IPsec settings ®
DiSSetungs O ssiDstealth
DHCP server settings Privacy separator
(O MAC address filter
Connection permission MAC address + Add
MAC address
[}

(O Advanced setting
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Information on access point settings is updated and a list is displayed.
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1.16.5 Delete access point settings

There are two ways to delete registered access point settings: individually from the access point settings
operation menu, or after selecting all access point settings to be deleted.

Delete individual access point settings

This method is to select Delete from the operation menu of the access point settings.

Procedure

1T Click [...] to the right of the access point setting you wish to delete and select Delete from the
operation menu that appears.

= pmnimo. Host name:amnimo English ¥ @ admin ¥

Account settings Wireless LAN settings

Group settings .
WPS  Accesspoint  Station

Mobile communication settings
+ Addnew

Wireless LAN settings

(O Access point name SSID Frequency bands
RER(GHECE e O amnimo-26 amnimo-26-004744  2.4GHz
Interface settings (O amnimo-56 amnimo-5G-004745  5GHz 2 et
Static routing settings O testizzs fest 5GHz .
Filter settings 1-3/3 0 Number of items displayed 10 ¥

NAT settings

IPsec settings

DNS settings

DHCP server settings

©2021 amnimo,inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following access point settings?

test1234

Access point settings are deleted.
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Selecting and deleting multiple access point settings

This method is used to delete access point settings after checking the check boxes for the access point settings
you wish to delete. This is useful for deleting multiple access point settings at once. You can also select a single
access point setting to delete.

Procedure

1 Click the checkbox to the left of the access point setting you wish to delete, place a checkmark in the
checkbox, and click the Delete.

= spmnimo. Host name:amnimo English ¥ @ admin ¥

secountsetings Wireless LAN settings

Group settings
it WPS  Accesspoint  Station

Mobile communication settings

Wireless LAN settings

(O Access point name SSID Frequency bands
EER(RRoEiene: O  amnimo-26 amnimo-2G-004744  2.4GHz
Interface settings ) amnimo-56 amnimo-5G-004745  5GHz
Static routing settings (savkd e el
Filter settings 1-3/3 ° Number of items displayed 10 v

NAT settings

IPsec settings

DNS settings

DHCP server settings .
© 2021 amnimojinc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following access point settings?

test1234

The selected access point setting is deleted.
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1.16.6 View a list of station settings

Displays a list of station settings.

1 Click on the Stations tab.

A list of registered station settings is displayed.
gy The factory-installed compact router with wireless LAN starts operating as a wireless LAN access
T_|, point immediately after power-on, so no station settings are registered.
Several steps must be taken to operate in station mode. Please refer to the amnimo C Series
Compact Router Startup Guide for detailed instructions.

= semnimo. A hramnimo BxE v @ admin v
SHESE - B MIELANRTE PO T A R (AR

AR NESE

WPS  FOERMAbE RF—I3>
G I~
+  smmen
THT NEE
O zF—3=>% RS
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= O test1 )
T AIEEEE _
1- 15 /14 (1] R 10 v

G ANSE

PPP(PPPOE)S&TE

AT =TT A REE

AT Y I—T A S IRE

15 —FE

NATEEE

© 2021 amnimo, Inc.
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1.16.7 Adding station settings

Add station settings.

Procedure

1T Click the Add New.

= @mnimo. 7RZ k45 :amnimo BAE v 8 admin ¥

BHESE - B MIELANRTE BRI A R (AR

7R hEEGE
WPS  FPUTRMA b RF-2a>

+ e

GA LI HE

PHI N
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2 Enter the items required for station setup.
o Enter the station name.
9 Click the toggle to enable.

e Enter the SSID, authentication method, and passphrase. Set the user name and password.
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9 Check Advanced Settings for more detailed settings.

After completing the settings, click on Set.
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1.16.8 Edit Station Settings

Edit registered station settings.

Procedure

1 Click [...] to the right of the station setting you wish to edit and select Edit from the operation menu
that appears.
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The Edit Station Settings screen appears.

2 Edit the station settings and click the Set.
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Information on station settings will be updated and a list will be displayed.
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1.16.9 Delete station settings

To delete registered station settings, you can either delete them individually from the station settings operation
menu, or you can delete them after selecting all the station settings you wish to delete.

Delete individual station settings

This method is to select Delete from the operation menu of the station setup.

Procedure

1T Click [...] to the right of the station setting you wish to delete and select Delete from the operation
menu that appears.
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The "Confirmation" screen appears.

2 Click the Delete.
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Delete multiple selections of station settings

This method is used to check the station settings you wish to delete before deleting them. This is useful for
deleting multiple station settings at once. You can also select a single station setting to delete.

Procedure

1 Click the checkbox to the left of the station setting you wish to delete, place a checkmark in the
checkbox, and click the Delete.
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The "Confirmation" screen appears.

2 Click the Delete.
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The selected station settings will be deleted.
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1.17 Configure PPP (PPPoOE) settings

-~

Ll’ Compact routers (amnimo C series) do not have this feature.

This section describes how to add, edit, and delete new PPP (PPPoE) settings.

1.17.1 Display a list of PPP (PPPoE) settings
Displays a list of PPP (PPPoOE) settings.

1 Click Advanced Settings/Controls > PPP (PPPoE) Settings in the side menu.
A list of registered PPP (PPPoE) settings will appear on the "PPP (PPPoE) Settings" screen.

= fmnimo. Host name:amnimo English ¥ @ admin ¥

PPP(PPPOE] settings
Operation information
Advanced setting/control

Device information

Package repository settings D PPP peer name
Host name settings O pepor
Time zone settings 1-1/1 Q Number of items displayed 10 v

Account settings

Group settings

Mobile communication settings

PPP(PPPOE) settings

Interface settings

© 2021 amnimo,Inc.

2 You can sort PPP (PPPoE) settings by PPP line name in descending/ascending order by clicking
u, the "PPP peer name" tab in the PPP (PPPoE) settings list.

(O PP peer name
O pppo1
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1.17.2 Add PPP (PPPoE) settings
Add PPP (PPPoE) settings.

1

On the "PPP (PPPoOE) Settings" screen, click the Add New.

= Jmnimo
Device information

PPP(PPPOE) settings

Operation information

Advanced setting/control @
Package repository settings O PPP peer name
Host name settings O eppo1
Time zone settings 1-1/1 o

Account settings

Host name:amnimo

English ¥

e admin ¥

Save the current settings to the device

Number of items displayed 10 ¥

The "Add PPP (PPPoE) Settings" window will appear.
Enter the items required for PPP (PPPoE) settings.
0 Enter the PPP peer name.

9 Select the Verbose level.

e Select the Authentication method.

0 Set a User name and password.

After completing the settings, click on Set.
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Operation information

Add PPP(PPPOE)

Advanced setting/control

Package repository settings -

Host name settings

Information

Time zone settings

Authentication method

Account settings @ papscHap O PaP - O cHap O None

Group settings
testuser

Mobile communication settings

PPP(PPPoE) settings [ IS J

Interface settings

Static routing settings

Filter settings
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PPP (PPPoE) settings will be added.

Host name:amnimo English ¥ @) admin ¥

PPP(PPPOE) settings
Operation information

I
Advanced setting/control (+ Addnew )

Package repository settings O

. ) 01
Host name settings Q__pee

O ppp02
Time zone settings

. 1-2/2
Account settings

Number of items displayed 10 ¥
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1.17.3 Edit PPP (PPPoE) settings

Edit the registered PPP (PPPoE) settings.

1 Onthe"PPP (PPPoOE) Settings" screen, click [...] to the right of the PPP (PPPoE) setting you wish to
edit and select Edit from the operation menu that appears.

i= mnimo Host name:amnimo English ¥ @ admin V]

PPP(PPPoE) settings Save the current settings to the device
Operation information
Advanced setting/control

Package repository settings (O  PpPpeername
01
Host name settings O PPp!
O ppp02 © Delete ..
Time zone settings
1272 o Number of items displayed 10 ¥

Account settings

The "Edit PPP (PPPoE) Settings" window appears.

2 Edit the PPP (PPPOE) settings and click the Set.
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Device information o
< Back to PPP(PPPOE) list

Operation information

Edit PPP(PPPOE)

Advanced setting/control

Package repository settings ppp0O2

Host name settings

v

Information
Time zone settings

Authentication method

Account settings @ Par+cHAP - O PAP - (O cHAP (O None
Group settings

testuser
Mobile communication settings

[

PPP(PPPOE) settings

Interface settings @ Set

Information on PPP (PPPoE) settings will be updated and a list will be displayed.
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1.17.4 Delete PPP (PPPoE) settings

To delete registered PPP (PPPoE) settings, you can either delete them individually from the PPP (PPPoE) settings
operation menu, or you can delete them after selecting all PPP (PPPoE) settings you wish to delete.

Delete PPP (PPPoE) settings individually

How to select Delete from the operation menu of PPP (PPPoE) settings.

Procedure

1 Onthe "PPP (PPPoE) Settings" screen, click [...] to the right of the PPP (PPPoE) setting you wish to
delete and select Delete from the operation menu that appears.

Host name:amnimo English ¥ €@ admin V]
PPP(PPPoE) settings Save the current settings to the device
Operation information v
Advanced setting/control s —+ Add new
Package repository settings (O  ppppeername
Host name settings O eeeor 2 _Edit
O ooz
Time zone settings
1-2/2 o Number of items displayed 10 ¥
Account settings

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following PPP(PPPOE)?

pppoO2

PPP (PPPOE) settings are deleted.
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Select and delete multiple PPP (PPPoE) settings

This is a method of deleting PPP (PPPoE) settings after checking the check boxes for the PPP (PPPoE) settings
you wish to delete. This is useful for deleting multiple PPP (PPPoE) settings at once, or you can select a single
PPP (PPPOE) setting to delete.

Procedure

1 On the "PPP (PPPoE) Settings" screen, click the checkbox to the left of the PPP (PPPoE) setting you
wish to delete to place a checkmark in the box, then click the Delete.

= fmnimo. Host name:amnimo English ¥ e admin ¥
Device information ey
PPP(PP POE) setti ngs Save the current settings to the device
Operation information
Advanced setting/control + Addnew Delete
Package repository settings PPP peer name
2
Host name settings . Tl
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Time zone settings
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Account settings

Group settings

Mobile communication settings

PPP(PPPOE) settings

Interface settings

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following PPP(PPPoE)?
pppO1

ppp02

The selected PPP (PPPoE) setting is deleted.
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1.18 Configure interface settings

Configure the interface settings for this product.

1.18.1 Display a list of interface settings

Displays a list of interface settings.

1 Click Advanced Settings/Controls > Interface Settings on the side menu.

The "Interface Settings" screen displays a list of registered interface settings.

SE -'amnimov Host name:amnimo English ¥ e admin ¥
fcconntsetings Interface Settings Save the current settings to the device
Group settings

+ Addnew
Mobile communication settings
(O Interface Enabled/Disabled DHCP IP address Prefix length PPPOE GATEWAY
(O etho @ Enable @ Enable Disable
O  lano ® Enable O Disable O Disable
Static routing settings O  lam ® Enable O Disable O Disable
Filter settings O lan2 @ Enable C Disable O Disable
NAT settings O lan3 ® Enable O Disable O Disable
O b0 ® Enable O Disable 192.168.0.254 24 Disable
IPsec settings
O emo @® Enable ® Enable Disable
DNS settings
1-7/1 0 Number of items displayed 10 ¥
DHCP server settings

By clicking tabs such as "Interface" and "Enable/Disable" in the interface settings list, you can

|y
i sort the interface settings in descending/ascending order for each item.

D Interface Enabled/Disabled DHCP IP address Prefix length PPPoE GATEWAY

() etho ® Enable @® Enable O Disable

O lano ® Enable O Disable O Disable
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1.18.2 Adding Interfaces

Add interface settings.

1 On the "Interface Settings" screen, click the Add New.

= fmnimo. Host name:amnimo English ¥ e admin ¥
Accountsetings Interface Settings Save the current settings to the device
Group settings
-+ Add new

Mobile communication settings

D Interface Enabled/Disabled DHCP IP address Prefix length PPPoE GATEWAY
PPP(PPPOE) settings

O  etho @® Enable @® Enable Disable
Interface settings

e O lano @® Enable O Disable O Disable
Static routing settings O lam @ Enable O Disable O Disable
Filter settings O lan2 ® Enable O Disable Disable
° o A i

NAT settings O lan3 Enable Disable Disable

D bro ® Enable O Disable 192.168.0.254 24 Disable
IPsec settings

O emo @ Enable @ Enable O Disable
DNS settings

1-7/7 ° Number of items displayed 10 ¥

DHCP server settings

The "Add Interface" screen will appear.

2 Select an interface.

= pmnimo. Host name:amnimo English ¥ e admin ¥

< Back to interface list
Simple settings

Add interface

Device information

Operation information v

Advanced setting/control
Package repository settings
Host name settings
Time zone settings
Account settings
Group settings

Mobile communication settings
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PPP(PPPOE) settings

The setting items vary depending on the selected interface.
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Addition of eth0

This is how to configure the settings when the eth0 interface is selected.

1 Set each item.
0 Click the toggle to switch between Enable and Disable.

9 If DHCP (IPv4) is checked, select the DNS Priority and ROUTE metric.
DNS Priority is set in the range of 0 to 99. The default value is 30.
Set the ROUTE metric in the range of 0-255. Default value is 30.

EE -'{:)mnimo Host name:amnimo English ¥ e admin ¥

< Back to interface list
Simple settings

Add interface

Device information

Operation information
eth0

Advanced setting/control

Disable

Package repository settings

DHCP(IPv4)
Host name settings
v
30
Time zone settings
v
Account settings 30

When Fixed (IPv4) is checked, specify the IP address, prefix length, and GATEWAY.

If Dynamic SNAT is checked, select MTU and Link Mode.
The MTU is set in the range of 576 to 9676. The default value is 1500.

Enable PROXY-ARP if necessary.

@0 OO0

If necessary, enable “Invalid confirmation at startup” to wait disable function during device
startup (amnimo C series do not have this function).

After completing the settings, click on "Set".
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= fmnimo. Host name:amnimo English ¥ e admin ¥
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Add br0
This is how to set up the br0 interface when it is selected.

Procedure

1 Set each item.

o Click the toggle to switch between Enable and Disable.

EE -'amnimo Host name:amnimo English ¥ e admin ¥

< Back to interface list

Simple settings

Add interface

Device information

Operation information

Advanced setting/control
Disable

Package repository settings
Bridge settings list

9 You can add an interface to be bridged by clicking the Add New in the Bridge Settings list.

To add, select an interface and click Set.

Operation information v
bro
Advanced setting/control
Disable
Package repository settings
Bridge settings list
Host name settings ( + Addnew )

Time zone settings
Interface

Add bridge settings

Interface
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Cancel
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9 If DHCP (IPv4) is checked, select the DNS Priority and ROUTE metric.
The DNS priority is set in the range of 0 to 99. The default value is 30.
Set the ROUTE metric in the range of 0 to 255. Default value is 30.

6 When Fixed (IPv4) is checked, specify IP address, prefix length, and GATEWAY.

9 If Dynamic SNAT is checked, select MTU.
The MTU can range from 576 to 9676. The default value is 1500.

9 Enable PROXY-ARP if necessary.

6 If necessary, enable “Invalid confirmation at startup” to wait disable function during device

startup.

After completing the settings, click on "Set".
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Addition of lan0 to lan3

This is how to configure the settings when lan0 to lan3 interfaces are selected.

:T_II This interface is visible only at the gateway (AG10).

Procedure

1 Set each item.

o Click the toggle to switch between Enable and Disable.

9 Select the link mode.

After completing the settings, click on Set.

EE :@mnimo, Host name:amnimo English ¥ e admin V¥

Host name settings . .
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Account settings
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Mobile communication settings Disable

PPP(PPPOE) settings
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Interface settings
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Add ecmO / rmnet_data0
This is how to set up the ecm0 interface when it is selected.

If you are using a compact router, replace ecm0 with rmnet_dataO.

1 Set each item.
o Click the toggle to switch between Enable and Disable.

9 Select a mobile peer name.
You can select the name of the mobile peer set in Advanced Settings/Control > Mobile
Communication Settings.

= spmnimo Host name:amnimo English ¥ e admin ¥

< Back to interface list

Simple settings

Add interface

Device information

Operation information v =
ecm0

Advanced setting/control N
Disable

Package repository settings

WizardMagic

Host name settings

e If DHCP (IPv4) is checked, select the DNS Priority and ROUTE metric.
The DNS priority is set in the range of 0 to 99. The default value is 30.
Set the ROUTE metric in the range of 0 to 255. Default value is 30.

9 If Dynamic SNAT is checked, select MTU.
The MTU is set in the range of 576 to 9676. The default value is 1500.

6 Enable PROXY-ARP if necessary.

6 If necessary, enable “Invalid confirmation at startup” to wait disable function during device
startup (amnimo C series do not have this function).

After completing the settings, click on Set.
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Addition of ppp0

This is how to set up the ppp0 interface when it is selected.

1 Set each item.
€ (@) Click the toggle to switch between Enable and Disable.

9 Select a ppp line name.
[The ppp line name set in [Advanced Settings/Control > PPP (PPPOE) Settings] can be
selected.
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e If PPPoE (Ipv4) is checked, select the DNS Priority and ROUTE metric.
The DNS Priority is set in the range of 0 to 99. The default value is 20.
Set the ROUTE metric in the range 0-255. Default value is 20.

0 If Dynamic SNAT is checked, select MTU.
The MTU is set in the range of 576 to 9676. The default value is 1454.

9 Enable PROXY-ARP if necessary.

6 If necessary, enable the interface startup wait disable function at equipment startup.

After completing the settings, click on Set.
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Addition of wlan0 to wlan1

This is how to set the wlan0 to wlan1 interface when selected.

1

Set each item.

0 Click the toggle to switch between Enable and Disable.

9 Select the mode.

([ ]
Zg

When access point mode is selected, be sure to correspond the interface and SSID as
follows

wlan0: amnimo-2G-XXXXXXXX
wlan1: amnimo-5G-xxxxxxxx

Station mode is available only on interface "wlan0".
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e Set the IP address.

Q If GATEWAY is checked, set the IP address that will be the default gateway.

e If Dynamic SNAT is checked, select MTU.
The MTU can range from 576 to 9676. The default value is 1500.

9 Enable PROXY-ARP if necessary.

After completing the settings, click on Set.
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1.18.3 Editing the Interface

Edit the registered interface settings.

Procedure

1 On the "Interface Settings" screen, click [...] to the right of the interface setting you wish to edit and
select Edit from the operation menu that appears.
SE =amnimov Host name:amnimo English ¥ e admin ¥
Host name settings
Interface settngs
Time zone settings
Account settings
. O Interface Enabled/Disabled DHCP IP address Prefix length PPPoE GATEWAY
Group settings
(O etho @® Enable ® Enable Disable m
Mobile communication settings
O lano ® Enable O Disable O Disable
PPP(PPPOE) settings
O lan1 @ Enable O Disable O Disable
[otcesetings O  lan2 @® Enable O Disable O Disable
Static routing settings O 1an3 ® Enable O Disable O Disable
Filter settings O bro ® Enable O Disable 192.168.0.254 24 Disable
O emo @® Enable @® Enable Disable
NAT settings
Tmetis 1-7/1 0 Number of items displayed 10 ¥
The "Edit Interface Settings" screen appears.
2 Edit the interface settings and click the Set.
SE =amnimov Host name:amnimo English ¥ e admin ¥

Host name settings :
< Back to interface list

Time zone settings Edlt interface
Account settings
lan3

() Enable

Group settings

Mobile communication settings

PPP(PPPOE) settings 10baseT-Full

Interface settings

Static routing settings
Filter settings
NAT settings

IPsec settings
©2021 amnimo,nc.

The information in the interface configuration will be updated.
Since the IP address will be changed, please access the new URL after the configuration is complete.
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1.18.4 Delete interface

To delete registered interfaces, you can either delete them individually from the interface operation menu, or
you can delete them after selecting all the interfaces you wish to delete.

Delete individual interfaces

This method is to select Delete from the operation menu of the interface.

Procedure

n . n . . . .
1 On the "Interface Settings" screen, click [...] to the right of the interface you wish to delete and
select Delete from the operation menu that appears.
EE -'amnimo‘. Host name:amnimo English ¥ 8 admin ¥
Host name settings . =
Interface Sett|ngs Save the current settings to the device
Time zone settings
Account settings
. O  Iinterface Enabled/Disabled DHCP IP address Prefix length PPPOE GATEWAY
Group settings
(O etho @ Enable @ Enable O Disable & Edit
Mobile communication settings © Delete
O lano ® Enable O Disable O Disable .
PPP(PPPOE) settings
O lam @® Enable O Disable O Disable
Interface settings O lan2 ® Enable O Disable O Disable
Static routing settings O lan3 ® Enable (O Disable O Disable
Filter settings O bro ® Enable O Disable  192.168.0.254 24 O Disable
O  emo @ Enable @ Enable O Disable
NAT settings
1-7/7 Number of items displayed 10 v
IPsec settings / ° Py

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following interface settings?

Interface

lan3

interface will be removed.
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Selecting and deleting multiple interfaces

This method is used to check the interfaces to be deleted before deleting them. This is useful when deleting
multiple interfaces at once. You can also select a single interface to delete.

Procedure

" . " . . .
1 On the "Interface Settings" screen, click the checkbox to the left of the interface you wish to delete,
place a checkmark in the checkbox, and click the Delete.
EE :@mnimow Host name:amnimo English ¥ e admin ¥
Host name settings . =
Interface settings Save the current settings to the device
Time zone settings
Account settings
) O  Iinterface Enabled)Disabled DHCP IP address Prefix length PPPOE GATEWAY
Group settings
(O etho @® Enable ® Enable O Disable
Mobile communication settings
O lano @ Enable O Disable O Disable
PPP(PPPOE) settings
O lam @ Enable O Disable O Disable
Izt lan2 ® Enable O Disable O Disable
Static routing settings lan3 ® Enable (C Disable C Disable
Filter settings O bro ® Enable O Disable  192.168.0.254 24 O Disable
O  emo ® Enable ® Enable O Disable
NAT settings
1-7/7 Number of items displayed 10 v
IPsec settings / ° Py

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following interface settings?

The selected interface is deleted.
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1.19 Configure static routing settings.

Configure static routing settings for this product.

1.19.1 Display a list of static routing settings

Displays a list of static routing settings.

1 Click Advanced Configuration and Control > Static Routing Settings in the side menu.

A list of registered static routing settings is displayed on the "Static Routing Settings" screen.

= smnimo. Host name:amnimo English v @ admin ¥
) A Static routing settings
Host name settings
Time zone settings
Account settings Static route name Destination network address Gateway address Interface Metric
Group settings 0-0/0 o Number of items displayed 10 ¥

Mobile communication settings

PPP(PPPOE) settings

Interface settings

NAT settings
© 2021 amnimo,Inc.

— By clicking tabs such as "Routing Name" and "Destination Network Address" in the static routing
L, settings list, you can sort the static routing settings in descending/ascending order for each item.

Static route name

o

on network address Gateway address Interface Metric

0-0/0 G Number of items displayed 10 ¥
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1.19.2 Add static routing configuration

Add static routing configuration.

Procedure

1 On the "Static Routing Configuration” screen, click the Add New.

= @@mnimo
Static routing settings

( -+ Add new )

Static route name

Host name settings
Time zone settings

Account settings Destinatior

0-0/0 °

network address Gateway address

Group settings

Mobile communication settings

PPP(PPPOE) settings

Host name:amnimo English v

e admin ¥
Save the current settings to the device

Interface Metric

Number of items displayed 10 ¥

The "Add Static Routing Configuration" screen appears.
2 Enter the items required for static routing configuration.
0 Enter a routing name.
9 Specify the destination network address and prefix length.
e Specify the gateway address.
0 Select an interface.
e Set the metric.

After completing the settings, click on Set.

pmnimo.

< Back to static routing list
Host name settings
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Time zone settings

Account settings
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Group settings
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Mobile communication settings
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Interface settings -
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Static routing settings
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NAT settings

Cancel Set
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ting settings.

Static routing configuration is added.
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1.19.3 Edit static routing configuration

Edit the registered static routing settings.

Procedure

1 On the "Static Routing Settings" screen, click [...] to the right of the static routing setting you wish
to edit and select Edit from the operation menu that appears.

SE =amnimov Host name:amnimo English ¥ e admin ¥
: Static routing settings
Host name settings
Time zone settings
Account settings (O  staticroute name Destination network address Gateway address nterface Metric 2 Edi
Group settings O test 172.16.1.0/24 192.168.20.1 50 @ Delete
Mobile communication settings 1-11 Q Number of items displayed 10 ¥
PPP(PPPOE) settings
Interface settings
Static routing settings
Filter settings
NAT settings
© 2021 amnimo,nc.
The "Edit Static Routing Settings" screen appears.
2 Edit the static routing settings and click the Set.
= fmnimo. Host name:amnimo English ¥ e admin ¥

< Back to static routing list
Host name settings
Edit static routing

Time zone settings
Account settings test

Group settings

v
172.16.1.0 24

Mobile communication settings
192.168.30.1

PPP(PPPOE) settings

Interface settings M

Static routing settings
50

Filter settings

The static routing configuration information is updated, and the list is displayed.
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1.19.4 Delete static routing configuration

To delete registered static routing settings, you can either delete them individually from the operation menu
of static routing settings, or you can delete them after selecting all static routing settings you wish to delete.

Delete individual static routing configurations

This method is to select Delete from the operation menu of the static routing configuration.

1 On the "Static Routing Settings" screen, click [...] to the right of the static routing setting you wish
to delete and select Delete from the operation menu that appears.

Host name:amnimo English ¥ 8 admin ¥
Static routing settings Save the current settings to the device
Host name settings
Time zone settings + Addnew
Account settings (O  staticroute name Destination network address Gateway address Interface Metric 2 Gt
i
Group settings O test 172.16.1.0/24 192.168.20.1 50
Mobile communication settings 1-11 ° Number of items displayed 10 v

PPP(PPPOE) settings

Interface settings

Static routing settings

Filter settings

NAT settings

©2021 amnimo,Inc.

The "Confirm" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following the routing ?

The static routing configuration is deleted.
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Selecting and deleting multiple static routing configurations

This method is used to check the static routing settings to be deleted before deleting them. This is useful for
deleting multiple static routing settings at once. You can also select a single static routing setting to delete.

Procedure

1 On the "Static Routing Settings" screen, click the checkbox to the left of the static routing setting you
wish to delete, place a checkmark in the checkbox, and click the Delete.

Host name:amnimo English ¥ e admin ¥
, Static routing settings
Host name settings
Time zone settings
Account settings Static route name Destination network address Gateway address Interface Metric
Group settings test 172.16.1.0/24 192.168.20.1 50
Mobile communication settings 1-1/1 ° Number of items displayed 10 v

PPP(PPPOE) settings

Interface settings

Static routing settings

Filter settings

NAT settings

© 2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following the routing ?

(o |

The selected static routing configuration is deleted.



Configure filter settings

1.20 Configure filter settings

-~

'_I . . . . .
"LI, Tabs that are not authorized in the group settings will not be displayed.

Configure filter settings for this product.

Here, for packet input, output, and forwarding, the policy is set for packet match conditions and how the packet
will be handled if a match is made.

A combination of matching conditions and policies is called a rule. If multiple rules are set, they are checked in
order of decreasing index. If a rule is applied, the rules at subsequent indexes are not checked. If none of the
rules apply, the default policy is applied.

1.20.1 Display a list of filter settings

Displays a list of filter settings.

1 Click [Advanced Settings/Controls > Filter Settings] on the side menu.
The "Filter Settings" screen displays the status of the default policy settings and a list of rules.

The "List of Input Settings," "List of Transfer Settings," and "List of Output Settings" tabs at the top of
the screen allow you to navigate to each setting's screen (the “List of Input Settings" screen is shown
below).
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PPP(PPPOE) settings : . .
Fitter settings

Interface settings

Input settings list ~ Forward settings list ~ Output settings list
Static routing settings

Input default policy
Filter settings @ Accept (O Drop

IPsec settings
-+ Add new
DNS settings
Packet matching conditions
. (O  indexnumber Enabled/Disabled Policy
DHCP server settings >
Source IP address Destination IP address Input interface Protoc
DHCP relay settings O 15 O Disable Drop
>
Proxy server settings
=11 e Number of items displayed 10 ¥

Time settings

= By clicking tabs such as "Index Number" and "Enable/Disable" in the filter settings list, you can
"|"'_|, sort the filter settings in descending/ascending order for each item.

acket matcning conaitions

(| indexnumber

O 15 O Disable Drop

1.20.2 Set default policy
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Sets the default policy for packet filtering.

It is possible to set each of the input, transfer, and output settings. Here we use the input setting as an example.

Procedure

1 On the "Filter Settings" screen, check the setting status of the "Input Default Policy".

Host name:amnimo English ¥

e admin ¥
Save the current settings to the device

= fmnimo.

PPP(PPPOE) settings . .
Filter settings
Interface settings

Input settings list ~ Forward settings list ~ Output settings list

Static routing settings
Input default policy

@ Accept O Drop

Filter settings

Cancel

NAT settings

IPsec settings

DNS settings
Packet matching conditions
. (O  indexnumber Enabled/Disabled Policy
DHCP server settings ,
Source IP address Destination IP address Input interface Protoc
DHCP relay settings O 15 ) Disable Drop
>
Proxy server settings
1-1/1 o Number of items displayed 10 v

Time settings

2 Select "Allow" or "Drop" and click Set.
)

= fmnimo

If the default policy is set to "Discard" in the list of input and output settings, the HTTP/HTTPS
If permission rules are not set, packets will be blocked and the configuration may not continue

Yes, there is.
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Static routing settings

Filter settings
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Filter settings
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Cancel Set
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Save the current settings to the device

Inputinterface Protocol Source port
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Number of items displayed 10 ¥
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1.20.3 Add packet filtering rules

Add packet filtering rules.

It is possible to set each of the input, transfer, and output settings. Here we use the input setting as an example.

Procedure

1 On the "Filter Settings" screen, click Add New.

= sgmnimo. Host name:amnimo English ¥ @ admin ¥

Flter settings

Input settingslist  Forward settings list ~ Output settings list

PPP(PPPOE) settings
Interface settings
Static routing settings

Input default policy

Filter settings QO Accept @ Drop

IPsec settings
~+ Addnew

DNS settings
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DHCP relay settings O D Disable Drop

»
Proxy server settings
LA o Number of items displayed 10 ¥
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SSH settings
© 2021 amnimainc.

2 Set up rules on the "Add Input Settings" screen.

o Specify the index number. Specify an index number in the range of 1 to 1000.

9 Click the toggle to Enable.

e Set the policy for the packet. When "Drop" is selected, an error response is sent, so the response
content is also selected.

= s@mnimo Host name:amnimo English ¥ e admin Y]

PPP(PPPOE) settings < Back to input list
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Static routing settings

50
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0 Set packet match conditions.

DHCP relay settings
Source IP address
Proxy server settings
w & D Invert
Time settings
length b4
Destination IP address
O Invert
Prefix length v
Input interface
[ Invert
v
v
Conntrack
Source IP address before rewriting
O Invert
Prefix length 4
Source port number/range before rewriting
O Invert
Destination IP address before rewriting
O Invert
Prefix v
Destination port number/range before rewriting
O Invert
Source IP address of the response
O Invert
Prefix v
Source port number/range of the response
O Invert
Destination IP address of the response
D Invert
Pref v
Destination port number/range of the response
O Invert
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DHCP relay settings

Proxy server settings

Time settings

Packet matching conditions

Source IP address

O Invert

Destination IP address

O invert

Input interface

O Invert

Source IP address before rewriting

O invert

>refix length

Source port number/range before rewriting

D Invert

Destination IP address before rewriting

O Invert

Destination port number/range before rewriting

O invert

Source IP address of the response

O Invert

Source port number/range of the response

D Invert

Destination IP address of the response

O Invert

Destination port /range of the resp

O invert
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6 Set log output.
Select the log output level and specify the string to be appended to the beginning of the log.

After completing the settings, click on Set.
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Time settings © 2021 amnimo,Inc




Configure filter settings

1.20.4 Edit packet filtering rules

Edit packet filtering rules.

Editing is possible for input, transfer, and output respectively. Here we use the input settings as an example.

Procedure

1 On the "Filter Settings" screen, click [...] to the right of the rule you wish to edit and select Edit from
the operation menu that appears.

EE -'amnimoV Host name:amnimo English ¥ e admin ¥

Fttr settings
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Interface settings
Static routing settings

Input default policy

Filter settings @ Accept O Drop

IPsec settings
~+ Addnew

DNS settings
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X (O indexnumber Enabled/Disabled Policy
DHCP server settings < 3
Source IP address Destination IP address In Protoc
& Edit
DHCP relay settings O 15 O Disable Drop © Delete
,
Proxy server settings
1-1/1 0 Number of items displayed 10 ¥

Time settings

The "Edit Input Settings" screen appears.

2 Edit the rule and click the Set.

= fmnimo. Host name:amnimo English ¥ e admin ¥

PPP(PPPOE) settings Packet type
Interface settings O invert
Static routing settings Packet type ¥

Filter settings Log output
NAT settings
Disable

IPsec settings

DNS settings

DHCP server settings

DHCP relay settings

Proxy server settings

Time settings © 2021 amnimo,Inc.

The information is updated and the list is displayed.
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1.20.5 Delete packet filtering rules

To delete registered rules, you can either delete them individually from each rule's operation menu, or you can
delete them after selecting all the rules you wish to delete.

Delete rules individually

This method is to select Delete from the operation menu of each rule.

Procedure

1 On the "Filter Settings" screen, click [...] to the right of the rule you wish to delete and select Delete
from the operation menu that appears.

EE -'amnimo‘. Host name:amnimo English ¥ 8 admin ¥

Fttr settings

Input settings list ~ Forward settings list ~ Output settings list

PPP(PPPOE) settings
Interface settings
Static routing settings

Input default policy

Filter settings @ Accept O Drop

IPsec settings
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O indexnumber Enabled/Disabled Policy
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DHCP server settings
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& Edit
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< »

Proxy server settings
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Time settings

The "Confirm" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following input settings?

Index number

e

15

The rule is deleted.
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Selecting and deleting multiple rules

This method is used to delete a rule after checking the check box for the rule to be deleted. This is useful for
deleting multiple rules at once. You can also delete a single rule setting by selecting it.

Procedure

1 On the "Filter Settings" screen, click the checkbox to the left of the rule setting you wish to delete,
place a checkmark in the checkbox, and click the Delete.

EE :@mnimow Host name:amnimo English ¥ e admin ¥

Flter settings

Input settings list ~ Forward settings list ~ Output settings list

PPP(PPPOE) settings
Interface settings
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The "Confirm" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following input settings?

ndex numbe
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Cancel

The selected rule is deleted.
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1.21 Configure NAT settings.

'_I . . . . .
:LII Tabs that are not authorized in the group settings will not be displayed.

Configure NAT settings for this product.
This section describes the operation of dynamic SNAT, static SNAT, and DNAT.

1.21.1 Display a list of NAT settings

Displays a list of NAT settings.

1T From the side menu, click Advanced Settings/Controls > NAT Settings.

The "NAT Settings" screen displays a list of registered NAT settings.

The "Dynamic SNAT," "Static SNAT," and "DNAT" tabs at the top of the screen allow you to navigate
to each setting's screen (the "Dynamic SNAT" screen is shown below).
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NAT settin gs Save the current settings to the device
Interface settings
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Static routing settings
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IPsec settings »
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DHCP server settings
DHCP relay settings
Proxy server settings
Time settings © 2021 amnimo,Inc.

By clicking tabs such as "Index Number" and "Enable/Disable" in the NAT settings list, you can
"'|:_|, sort the NAT settings in descending/ascending order for each item.
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1.21.2 Add NAT settings

Configure dynamic SNAT, static SNAT, and DNAT. Dynamic SNAT is used as an example here.

Procedure

1 On the "NAT Settings" screen, click Add New.
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NAT sttings

tatic routing settings

Filter settings

Dynamic SNAT  Static SNAT ~ DNAT

NAT settings
IPsec settings ~+ Addnew
DNS settings Packet matching conditions
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DHCP server settings
»

DHCP relay settings 0-0/0 o Number of items displayed 10 ¥

Proxy server settings
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© 2021 amnimo,Inc.

2 Set up rules on the "Add Input Settings" screen.
o Specify the index number. Specify an index number in the range of 1 to 1000.
9 Click the toggle to enable/disable.
e Set the source interface to which each NAT is applied.

0 Set the source port number for each NAT or set the range by IP address.

SE -'amnimo. Host name:amnimo English ¥ e admin ¥

tatic routing settings
< Back to dynamic SNAT list

Filter settings

Add dynamic SNAT

NAT settings

IPsec settings 500
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e Set the packet match criteria.
The example below shows that Advanced setting is checked.

Storage settings

Packet matching conditions

Advanced settings

Source IP address

O Invert

Prefix length v

Destination IP address

O invert

Prefix length v

vutputinterrace

O invert

Conntrack

Source IP address before rewriting

O Invert

Source port number/range before rewriting

O Invert

Destination IP address before rewriting

O invert

Destination port number/range before rewriting

D Invert

Source IP address of the response

O Invert

Source port number/range of the response

O Invert

Destination IP address of the response

O invert

Destination port number/range of the response

D Invert
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Protocol

O invert

Packet direction

@ Notspecified (O original O [eply

Connection state(state)

O Invert

O invalid

O new

O established
O related

(O untracked
O snat

O dnat

Connection status(status)

O invert

(O none

O expected
D seen_reply
O assured
O confirmed

Individual limit(hashlimit)

Operation settings

Action
(® Not specified
(O Wwithin the average per unit time
C) When exceeding the average per unit time

Overall limit(limit)

MAC address settings

O Invert

Packet type

D Invert
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6 Set log output.
Select the log output level and specify the string to be appended to the beginning of the log.

After completing the settings, click on Set.

NAT settings

IPsec settings

Log output
DNS settings

DHCP server settings Disable

DHCP relay settings

Proxy server settings

Time settings Cancel Set
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1.21.3 Edit NAT settings

Edit NAT settings.

It is possible to edit in dynamic SNAT, static SNAT, and DNAT respectively. Dynamic SNAT is used here as an
example.

Procedure

1 On the "NAT" screen, click [...] to the right of the rule you wish to edit and select Edit from the
operation menu that appears.
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The Edit Dynamic SNAT Settings screen appears.

2 Edit the NAT settings and click the Set.
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The information is updated and the list is displayed.
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1.21.4 Delete NAT settings

There are two ways to delete registered NAT settings: individually from the operation menu of each NAT setting,
or by selecting all NAT settings to be deleted and then deleting them.

Delete individual NAT settings

This method is to select Delete from the operation menu of each NAT setting.

1 On the "NAT Settings" screen, click [...] to the right of the NAT setting you wish to delete and select
Delete from the operation menu that appears.
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The "Confirm" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following dynamic SNAT settings?

Index number

e

500

NAT settings are deleted.
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Selecting and deleting multiple NAT settings

This method allows you to check the NAT settings you wish to delete and then delete them. This is useful for
deleting multiple NAT settings at once, or you can select a single NAT setting to delete.

Procedure

1 On the "Filter Settings" screen, click the checkbox to the left of the NAT setting you wish to delete,
place a checkmark in the checkbox, and click the Delete.
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The "Confirm" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following dynamic SNAT settings?

Index number

500

o | CEEE

The selected NAT setting is deleted.
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1.22 Configure IPsec settings

This section describes the operations for adding, editing, and deleting IPsec settings.

1.22.1 Display a list of IPsec settings

Displays a list of IPsec settings.

1 Click Advanced Settings/Control > IPsec Settings in the side menu.

The "IPsec Settings" screen displays a list of IPsec settings registered with the product.

= spmnimo. Host name:amnimo English v @ admin ¥
tatic routing settings
|Psec setti ngs Save the current settings to the device
Filter settings
NAT settings e A
+ —
DNS settings (O  Policy name Local address Remote address
DHCP server settings D ike01 182.168.26.239 Any
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1.22.2 Add IPsec settings

Add IPsec settings.

1 On the "IPsec Settings" screen, select the tab to add either IKE or SA and click the Add New.
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atic routing settings

IPsec settings m
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The "Add IKE settings" or "Add SA settings" screen will appear.
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Adding IKE settings

This is how it is set up when the IKE tab is selected.

Procedure

1 Set each item.
o Enter any policy name.

9 Enter the address of the local side. To allow all addresses, select All.
By checking the Local ID checkbox, you can also select the type and enter the ID.

e Enter the address of the remote side (connection destination). To allow all addresses, select All.
By checking the Remote ID checkbox, you can also select the type and enter the ID.

0 Select the IKE version.
© set the Pre-Shared Key (PSK).

@ Specifies the IKE mode. This mode is valid only when version 1 is selected in 9

SE -"amnimo Host name:amnimo English ¥ e admin Y
tatic I'OLI[Iﬂg sett: ngs -
< Back to IKE list

Filter settings

Add IKE settings

NAT settings

IPsec settings

ipsec02

DNS settings
. v
DHCP server settings 192.168.0.254
DHCP relay settings
O Local ID
Proxy server settings
v
Time settings 192.168.0.253
SSH settings D Remote ID
Storage settings IKE version
O1 @2

Mode

@ Main O Aggressive
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0 Set the retry count in the range of 1 to 255. Select "Forever" for no upper limit on the number of
retries.

@ Sets the IKE lifetime. It can be specified in seconds, minutes, or hours.

9 Specifies the action to be taken when disconnected by DPD (Dead Peer Detection).
@ Sets the interval for the DPD. Can be specified in seconds, minutes, or hours.

(@) Sets the timeout for the DPD. Can be specified in seconds, minutes, or hours.

(17) Checking the Transform Settings checkbox enables the operation to be limited to specified
transforms only.

= @mnimo. Host name:amnimo English ¥ @ admin ¥
tatic routing settings - -
. . v
Filter settings 3
NAT settings
v
5 3 hour
IPsec settings
DNS settings
v
None
DHCP server settings
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~  Transform list -

2 Click Add New in the "Transform List" to configure the transform settings.
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0 Select the Encryption.

9 Select the Integrity.

e Specify PRF (Pseudo-Random Functions). This is only valid for IKEv2.

e Select DH (Diffie Hellman) Groups.

After completing the settings, click on Set.

Add transform

Encryption

AES128

Integrity

SHAL

PRF

SHA256

DH Group

14

sk ‘

3 When settings are complete, click on Set.
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(O Transform restriction
Transform list
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Cancel Set
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Adding SA settings

This is how it is set up when the SA tab is selected.

Procedure

1 Set each item.
0 Enter any policy name.
9 Click the toggle to enable/disable.
e Specifies the IKE name used for key exchange.

0 Select IPsec connection behavior.

— IPsec connections work in the following order

L', ®  Perform the INITIATE operation.

® Add a route (initiate operation by communication)

® Only SA setting is performed (initiate operation is not performed)

Note that when an initiate communication is received from the other party in all settings, it will
operate as responder side if possible.

6 Check Rekey to enable reconnection.
@ Select the protocol type.

0 Select the communication mode.

|y’
$, If pass-through mode is selected, the local and remote subnets described below are required.

= semnimo. Host name:amnimo English ¥ e admin

Static routing settings
< Back to SAlist

Filter settings

Add SA settings

NAT settings

IPsec settings test2

DHCP server settings

DHCP relay settings ipsec02

Proxy server settings Connection behavior
@ Initiate (O Ondemand O Hold

Time settings

Rekey
SSH settings

Protocol type

Storage settings @esp OAMH

Communication mode

@ Tunnel mode O Transport mode O Pass through mode
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@ Sets the SA lifetime. It can be specified in seconds, minutes, or hours.
0 Set the subnet on the local side.
@ Sets the subnet on the remote side.

(@ Checking the Transform Settings checkbox enables behavior that is limited to specified
transforms only.

EE :amnimo Host name:amnimo English v e admin ¥
Static routing settings )
v
Filter settings ! hour
NAT settings
Prefix length v
IPsec settings
DNS settings
Prefix length v

DHCP server settings

5 (O Transform restriction
DHCP relay settings

2 Click Add New in the "Transform List" to configure the transform settings.

IS gmnimo. 7R k&:amnimo AAE v e admin v
) HILBSEE
O 52204 —LRE

A2 =D TARGGE
hSYRIA—L—E

ARIF A YD)\~ 2 IHE + sEREn

TAIVE—E

BSE7ILTUZ N BRI ZILTUZ PFS

4

6 Select the encryption.
9 Select the integrity algorithm.
e Specify PFS (Perfect Forward Secrecy).

After completing the settings, click on Set.

Add transform

Encryptior

AES128

Integrity

SHA256

PFS

None

Cancel
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3 When settings are complete, click Set.

= g@mnimo. Host name:amnimo English ¥ e admin ¥
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DHCP server settings (O  Encryption Integrity PFS

DHCP relay settings O AES128 SHA256 None

Proxy server settings
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1.22.3 Edit IPsec settings

Edit the registered IPsec settings.

Procedure

1 On the "IPsec Settings" screen, click [...] to the right of the IPsec setting you wish to edit and select
Edit from the operation menu that appears.
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D ipsec02 192.168.0.254 192.168.0.253 © Delete
DHCP relay settings
1-2/2 ° Number of items displayed 10 ¥

Proxy server settings
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Storage settings
© 2021 amnimo,nc.

The "Edit IKE Settings" or "Edit SA Settings" screen will appear.

2 Edit the settings and click the Set.

= fmnimo. Host name:amnimo English ¥ e admin ¥
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Proxy server settings

Time settings ( cancel

SSH settings
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©2021 amnimo,Inc.

The information in the modified IKE or SA settings will be updated.
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1.22.4 Delete IPsec settings

There are two ways to delete registered IPsec settings: individually from the IPsec operation menu, or by
selecting all IPsec settings to be deleted and then deleting them.

Delete IPsec settings individually

This method is to select Delete from the operation menu of IPsec settings.

Procedure

1 On the "IPsec Settings" screen, click [...] to the right of the IPsec setting you wish to delete and
select Delete from the operation menu that appears.
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Proxy server settings
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©2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following IKE settings?

olicy name

ipsec02

IPsec settings are deleted.

Selecting and deleting multiple IPsec settings

This method is used to delete IPsec settings after checking the check boxes of the IPsec settings you wish to
delete. This is useful when deleting multiple IPsec settings at once; you can also select a single IPsec setting to
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delete.

Procedure

1 On the "IPsec Settings" screen, click the checkbox to the left of the IPsec setting you wish to delete,
place a checkmark in the checkbox, and click the [Delete] .

EE -'amnimo‘. Host name:amnimo English ¥ 8 admin ¥

Static routing settings

IPsec setti ngs Save the current settings to the device
Filter settings

) IKE SA
NAT settings —
IPsec settings -+ Addnew Delete
DNS settings Policy name Local address Remote address
) ike01 182.168.26.239 Any
DHCP server settings
ipsec02 192.168.0.254 192.168.0.253

DHCP relay settings

1-2/2 ° Number of items displayed 10 ¥

Proxy server settings

Time settings

SSH settings

Storage settings
©2021 amnimo,inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm
Do you want to delete the following IKE settings?

Policy name

ike01

ipsec02

The selected IPsec settings are deleted.
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1.23 Configure DNS settings

Configure DNS settings for this product.

This section describes operations such as enabling DNS settings, specifying port numbers, and adding a query
server.

1.23.1 View DNS settings

Displays DNS settings.

1 Click Advanced Settings/Controls > DNS Settings on the side menu.
The "DNS Settings" screen displays the registered DNS settings.

= fmnimo. Host name:amnimo English ¥ e admin ¥
Static routing settings
DNS settin gs Save the current settings to the device
Filter settings
. () Enable
NAT settings
IPsec settings 53
DNS settings Enable querying the root server
DHCP server settings
DHCP relay settings
Serveraddress Localaddress Local CNAME
Proxy server settings
—+ Add new
Time settings
& (O  Address Priority
SSH settings (O 8888 0
Storage settings 1-1)1 G Number of items displayed 10 ¥

gy You can sort the DNS settings in descending/ascending order for each item by clicking the
"'|:_|, "Address" and "Priority" tabs for the query server and local address of the DNS settings.

()| Address Priority

() 8888 0
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1.23.2 Configure DNS settings

Configure DNS settings.

Procedure

1 On the "DNS Settings" screen, you can do the following
o Click the toggle to enable or disable DNS.
9 Specify the port number.
e You can choose to enable or disable querying the root server.

After changes are made, they are applied by clicking the Set.

EE -'amnimo Host name:amnimo English ¥ e admin V|
DNS settings Save the current settings to the device
Filter settings
Enable
NAT settings

IPsec settings

Static routing settings

53

DNS settings I (O enable querying the root server l

DHCP server settings
Cancel Set

Configure the query server settings.

Procedure

1 Select the "Server address" tab and click Add New.
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Time settings
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SSH settings (O 8888 0
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2 The "Add Contact Server" screen appears.
o Specify the upper-level DNS server to query.
9 Specify the priority level as a number from 0 to 99. 0 is the highest priority level.

After completing the settings, click on Set.

:E :@mnimo, Host name:amnimo English ¥ e admin ¥

Static routing settings
< Back to server address list

Filter settings
Add server address

NAT settings

IPsec settings 8.8.8.8

DNS settings

DHCP server settings

DHCP relay settings

Proxy server settings
Time settings

SSH settings © 2021 amnimo,Inc.

From the DNS Settings screen, you can edit or delete the configured query server.
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DHCP server settings

DHCP relay settings

Serveraddress  Local address  Local CNAME
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Address Priority
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Configure local address settings.

Procedure

1

2

Select the "Local Address" tab and click Add New.

= fmnimo.

Static routing settings
Filter settings

NAT settings

IPsec settings

DNS settings

DHCP server settings
DHCP relay settings
Proxy server settings
Time settings

SSH settings

Storage settings

DNS settings

() Enable

53

Enable querying the root server

Serveraddress Local address  Local CNAME

-+ Add new

(O  Address Host name
O package.amnimo.com
1-1/1

3600

Host name:amnimo English ¥

e admin ¥

Save the current settings to the device

Number of items displayed 10 ¥

The "Add Local Address" screen appears.

o Specify the address to be responded to.

9 Specify the host name to respond.

e Set the TTL value to be returned upon response with a value from 10 to 2419200.

After completing the settings, click on Set.

= gmnimo.
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NAT settings

IPsec settings
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Proxy server settings
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< Back to local address list

Add local address

p192.168.10.50

package.amnimo.com

3600

Host name:amnimo

Set

English ¥

e admin ¥V
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From the DNS Settings screen, you can edit or delete the local address you have set.

EE -amnimo Host name:amnimo English ¥ e admin ¥

DNS setti ngs Save the current settings to the device
O Enable

Static routing settings
Filter settings
NAT settings

IPsec settings 53

DNS settings Enable querying the root server

DHCP server settings
Cancel

DHCP relay settings
Serveraddress  Local address  Local CNAME

Proxy server settings
+ Add new
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! ing O Address Host name TTL 7 tan
i
SSH settings O package.amnimo.com 3600 © Delete .o
Number of items displayed
-1 o 10V
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Set up an local CNAME settings

Procedure

1 Select the "local CNAME" tab and click Add New.
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DNS settin gs Save the current settings to the device
() Enable

Static routing settings

Filter settings

NAT settings

IPsec settings 53

DNS settings Enable querying the root server

DHCP server settings

DHCP relay settings
Serveraddress  Localaddress  Local CNAME

Proxy server settings
-+ Add new

Time settings
8 (O Local CNAME Host name TTL
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Storage settings 1-111 ° Number of items displayed 10 v

2 The "Add local CNAME" screen appears.
o Enter any domain name.
9 Specify the host name.
e Set the TTL value to be returned upon response with a value from 10 to 2419200.

After completing the settings, click on Set.

:E :@mnimo, Host name:amnimo English ¥ e admin ¥
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From the DNS Settings screen, you can edit or delete the alias definitions you have set.
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1.24 Configure DHCP server settings

This section describes the operations for adding, editing, and deleting DHCP server settings.
— L
:;T_l, Please note that the DHCP server cannot be enabled when the DHCP relay setting is enabled.

1.24.1 Display a list of DHCP server settings

Displays a list of DHCP server settings.

1 Click Advanced Settings/Controls > DHCP Server Settings in the side menu.

The "DHCP Server Settings" screen displays a list of DHCP server settings registered with the

product.
= fmnimo. Host name:amnimo English ¥ e admin ¥
Static routing settings
DHCP server setti ngs Save the current settings to the device
Filter settings
NAT settings
IPsec settings Interface Enabled/Disabled Start address End address
DNS settings 0-0/0 ° Number of items displayed 10 ¥

DHCP server settings

DHCP relay settings
Proxy server settings

Time settings

SSH settings

Storage settings

— By clicking tabs such as "Interface" and "Enable/Disable" in the DHCP server settings list, you can
:T:_II sort the DHCP server settings in descending/ascending order for each item.

D Interface Enabled/Disabled Start address End address

G eth0 O Disable 192.168.0.20 192.168.0.30
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1.24.2 Add DHCP server settings

Add DHCP server settings.

1 On the "DHCP Server Settings" screen, click the Add New.

= @mnimo. Host name:amnimo English ¥ e admin ¥
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Filter settings
arstings

Static routing settings
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DHCP relay settings

Proxy server settings

Time settings
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©2021 amnimo,Inc.

The "Add DHCP Server Settings" screen appears.
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2 DHCP server settings.

o Select an interface. Configurable interface names vary depending on the product.
Edge gateway: eth0, br0 to br9
loT Router: ethO-eth1, br0-br9
Compact router: ethO
Compact router with wireless LAN: br0, wlan0 to wlan1

9 Click the toggle to enable/disable.

e Sets the range within which dynamic IP addresses are automatically assigned to clients.
Set within the range of the subnet mask, and even within the range, a range exceeding 256
cannot be set.

9 Specifies the subnet mask. The default value is 255.255.255.0.
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Filter settings

Add DHCP server
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DHCP server settings Address range
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e Specify the gateway address to be notified to the DHCP client side.
If "Auto" is selected, the IP address of the selected interface will be used.

@ Specify the IP address (IPv4) of the DNS server to be notified to the DHCP client.
If "Auto" is selected, the IP address of the selected interface will be used.

0 Specify the DNS domain name to be notified to the DHCP client.
The domain name must be 253 characters or less. Domain names must begin and end with
single-byte alphanumeric characters, and the rest of the domain name must consist of single-

byte alphanumeric characters or "-" (hyphen) and ". (period).

@ Specify the IP address (IPv4) of the NTP server to be notified to the DHCP client.
If "Auto" is selected, the IP address of the selected interface will be used.

Q Sets the effective time to lease the IP address.
The setting range is 1 to 86400 (seconds), with a default value of 60 to 86400 (seconds).

After completing the settings, click on Set.

= 3 G g ost name:amnimo English ¥ admin v
= mnimo. H g
Static routing settings >
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DNS server
NAT setti i
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IPsec settings
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DNS settings
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DHCP relay settings
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DHCP server settings are added.
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1.24.3 Edit DHCP server settings

Edit the registered DHCP server settings.

Procedure

1 On the "DHCP Server Settings" screen, click [...] to the right of the DHCP server setting you wish to
edit and select Edit from the operation menu that appears.
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© 2021 amnimo,Inc

The "Edit DHCP Server Settings" window appears.

2 Edit the DHCP server settings and click the Set.
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The DHCP server configuration information will be updated, and a list will be displayed.
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1.24.4 Delete DHCP server settings

There are two ways to delete registered DHCP server settings: individually from the DHCP server settings
operation menu, or by selecting all DHCP server settings to be deleted and then deleting them.

Delete individual DHCP server settings

This method is to select Delete from the operation menu of the DHCP server settings.

Procedure

1 On the "DHCP Server Settings" screen, click [...] to the right of the DHCP server setting you wish to
delete and select Delete from the operation menu that appears.
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The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following DHCP server settings?

DHCP server settings are deleted.
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Selecting and deleting multiple DHCP server settings

This is a method of deleting DHCP server settings after checking the checkboxes of the DHCP server settings
you wish to delete. This is useful for deleting multiple DHCP server settings at once, or you can select a single
DHCP server setting to delete.

Procedure

1 On the "DHCP Server Settings" screen, click the checkbox to the left of the DHCP server setting you
wish to delete, place a checkmark in the checkbox, and click the Delete.
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The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following DHCP server settings?

Con |
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The selected DHCP server setting is deleted.
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1.25 Configure DHCP relay settings

This section describes the operations for adding, editing, and deleting DHCP relay settings.

|y’
:;T_l, Please note that the DHCP server cannot be enabled when the DHCP relay setting is enabled.

1.25.1 Display a list of DHCP relay settings
Displays a list of DHCP relay settings.

1 Click [Advanced Settings/Control > DHCP Relay Settings] in the side menu.
The "DHCP Relay Settings" screen displays a list of DHCP relay settings registered with the product.
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— By clicking tabs such as "Group ma,e" and "Enable/Disable" in the DHCP Relay Settings list, you
"'|:_|, can sort the DHCP Relay settings in descending/ascending order for each item.

D I Group name Enabled/Disabled DHCP server Receive interface

(] test1 O Disable 10.10.10.1 etho
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1.25.2 Add DHCP relay settings
Add DHCP relay settings.

1 On the "DHCP Relay Settings" screen, click the Add New.
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The "Add DHCP Relay Settings" screen appears.
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2 DHCP relay settings.
o Specify a group name for easy identification.
9 Click the toggle to enable/disable.
e Enter the IP address of the DHCP server. By clicking the +Add, up to four can be specified.

0 Select the receiving interface.

After completing the settings, click on Set.
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© 2021 amnimo,inc
DHCP relay settings are added.
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1.25.3 Edit DHCP Relay Settings

Edit the registered DHCP relay settings.

Procedure

1 On the "DHCP Relay Settings" screen, click [...] to the right of the DHCP relay setting you wish to
edit and select Edit from the operation menu that appears.
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The "Edit DHCP Relay Settings" window appears.

2 Edit the DHCP relay settings and click the Set.
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Information on DHCP relay settings will be updated and a list will be displayed.
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1.25.4 Delete DHCP relay settings

There are two ways to delete registered DHCP relay settings: individually from the DHCP relay settings
operation menu, or by selecting all DHCP relay settings to be deleted and then deleting them.

Delete individual DHCP relay settings

This method is to select Delete from the operation menu of DHCP Relay Settings.

1 On the "DHCP Relay Settings" screen, click [...] to the right of the DHCP relay setting you wish to
delete and select Delete from the operation menu that appears.
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The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following DHCP relay settings?

testl

o |

The DHCP relay setting is deleted.
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Selecting and deleting multiple DHCP relay settings

This method is used to check the DHCP relay settings to be deleted and then delete them. This is useful when
deleting multiple DHCP Relay settings at once; you can also select a single DHCP Relay setting to delete.

Procedure

1 On the "DHCP Relay Settings" screen, click the checkbox to the left of the DHCP relay setting you
wish to delete, place a checkmark in the checkbox, and click the Delete.
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SSH settings

Storage settings

© 2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following DHCP relay settings?

o |

The selected DHCP relay setting is deleted.
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1.26 Configure proxy server settings

This section describes the proxy server settings.

|y’
:;T_l, In group settings, it is also possible to grant privileges restricted to "standby ports" only.

1 Click Advanced Settings/Controls > Proxy Server Settings on the side menu.

The "Proxy Server Settings" screen appears.

= spmnimo. Host name:amnimo English v @ admin ¥
NS settings
P roxy server setti ngs Save the current settings to the device
DHCP server settings
Disable

DHCP relay settings

8080

ime settings

(O AcL localnet source address
SSH settings

Storage settings Safe ports + Add

Schedule settings Port number

PoE settings

SYSLOG settings

CPU operation settings

Port number
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2 Configure the proxy server settings.
o Slide the toggle to enable the proxy server.
Enter the standby port number. The default value is 8080.
If a connection permission address is required, check the box and enter the source address.
Set the Safe port number and the SSL/TLS port number.
Select deny or allow access control.

White list/black list registration for specific FQDNs and URLs.

QOO0 O®

Configure user authentication and access log settings.

After completing the settings, click on Set.

SE -‘EmnimoV Host name:amnimo English ¥ e admin ¥
DNS settings
Proxy server settings Save the current settings to the device
DHCP server settings
DHCP relay settings ‘:) S

Proxy server settings
8080

Time settings

I (O AcL localnet source address I

SSH settings
Add
Storage settings Safe ports

Schedule settings Port number

PoE settings

SYSLOG settings

CPU operation settings
Port number

Access control

@ Reject O Accept

(O white list
(O Black list
(O white list URL

(O Black list URL

(O user authentication

(O Access log

© 2021 amnimo,Inc.
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1.27 Set the time

:T_II Tabs that are not authorized in the group settings will not be displayed.

There are two ways to set the time: manually or by using an NTP server.

1.27.1 Display the time setting screen

Displays the "Time Setting" screen for setting the time manually.

1 Click Advanced Settings/Controls > Time Settings on the side menu.

The "Time Setting" screen appears.

= spmnimo. Host name:amnimo English v @ admin ¥

Time Settings

Manual setting  NTP settings

DNS settings

DHCP server settings
DHCP relay settings
SRR @ pPcsync O NTPsync O Timeentry
2023-11-02 10:38:59

SSH settings

Storage settings

Schedule settings

POE settings

SYSLOG settings

CPU operation settings

©2021 amnimo,Inc
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1.27.2 Manually set the time

Manual time setting can be performed on the "Manual Settings" tab of the "Time Settings" screen. You can
choose to synchronize the time with the time of the PC from which you are accessing the system, manually
query an external NTP server to adjust the time, or manually enter the time.

Synchronize with PC time

Procedure

1 On the "Time Settings" screen, click the "Manual Settings" tab.

= gmnimo Host name:amnimo English ¥ e admin ¥

Time Setti ngs Save the current settings to the device
DHCP relay settings NIPseiings

@ Pcsync O NTPsync O Timeentry

DNS settings

DHCP server settings

Proxy server settings

Time settings 2023-11-02 10:40:31

SSH settings

Cancel ) Set

2 Select "PC Sync"

= @mnimo Host name:amnimo English ¥ @ admin ¥

DNS settings
Time Setti ngs Save the current settings to the device

Manual setting  NTP settings

DHCP server settings
DHCP relay settings
Proxy server settings ) NTRsync: O Time entry
Time settings 2023-11-02 10:40:31

SSH settings
Set

( cancel )

3 Click Set.

= gmnimo Host name:amnimo English ¥ e admin ¥

Time Settings

Manual setting  NTP settings

DNS settings

DHCP server settings
DHCP relay settings
@ Pcsync O NTPsync O Timeentry

Proxy server settings

Time settings 2023-11-02 10:40:31

SSH settings

9
Cancel Set
24

The time is set.
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Manually synchronize with NTP server

1 On the "Manual Settings" tab of the "Time Settings" screen, select "NTP Sync".

= s@mnimo.

DNS settings

DHCP server settings
DHCP relay settings
Proxy server settings
Time settings

SSH settings
Storage settings

Schedule settings

Time Settings

O rcsynd] @ NTPsync | O Timeentry

Host name:amnimo English v e admin ¥

Save the current settings to the device

2 Enter the host name (FQDN) or IP address of the NTP server to be synchronized.

= g@mnimo.

DNS settings

DHCP server settings
DHCP relay settings
Proxy server settings

Time settings

Time Settings

Manual setting  NTP settings

OrPcsync @ NTPsync O Timeentry

Host name:amnimo English ¥ @ admin ¥

Save the current settings to the device

ntp.nict.jp
SSH settings.
C |
Storgesetins se
Schedule settings
3 Click Set.
= mnimo. Host name:amnimo English v 8 admin ¥
DNS settings
Time Setti ngs Save the current settings to the device

DHCP server settings

DHCP relay settings

Proxy server settings

Time settings

SSH settings.

Storage settings

Schedule settings

Manual setting  NTP settings

OrPcsync @ NTPsync O Timeentry

ntp.nict.jp

A query is made to the NTP server, and the time is set.
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Enter time manually

1 On the "Manual Settings" tab of the "Time Settings" screen, select "Time Input".

= @@mnimo.
DNS settings
Time Settings

DHCP server settings

DHCP relay settings Manual setting  NTP settings

R Orcsync O NTPsync @ Timeentry

Time settings

SSH settings

Storage settings

Cancel
R

Host name:amnimo English v

8 admin ¥
Save the current settings to the device

2 Enter the date and time.

You can set the date by clicking on the calendar |_| and clicking on the date in the calendar

)
"|"'_|, that appears.

Manual setting  NTP settings

(O pPcsync () NTPsync (@ Time entry

]
@
|
3
w
51

Mo Tu

]
3}
N
~
B
n
5
w

select time

= spmnimo
DNS settings
Time Settings

DHCP server settings

DHCP relay settings Manual setting ~ NTP settings

R T Orcsync O NTPsync @ Time entry

2023-11-02 00:00:00 B

Time settings

SSH settings

Cancel

Set

Host name:amnimo English ¥

@ admin ¥
Save the current settings to the device
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3 Click Set.

®mnimo. Host name:amnimo English ¥ e admin ¥

Time Settings

Manual setting  NTP settings

DNS settings
DHCP server settings

DHCP relay settings

PCsync NTP sync Time entr’
Proxy server settings @) ¥ o ync @ g

2023-11-02 00:00:00

Time settings

SSH settings Cancel

The time is set.
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1.27.3 Periodic synchronization with NTP server

This section describes how to periodically obtain time information from an NTP server to adjust the time of
this product.

Manual time setting can be performed on the "NTP Settings" tab of the "Time Settings" screen.

Procedure

1 On the "Time Settings" screen, click the "NTP Settings" tab.

EE -'amnimoV Host name:amnimo English ¥ e admin ¥
DNS settings
Time Setti ngs Save the current settings to the device
DHCP server settings
DHCP relay settings Manual setting | NTP settings

Proxy server settings () Enable
Time settings i

SSH settings

time.google.com
Storage settings

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings

2 Slide the toggle to set time synchronization by NTP server to enable.

EE -'amnimoV Host name:amnimo English ¥ e admin ¥

Time Settings

Manual setting ~ NTP settings

DNS settings

DHCP server settings
DHCP relay settings
Proxy server settings
Time settings i

SSH settings

time.google.com
Storage settings

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings
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3 Enter the interface to be synchronized with the NTP server.

7 ® You can either type directly or click on the interface and select from the drop-down list.

() Enable

Sync

ecm

eth0
lan0
lanl
lan2
lan3
bro
ecm0

ppp0

Not specified

Multiple interfaces cannot be specified.

The interfaces that can be specified vary depending on the model used.
Edge Gateway:
ethQ, lan0~lan3, br0~9, ecm0~ecm9, ppp0~ppp9, tun0~tun9, tapO~tap9
loT routers:
eth0-eth1, br0-br9, ecm0-ecm9, pppO0-ppp9, tunO-tun9, tap0-tap9
Compact router

ethO0, rmnet_data0
Compact router with wireless LAN
lan0~lan1, br0, rmnet_data0, ppp0, wlan0O~wlan1

EE -'amnimoV Host name:amnimo English ¥ e admin ¥

Time Settings

Manual setting ~ NTP settings

DNS settings
DHCP server settings
DHCP relay settings

@) enable

Proxy server settings

Time settings lano

SSH settings
time.google.com

Storage settings

Schedule settings
PoE settings
SYSLOG settings

CPU operation settings
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4 Configure the NTP server settings.
o Enter the IP address or host name (FQDN) of the NTP server.

9 Enter the port number of the NTP server.

Host name:amnimo English ¥ e admin ¥

Time Settings

Manual setting ~ NTP settings

DHCP server settings
DHCP relay settings
Proxy server settings () Enable

Time settings lan0

SSH settings
time.google.com

Storage settings

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings

©2021 amaimoln

5 Click Set.

:E =Emnimov Host name:amnimo English ¥ e admin ¥

Time Settings

Manual setting ~ NTP settings

DNS settings
DHCP server settings

DHCP relay settings
Proxy server settings () Enable

Time settings lan0

SSH settings
time.google.com

Storage settings

Schedule settings

PoE settings

0OG settings

CPU operation settings

©2021 amaimoln

NTP time synchronization settings are saved.
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1.28 Configure SSH settings

Configure settings to connect to this product via SSH.

SSH must be enabled when connecting to this product using a terminal emulator or similar device.

Procedure

1 Click Advanced Settings/Controls > SSH Settings on the side menu.

The "SSH Settings" screen appears.

(= @@mnimo. Host name:amnimo English ¥ e admin ¥
DNS settings
SSH setti ngs Save the current settings to the device
DHCP server settings
DHCP relay settings () Enable
Proxy server settings 2
Time settings Keepalive

Encryption method
@ Recommended settings

Storage settings O Individual selection

Schedule settings
POE settings

SYSLOG settings

CPU operation settings

©2021 amnimo,Inc

2 Slide the toggle to set SSH as enabled.

= @@mnimo. Host name:amnimo English ¥ e admin ¥
SSH setti ngs Save the current settings to the device
DHCP server settings
DHCP relay settings () Enable

Proxy server settings

DNS settings

2
Time settings Keepalive

Encryption method
SSH settings
@ Recommended settings

Storage settings O Individual selection

Schedule settings

POE settings
SYSLOG settings

CPU operation settings
© 2021 amnimo,Inc.
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3 Configure the port settings.

o Change the port number, if necessary.

® The port number can be set in the range of 1 to 65535.

® SSH uses port 22 as standard.

Note that if the port number is changed, the client must specify that port number to
connect.

9 By checking the "keepalive" checkbox, keepalive packets can be sent periodically to prevent
SSH connections from timing out.

®mnimo. Host name:amnimo English ¥ e admin ¥
DNS settings
SSH settings Save the current settings to the device

DHCP server settings

DHCP relay settings () Enable

Proxy server settings

Time settings Keepalive

Encryption method

SSH settings
@ Recommended settings

. QO Individual selection
Storage settings

4 Set the encryption method.

o Select "Recommended setting” or "Individual selection” as the encryption method to be used.

If you selected "Recommended Settings," go to Step 5.

9 If "Individual Selection" is selected, check the checkbox for the encryption method to be used.

= pmnimo.

— Host name:amnimo English ¥ e admin ¥
DNS settings =
Keepalive
DHCP server settings
Encryption method
DHCP relay settings (O Recommended settings

@ Individual selection

Proxy server settings O gt
aes. -ctr

Time settings O aes192-ctr

SSH settings. (3 aes256-ctr

(O aes128-cbe
Storage settings

(O aes192-cbe

Schedule settings (O aes256-cbe

POE settings O 3des-cbc

SYSLOG settings

CPU operation settings
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5 Click the Set.

= fmnimo. Host name:amnimo English ¥ e admin ¥
DNS settings
SSH setti ngs Save the current settings to the device
DHCP server settings
DHCP relay settings () Enable
Proxy server settings 2022
Time settings Keepalive

. Encryption method
SSH settings .
@ Recommended settings

Storage settings O Individual selection

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings
© 2021 amnimo,Inc.

SSH settings are saved.
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1.29 Configure storage settings

-~

—
-'LI, loT routers (amnimo R series) and compact routers (amnimo C series) do not have this feature.

Set the mount status of storage partitions and configure storage check settings.

1.29.1 View storage listings

1 Click Advanced Settings/Controls > Storage Settings on the side menu.

The "Storage Settings" screen displays a list of storage settings registered with the product.

SE -'Emnimov Host name:amnimo English ¥ e admin ¥
DNS settings
Stora ge settin gs Save the current settings to the device
DHCP server settings
DHCP relay settings ~+ Addnew
Proxy server settings D Partition VFStype Point
N p D sdal ext4 /media/ssd
Time settings
SSH settings 1-1/1 o Number of items displayed 10 ¥

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings

© 2021 amnimo,Inc.

By clicking on tabs such as "Partition" or "File System" in the storage settings list, you can sort
"'T_|, the storage settings in descending/ascending order for each item.

D Partition VFStype Point

() sda1 ext4 /media/ssd
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1.29.2 Add storage settings

Add storage settings.

Procedure

1 On the "Storage Settings" screen, click Add New.

= @mnimo. Host name:amnimo English ¥ e admin ¥
DNS settings
Stora ge settin gs Save the current settings to the device
DHCP server settings
DHCP relay settings ~+ Addnew
Proxy server settings D Partition VFStype Point
dal t4 dia/ssd
Time settings D sda ex /media/ss
SSH settings 1-11 ° Number of items displayed 10 ¥

Storage settings

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings

© 2021 amnimo,Inc.

2 On the "Add Storage Settings" screen, configure the necessary items.

o Select a partition.
You can select a partition created in Operational Information > Storage.

9 Specify the mount point name using up to 32 alphanumeric characters.
e Select the file system.

0 Select the mount option.

= pmnimo Host name:amnimo English ¥ @ admin ¥

DNS settings -
< Back to storage list

DHCP server settings

Add storage

DHCP relay settings
Proxy server settings sdal
Time settings

'media/sdcardl
SSH settings
Storage settings o
Schedule settings

defaults
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If crypt is checked, set a password.

@0

Select FSCK processing.
When "Confirm" is selected, only bad sectors are checked.
Select "Auto Repair" to repair minor errors.

e Set the monitoring process.

DHCP server settings
Crypt

DHCP relay settings

Proxy server settings

Time settings 4

SSH settings
FSCK processing
Storage settings

Schedule settings O confirm @ Automatic repair

3 Monitor process
POE settings P

SYSLOG settings
10 min

@) set fail-safe.
Set the number of retries, interval, and number of restarts when the fsck/mount process fails.

After completing the settings, click on Set.

Proxy server settings

Fail-safe

Time settings

SSH settings

Storage settings

Schedule settings

PoE settings

SYSLOG settings Cancel Set




Configure storage settings

1.29.3 Edit storage settings

Edit the registered storage settings.

Procedure

1 On the "Storage Settings" screen, click [...] to the right of the partition you wish to edit and select
Edit from the operation menu that appears.

= gmnimo Host name:amnimo English ¥ @ admin ¥
DNS settings
Storage settings Save the current settings to the device
DHCP server settings
DHCP relay settings + Add new
- Partitio VFStype Point

Proxy server settings O partition v oi

. . O  sda1 extd /media/ssd € Delete
Time settings
SSHsettings 111 ° Number of items displayed 10 ¥
Storage settings
Schedule settings
POE settings
SYSLOG settings
CPU operation settings
DMS settings

© 2021 amnimo,inc

The "Edit Storage Settings" screen appears.

2 Edit the settings and click Set.

= mnimo Host name:amnimo English ¥ @ admin ¥

DNS settings
Monitor process

DHCP server settings

v v
10 min
DHCP relay settings
Proxy server settings
Fail-safe

Time settings

v

X 3
SSH settings
S v

Storage settings 10
Schedule settings

v

POE settings

SYSLOG settings Set

CPU operation settings

DMS settings

2021 amnimo, nc.

The information is updated and the list is displayed.
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1.29.4 Delete storage settings

There are two ways to delete registered storage settings: individually from each partition's operation menu, or
after selecting all storage settings to be deleted.

Delete individual storage settings

This method is to select Delete from the operation menu of each partition.

Procedure

1 On the "Storage Settings" screen, click [...] to the right of the storage setting you wish to delete and
select Delete from the operation menu that appears.

= pmnimo Host namezamnimo English ¥ @ admin ¥
DNS settings

Storage settings Save the current settings to the device
DHCP server settings
DHCP relay settings + Add new
Proxy server settings O Partition VFStype Point P
Time settings O  sda1 ext4 /media/ssd © Delete .
SSH settings 1-121 o Number of items displayed 10 ¥

Storage settings

Schedule settings

POE settings

SYSLOG settings

CPU operation settings

DMS settings.

©2021 amnimo,Inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following storages?

sdal

T | oz

Storage settings are deleted.
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Delete multiple selections of storage settings

This method is used to check the storage settings you wish to delete before deleting them. This is useful for
deleting multiple storage settings at once. You can also select a single storage setting to delete.

Procedure

1 On the "Storage Settings" screen, click the checkbox to the left of the storage setting you wish to
delete, place a checkmark in the checkbox, and click the Delete.

= smnimo Host name:amnimo English ¥ @ admin ¥
DNS settings

Storage settings Save the current settings to the device
DHCP server settings
DHCP relay settings ~+ Add new

Proxy server settings artition VEStype Point

. : | dal ext4 /media/ssd
Time settings -

SSH settings 1-11 o Number of items displayed 10 ¥
Storage settings

Schedule settings

POE settings

SYSLOG settings

CPU operation settings

DMS settings

©2021 amnimo,inc.

The "Confirmation" screen appears.

2 Click the Delete.

Confirm

Do you want to delete the following storages?

sdal

The selected storage settings will be deleted.
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1.30 Set a schedule

-~

'_I . . . . .
"LI, Tabs that are not authorized in the group settings will not be displayed.

Schedules are categorized into "General" and "Keep-Alive" schedule types. A keep-alive type schedule sends a
ping request to a specified destination host and performs the task action if the ping fails.

1.30.1 View a list of schedules

Displays the "Schedule Settings" screen for setting up a schedule.

1 Click Advanced Settings/Controls > Schedule Settings on the side menu.

The "Schedule Settings" screen appears.

1= smnimo Host name:amnimo English ¥ @ admin Y

Schedule settings

General  Keepalive

DNS settings
DHCP server settings

DHCP relay settings

+ Addnew
Proxy server settings

Task name Enabled/Disabled Time Action
Time settings

0-0/0 0 Number of items displayed 10 v
SSH settings
Storage settings

Schedule settings

POE settings

SYSLOG settings

CPU operation settings

DMS settings
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2 Click on the General or Keepalive tab.

The schedule type switches.

= sBmnimo Host name:amnimo English ¥ @ admin v

Schedule settings

Schedule settings
General Keepalive

PoE settings e
~+ Add new >

SYSLOG settings
Task name Enabled/Disabled ime

CPU operation settings

0-0/0 Number of items displayed 10 ¥

DMS settings

— By clicking "Task Name", "Enable/Disable”, "Time", and "Action" in the schedule list, you can sort
"'T_|, the schedule in descending/ascending order of each.

O | #7202 & =& =7 7o a3

O task3 ® B 38 18 (A) 5 05y T/ A LR
() task2 ® B 28 258 (K) 88 309 PPPEHEIEA

() taski ® 5O 28 208 (1) 1265 05 Software reboot
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1.30.2 Add a schedule

Add a new schedule.

-

)
TI'_II The following procedure is explained using the "Add Keep-Alive Settings" screen.

Procedure

1 On the "Schedule Settings" screen, click the General or Keepalive tab, depending on the schedule
type you wish to add.

= s@mnimo. Host name:amnimo English ¥ e admin ¥
Storage settings Schedule Settings Save the current settings to the device
Schedule settings
General Keepalive
PoE settings
SYSLOG settings
Task name Enabled/Disabled Time Action
CPU operation settings
0-0/0 ° Number of items displayed 10 ¥

DMS settings

2 Click the Add New.

= “@mnimo. Host name:amnimo English ¥ @ admin ¥

Schedule sttings

Schedule settings
General Keepalive

PoE settings
-+ Add new

SYSLOG settings

Task name Enabled/Disabled Time Action

CPU operation settings
0-0/0 o Number of items displayed 10 v

DMS settings

Depending on the schedule type, the "Add Schedule " or "Add Keepalive" screen will appear.

3 Enter a task name.

= s@mnimo Host name:amnimo English ¥ @@ admin v

Storage settings <Back to schedule list
Schedule settings Add schedule
POE settings
taskl
SYSLOG settings
Disable

CPU operation settings

DMS settings
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4 Slide the toggle to set the schedule to active.

EE :amnima Host name:amnimo English ¥ e admin ¥

Storage settings < Back to schedule list

Add schedule

Schedule settings

PoE settings

taskl

D cnavle

SYSLOG settings

CPU operation settings

DMS settings

Nx Witness settings

5 Sets the time at which the task is to be executed.

= @pmnimo. Host namezamnimo English ¥ @ admin v

Storage settings < Back to schedule list

Add schedule

Schedule settings

PoE settings

taskl

‘:) Enable

SYSLOG settings

CPU operation settings

DMS settings

Nx Witness settings

6 Set the action.

o Select an action.

The actions that can be selected depend on the schedule type.

For more information on the configuration items for actions, see " 1.30.3  Schedule setting
items for information on setting items of the schedule.

9 Configure the settings according to the action selected in 0

EE -'amnimo. Host name:amnimo English v e admin V|

Storage settings <Back to schedule list

Schedule settings Add schedule
POE settings

SYSLOG settings

CPU operation settings

DMS settings

Nx Witness settings

remote.it settings v
PPP line disconnection

GUI settings

pppO

Reboot

Firmware
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7 For keepalive type schedules, set "ping control".

For information on ping control configuration items, see " 1.30.3  Setting items for schedule for
information on the setting items of the ping control.

= @@mnimo Host name:amnimo English ¥ €@ admin Y

3 PING control
Storage settings

Schedule settings ;92.165 0.30
POE settings
192.168.1.30
SYSLOG settings

CPU operation settings
DMS settings v
Nx Witness settings
remote.it settings
GUI settings

Reboot 0

Firmware v

Configuration file

8 Click Set.

= gmnimo Host name:amnimo English ¥ €@ admin Y

Storage settings

Schedule settings

PoE settings

SYSLOG settings

CPU operation settings v

DMS settings

Nx Witness settings

remote.it settings

GUI settings

Cancel Set

Reboot
Firmware

Configuration file © 2021 amnimo,Inc.

A schedule will be added.
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1.30.3 Schedule setting items

(data) item Contents

Task Name Enter a task name.
Enable/Disable Slide the toggle left or right to enable or disable the task.
time Specifies the date and time of task execution.
action Select the task to be performed.
Software reboot Perform a software reboot.

The following additional settings must be made

® Reboot Mode
Reboot mode must be selected.
normal : Execute software reboot at the date and time of task execution
uptime: Software reboot is executed at the time and date of the task
execution
The set startup elapsed time must have elapsed since the most
recent startup (software reboot will not be executed until the
elapsed time has elapsed).
random: Execute a software reboot when the set random execution time
has elapsed from the task execution date and time.
*The waiting time here is a random number of seconds between
0 and the random execution time (in the range of 0 to 86399
seconds when 86400 is set).

® Startup elapsed time (seconds), random execution time (seconds)
If restart mode (uptime / random) is selected, set the desired time.
Startup elapsed time : 3600 to 604800
Random execution time: 60 to 86400
® Fail-safe
Check this box if used.
® Restart
Specify the maximum number of times to reboot with fail-safe.

Reboot mode can only be selected when the schedule type is "general”.

-
-

i% The reboot mode options random and uptime are supported in firmware
V1.11.0 or later.




Set a schedule

(data) item

Hardware reboot

Contents

Perform a hardware reboot.
The following additional settings must be made

® Reboot Mode
Reboot mode must be selected.
normal: Perform hardware reboot at the date and time of task execution
uptime: Execute hardware reboot at the time and date of task execution
The set startup elapsed time must have elapsed since the most
recent startup (hardware reboot will not be performed until the
elapsed time has elapsed).
random: Execute a hardware reboot when the set random execution time
has elapsed from the task execution date and time.
*The waiting time here is a random number of seconds between
0 and the random execution time (in the range of 0 to 86399
seconds when 86400 is set).
® Startup elapsed time (seconds), random execution time (seconds)
If restart mode (uptime / random) is selected, set the desired time.
Startup elapsed time : 3600 to 604800
Random execution time: 60 to 86400
® Fail-safe
Check this box if used.
® Restart
Specify the maximum number of times to reboot with fail-safe.
mumgy Reboot mode can only be selected when the schedule type is "general”.
is The reboot mode options random and uptime are supported in firmware
V1.11.0 or later.

PoE reset

Perform PoE power supply reset.
The following additional settings must be made
® Interface
Specifies the PoE interface name.
® Downtime.
Enter the PoE power supply down time.
'7 loT Router Indoor Type (AR10), Compact Router Indoor Type (AC10), and
Compact Router Indoor Type with Wireless LAN (AC15) do not support PoE,
so PoE reset is not shown.

4

S

PPP line connection

Connect a PPP line.

The PPP interface must be selected.

zll_) Only selectable when Schedule Type is "General”.
=<8 It does not appear on compact routers.

PPP line disconnection

Disconnect the PPP line.

4'? Not shown on compact routers.

§

Mobile peer connection

Connect a mobile peer.
A mobile interface must be selected.

? It can be selected only when the schedule type is "General".
=<8 This setting is not available for devices that do not have a communication

H

module.
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(data) item Contents
Mobile peer | Disconnect the mobile peer.
disconnection A mobile interface must be selected.

Checking the "Power Control" checkbox resets the communication module when
the mobile peer is disconnected.

17 Devices without a communication module cannot be used even if set up.

=

Wireless LAN Access | Wireless LAN Access Point Reset.

Point Reset .'? Set only if the schedule type is "Keep Alive".
L=< Appears only on compact routers with wireless LAN.

Wireless LAN station | Wireless LAN station reset.

reset _'? Set only if the schedule type is "Keep Alive".
I=<8 Appears only on compact routers with wireless LAN.

IPsec disconnection Disconnect IPSec.
You must enter the name of the IPSec configuration.
This can only be selected when the schedule type is "keep-alive" and when editing.

ping control Configure ping request settings.

g’y Set only if the schedule type is "keep-alive".
i#

destination Enter the host to which the ping request will be sent.
Multiple ping inputs can be set, separated by commas.

source IP address Enter the IP address of the source of the ping request.
transmission interval Specifies the interval at which ping requests are sent.
Transmission count Specifies the maximum number of ping requests to be sent.

Maximum execution | Specify the maximum ping execution time.
time

time-out Sets the timeout period for ping requests.

Random waiting time | Sets the random wait time before executing ping transmission.
before execution

Random waiting time | Sets the random wait time when switching ping destinations.
after destination
switchover

fail-safe Checking the box enables fail-safe.

:'I'_ll? This is displayed only when the schedule type is "keep-alive".

restart Specify the number of times to restart the system in fail-safe mode.




Set a schedule

1.30.4 Edit Schedule

Edit the registered schedule.

1 On the "Schedule Settings" screen, click the General tab or the Keepalive tab.
i= mnimo Host name:amnimo English ¥ @ admin ¥
Storage settings Schedule settings
Schedule settings
POE settings
SYSLOG Sting (O  Taskname Enabled/Disabled Time Action
CPU operation settings O test ® Enable *.*(*)*:*/10  PoE reset
DMS settings 110 ‘ Number of items displayed 10 ¥
Nx Witness settings
remote.t settings
GUI settings
Reboot
Firmware
Configuration file © 2021 amnimo,inc.

2 Click [...] to the right of the schedule you wish to edit and select Edit from the menu of operations
that appears.

= gmnimo Host name:amnimo English ¥ @ admin ¥
Storage settings Schedule settings Save the current settings to the device
Schedule settings
General  Keepalive
POE settings
+ Add new
SYSLOG settings
E O  Taskname Enabled/Disabled Time Action
& Edit
CPU operation settings O test ® Enable t()**/10 POE reset Do
LLDETETEE 111 (] Number of items displayed 10 v
Nx Witness settings
remote.t settings
GUI settings
Reboot
Firmware
Configuration file © 2021 amnimo,inc

The "Edit Schedule Settings" screen appears.
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3 Edit the schedule information and click Set.

For details on the setting items, see " 1.30.3 Schedule Setting Items for details on the setting
items.

= mnimo Host name:amnimo English ¥ €@ admin Y

Storage settings

Schedule settings

POE settings

SYSLOG settings

CPU operation settings v

DMS settings

NxWitness settings

remote.it settings

GUI settings

Reboot

Firmware

Configuration file © 2021 amnimonc

The schedule is updated and a list of schedules is displayed.
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1.30.5 Delete a schedule

To delete a registered schedule, you can either delete it individually from the schedule's operation menu, or
you can delete it after selecting all the schedules you wish to delete.

Delete individual schedules

This is the method of selecting Delete from the schedule's operation menu.

1 On the "Schedule Settings" screen, click the General tab or the Keep Alive tab.

= gmnimo Host name:amnimo English ¥ @ admin ¥
Storage settings Schedule settings
Schedule settings
POE settings
new
SISLOC Sscing (O Taskname Enabled/Disabled Time Action
CPU operation settings O test ® Enable ()10 POE reset
DMS settings 11 0 Number of items displayed 10 ¥
Nx Witness settings
remote.it settings
GUI settings
Reboot
Firmware
Configuration file © 2021 amnimo,inc.

2 Click [...] to the right of the schedule you wish to delete and select Delete from the menu of
operations that appears.

= smnimo Host name:amnimo English ¥ @ admin ¥
Storage settings Schedule settings Save the current settings to the device
Schedule settings
General  Keepalive
POE settings
+ Add new
SYSLOG settings
E O Taskname Enabled/Disabled Time Action
& Edit
CPU operation settings O test ® Enable “*()%7/10  PoE reset -
DMS settings 1 o Number of items displayed 10 ¥
Nx Witness settings
remote.it settings
GUI settings
Reboot
Firmware
Configuration file ©2021 amnimo,Inc.

The "Confirmation" screen appears.
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3 Click the Delete.

Confirm

Do you want to delete the following task names?

test

Cancel

The schedule is deleted.
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Selecting and Deleting Multiple Schedules

This method is used to delete a schedule after checking the checkboxes on the schedules you wish to delete.
This is useful for deleting multiple schedules at once. You can also select a single schedule to delete.

1 On the "Schedule Settings" screen, click the General tab or the Keepalive tab.
= gmnimo Host name:amnimo English ¥ @ admin ¥
Storage settings Schedule settings
Schedule settings
e
SISLOC settings Task name Enabled/Disabled Time Action
CPU operation settings test @® Enable () *%Y10 PoE reset
DMS settings 1-11 o Number of items displayed 10 v
NXWitness settings
remote.it settings
GUI settings
Reboot
Firmware
Configuration file © 2021 amnimo,nc

2 Click the checkbox to the left of the schedule you wish to delete, place a checkmark in the checkbox,
and click the Delete.

= spmnimo Host name:amnimo English ¥ @ admin ¥

Schedule settings

Schedule settings .
General  Keepalive

POE settings |

SYSLOG settings
5 ask name EnabledDisabled Time Action

CPU operation settings est @ Enable *-*(*)*:*/10  POE reset

DMS settings G ° Number of items displayed 10 ¥

Nx Witness settings

remote.t settings

GUI settings

Reboot

Firmware

Configuration file

The "Confirmation" screen appears.
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3 Click the Delete.

Confirm

Do you want to delete the following task names?

test

The selected schedule is deleted.



Configure PoE settings.

1.31 Configure PoE settings.

_',7 loT Router Indoor Type (AR10), Compact Router Indoor Type (AC10), and Compact Router Indoor Type
-] with Wireless LAN (AC15) do not have this feature.

The interface displayed is as follows

® Edge gateway: lan0-lan3
® |oT router outdoor type (AR20): eth0, eth1
® Compact router with wireless LAN outdoor type (AC25): lan1

Configure PoE settings for this product.

This section describes operations for checking, editing, and initializing the PoE setting status for each interface.

1.31.1 Display a list of PoE settings

Displays a list of PoE settings.

1 Click Advanced Settings/Controls > PoE Settings in the side menu.

The "PoE Settings" screen displays the PoE configuration status for each interface.

i @mnimo Host name:amnimo English ¥ e admin ¥
 pok settings
Schedule settings
PoE settings

(] Enabled/Disabled
O tano @ Enable
(@I ® Enable
DMS settings O lam2 ® Enable
Nx Witness settings Qe @ Enzble
remote.it settings 1-4/4 ° Number of items displayed 10 ¥
GUI settings

Reboot
Firmware

Configuration file N © 2021 amnimo, Inc.

— By clicking "Interface" and "Enable/Disable" in the PoE list, you can sort the PoE settings in
"'T_|, descending/ascending order by interface or enable/disable.

() | interface Enabled/Disabled

lan0 @® Enable

lan2 @® Enable

8
) lan1 @ Enable
A
O

lan3 ® Enable
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1.31.2 Edit PoE settings

Edit the registered PoE settings.

1 Onthe "PoE Settings" screen, click [...] to the right of the PoE setting you wish to edit and select Edit
from the operation menu that appears.

= gmnimo Host name:amnimo English ¥ @ admin ¥

Storage settings PoE settings Save the current settings to the device

Schedule settings

PoE settings
nterface Enabled/Disabled

e @ frabie -

®

SYSLOG settings ®
CPU operation settings O a1 ® Enable

O

DMS settings lan2 @® Enable

) ) lan3 @ Enable
Nx Witness settings

remote.it settings 1-4/4 e Number of items displayed 10 ¥
GUI settings

Reboot

Firmware

Configuration file © 2021 amnimojinc

2 On the "Edit PoE Settings" screen, configure the necessary items.
0 Click the toggle to enable/disable.
9 Specify the startup delay time (in seconds) from 0 to 3600.
e Sets the current limit of the PoE port.

After completing the settings, click on Set.

SE -‘E)mnimo, Host name:amnimo English ¥ e admin ¥

Storage settings < Back to PoE list

Schedule settings Edlt PoE
POE settings

SYSLOG settings

CPU operation settings

500

DMS settings

Nx Witness settings auto

remote.it settings

GUI settings.

Reboot

Firmware ©2021 amnimo inc i

Information on PoE settings will be updated and a list will be displayed.
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1.31.3 Initialize PoE settings

There are two ways to initialize PoE settings: individually from the PoE settings operation menu, or after
selecting all PoE settings to be initialized.

Initialize PoE settings individually

This is how to select initialization from the menu of PoE settings.

1 On the "PoE Settings" screen, click [...] to the right of the PoE setting you wish to initialize and select
“Initialize" from the operation menu that appears.

= pmnimo Host namezamnimo English ¥ @ admin ¥

PoE settings

Schedule settings

POE settings
O  interface Enabled/Disabled
SYSLOG settings
L O tano ® Enable 2 Edit
DMS settings O lem ® Enable
) 5 O lan3 ® Enable
Nx Witness settings
1-4/4 ° Number of items displayed 10 ¥

remote.it settings

GUI settings

Reboot

Firmware

Configuration file © 2021 amnimo,Inc.

The "Confirm" screen appears.

2 Click the Initialize.

Confirm

Do you want to initialize the following PoE settings?
nterfac

lan0

:CHHCEI

The PoE settings are initialized.
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Select and initialize multiple PoE settings

This method is used to check the PoE settings you wish to initialize and then initialize them. This is useful for
initializing multiple PoE settings at once, or you can select a single PoE setting to initialize.

Procedure

1 On the "PoE Settings" screen, click the checkbox to the left of the PoE setting you wish to initialize,
place a checkmark in the checkbox, and click the Initialize.

EE :@mnimow Host name:amnimo English ¥ e admin ¥
Storage settings POE setti ngs Save the current settings to the device
Schedule settings C;

Initialize
PoE settings
Interface Enabled/Disabled
SYSLOG settings
& lan0 @ Enable
CPU operation settings lanl @® Enable
DMS settings lan2 @® Enable
lan3 @ Enable
Nx Witness settings
D
1-4/4 o Number of items displayed 10 v

remote.it settings

GUI settings

Reboot

. ©2021 amnimojInc.
Firmware

The "Confirmation" screen appears.

2 Click the Initialize.

Confirm
Do you want to initialize the following POE settings?

C o | TS

The selected PoE setting is initialized.
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1.32 Configure SYSLOG settings.

Configure the settings for saving the SYSLOG of this product.

1 Click Advanced Settings/Controls > SYSLOG Settings on the side menu.
The "SYSLOG SETTINGS" screen appears.

Lmnimo. Host name:amnimo English ¥ e admin ¥

SY5L0G settings

Schedule settings
Local

PoE settings C Enable

v
Information

CPU operation settings
DMS settings
Nx Witness settings
remote.it settings
GUI settings
Reboot

. ©2021 amnimo,Inc.
Firmware

2 Slide the toggle to set SYSLOG to Enable.

= fmnimo. Host name:amnimo English ¥ e admin ¥

SY5L0G settings

Schedule settings

Local
PoE settings C Enable
SYSLOG settings v
Information

CPU operation settings

Nx Witness settings

remote.it settings

GUI settings

Reboot

. ©2021 amnimo,Inc.
Firmware




3 Select the level of log output.

= g@mnimo. Host name:amnimo English ¥ e admin ¥

SY5L0G settings

Schedule settings

Local
POE settings () Enable
SYSLOG settings v
Error

CPU operation settings
DMS settings Set
Nx Witness settings

remote.it settings

GUI settings.

Reboot

©2021 amnimo,Inc

Firmware

4 Click the Set.

= g@mnimo. Host name:amnimo English ¥ e admin ¥

SY5L0G settings

Schedule settings

Local
POE settings () Enable
SYSLOG settings v
Error

CPU operation settings

DMS settings Set

Nx Witness settings

remote.it settings

GUI settings.

Reboot

©2021 amnimo,Inc

Firmware

SYSLOG settings are saved.
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1.33 Configure CPU operation settings

-~

"LI, Compact routers (amnimo C series) do not have this feature.

1.33.1 Display CPU operation settings

Displays CPU operation settings.

Procedure

1

Click Advanced Settings/Control > CPU Operation Settings on the side menu.

The set CPU operating frequency is displayed on the "CPU Operating Settings" screen.

i= spmnimo Host name:amnimo English ¥ @ admin ¥
Storage settings CPU operation settings
Schedule settings
X 1000MHz
PoE settings
SYSLOG settings -
Cancel )
=x o
1.33.2 Configure CPU operation settings
CPU operation settings.
Procedure
1 Onthe"CPU Operation Settings" screen, click the operation.
Select the CPU operating frequency you wish to set and click Set.
EE -‘amnimo Host name:amnimo English ¥ e admin ¥
Storage settings CPU operation settings

Schedule settings
Operation

i Auto
POE settings

Auto
SYSLOG settings

200MHz

Cancel Set
250MHz

500MHz

CPU operation settings

DMS settings 1000MHz

Information on CPU operation settings is updated.
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1.34 Configure DMS settings.

Set up to use the device management system.

1.34.1 Display DMS settings

Displays DMS settings.

Procedure

1 Click Advanced Settings/Controls > DMS Settings on the side menu.

The "DMS Settings" screen displays the current DMS setting status.

= spmnimo Host name:amnimo English ¥ @ admin v
Storage settings DMS settings Save the current settings to the device
Schedule settings

& @ cnavle
PoE settings
/ Cancel
SYSLOG settings b )

PU operation setting
|

1.34.2 Enable/disable DMS settings

Enables/disables DMS settings.

Procedure

1 Onthe"DMS Settings" screen, click the toggle to change the setting to "Enable" or "Disable" and

click the Set.
i= smnimo Host name:amnimo English ¥ @ admin ¥
Storage settings DMS settings Save the current settings to the device

Schedule settings

Disable

PoE settings

Y
SYSLOG settings \ Cancel P Set

CPU operation settings

DMS settings

Information on DMS settings will be updated.
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1.35 Nx Witness Settings.

-~

-'LI, loT routers (amnimo R series) and compact routers (amnimo C series) do not have this feature.
Nx Witness settings for this product.

This section describes how to change, save, and restore Nx Witness settings.

1.35.1 View Nx Witness settings

Displays Nx Witness settings.

1 From the side menu, click Advanced Settings/Controls - Nx Witness Settings.

The "Nx Witness Settings" screen displays the current Nx Witness settings status.

-‘@mnimov Host name:amnimo English ¥ e admin ¥

Storage settings Nx WitneSS Settings Save the current settings to the device
Schedule settings
2023-10-26T09:36:05+9:00

POE settings

SYSLOG settings @ enavle

CPU operation settings

7001
DMS settings

remote.it settings

GUI settings.

Reboot

X ©2021 amnimo,Inc
Firmware




Nx Witness Settings.

1.35.2 Change Nx Witness settings

Change Nx Witness settings.

1 Edit Nx Witness settings on the "Nx Witness Settings" screen.
o Click the toggle to enable/disable.
9 Specifies the port number. The default value is 7001.
e Enter the admin password set for Nx Witness.

After completing the settings, click on Set.

-'Emnimov Host name:amnimo English ¥ e admin ¥

Nx Witness setti ngs Save the current settings to the device
DHCP server settings
DHCP relay settings Restore Nx Witness settings Save Nx Witness settings

2023-10-26T09:36:05+9:00

DNS settings

Proxy server settings

|() Enable |
Time settings

SSH settings 7002

Storage settings

Schedule settings
PoE settings Set
SYSLOG settings

CPU operation settings
© 2021 amnimo,Inc.

Information on Nx Witness settings will be updated.
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1.35.3 Save Nx Witness settings

Save Nx Witness settings.

imp’ To use this feature, the NxWitness password must have been properly set in advance.

-

1= Please note that an error message will be displayed if the password is not set correctly.

Procedure

1 On the "Nx Witness Settings" screen, click "Save Nx Witness Settings".

= spmnimo. Host name:amnimo English v @ admin ¥

T Nx WitneSS Settings Save the current settings to the device
Schedule settings et eae
Last saved Restore Nx Witness settings Save Nx Witness settings

2023-10-26T09:36:05+9:00

PoE settings
SYSLOG settings () Enable

CPU operation settings Port numbes

7001

DMS settings

Nx Witness settings

remote.it settings

GUI settings.

Reboot

© 2021 amnimo,Inc.

Firmware

The "Confirm" screen appears.

2 Click the Save .

Confirm

Do you want to save the Nx Witness settings?

e | CEED

Nx Witness settings are saved and the last save date/time in the upper left corner of the screen is
updated.
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1.35.4 Load Nx Witness settings

Loads saved Nx Witness settings.

Procedure

1 On the "Nx Witness Settings" screen, click "Restore Nx Witness Settings".

EE -'amnimo‘ Host name:amnimo English ¥ e admin ¥

Storage settings Nx Witness settings Save the current settings to the device
Schedule settings .
Lastsaved Restore Nx Witness settings Save Nx Witness settings

2023-10-26T09:36:05+9:00

POE settings
SYSLOG settings @ enavle
CPU operation settings Port numbe!

DMS settings

Nx Witness settings
remote.it settings
GUI settings

Reboot

X ©2021 amnimo,Iinc.
Firmware

The "Confirmation" screen appears.

2 Click the Restore.

Confirm

Do you want to restore the saved Nx Witness settings?

Saved Nx Witness settings are loaded.
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1.36 Configure remote.it settings

Configure this product to use remote.it.

1 From the side menu, click Advanced Settings/Controls > remote.it Settings.

The "remote.it settings" screen will appear.

Lmnimo.

POE settings remote.it settings

SYSLOG settings @ enavle
CPU operation settings

DMS settings

Nx Witness settings

GUI settings.
Reboot
Firmware

Configuration file

© 2021 amnimo,Inc.

Host name:amnimo English ¥

e admin ¥
Save the current settings to the device

2 Slide the toggle to set remote.it to active.

= fmnimo.

remote.it settings

PoE settings

SYSLOG settings

CPU operation settings

DMS settings

Nx Witness settings

remote.it settings

GUI settings.

Reboot

Firmware

Configuration file

© 2021 amnimo,Inc.

Host name:amnimo English v

e admin ¥
Save the current settings to the device
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3 Enter the registration code and click Set.

— Registration codes must be obtained separately from the remote.it web page.

manuals for configuration instructions.

Refer to the "amnimo C Series Compact Router Startup Guide" or other reference

=S @mnimo.

H

DHCPH—/ (—8GE
DHCPU L —387
BRRIEE
SSHEEE
RIS a—)LEE
SYSLOGE&TE
DMSE&E
remote.its¥E
GUIEE

BEH

IJ7—hDITF

BEIT AN

remote.its%7E

®© =

I 1234abcd-56ef-7890-1234-56789abcdeff

FRZ 4 :amnimo

FrotwL BE

© 2021 amnimo, Inc.

g+E vy @ admin v

BIEDREE S ) A A (AREF

Note that registered registration codes can be deleted by clicking on Set without entering the

registration code.
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1.37 Configure GUI settings

Configure settings related to the GUI setup screens described in this manual.

Procedure

1 Click Advanced Settings/Controls > GUI Settings on the side menu.

The "GUI Settings" screen appears.

= spmnimo Host name:amnimo English v @ admin ¥
= GUI settings Save the current settings to the device
POE settings

SYSLOG settings Protoc

@ HTTP (O HTTPS
CPU operation settings

DMS settings 80

Nx Witness settings

——
Cancel )
remote.it settings o

2 Configure the GUI settings.
o Select "HTTP" or "HTTPS" as the protocol.
9 Enter the port number.

_!7 ® The port number can be set in the range of 1 to 65535.

= ® The standard port number 80 is used for HTTP, and port 443 is used for HTTPS.
Note that if the port number is changed, the client must specify that port number to

connect.
EE -‘Emnimov Host name:amnimo English ¥ e admin ¥
POE settings GUI Settings Save the current settings to the device

SYSLOG settings

Protocol

(O HTTP (@ HTTPS

CPU operation settings

DMS settings 443

Nx Witness settings

remote.it settings
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4 Click Set.

= semnimo.

POE settings GUI settings

SYSLOG settings

Protocol
QHTTP (@ HTTPS
CPU operation settings

DMS settings 443

Nx Witness settings

remote.it settings

Host name:amnimo English ¥ e admin ¥

Save the current settings to the device

Cancel

Set

The GUI settings are saved.



Revision Histor

version number

date of issue

Revision details

first edition April 1, 2021 First Edition
2nd ed. September 10, | Due to additional functions and specification changes with the release of
2021 firmware V 1.3.0.
® Addition of [Operational Information > Interface
® Addition of [Operational Information > Routing
® Addition of [Operational Information > Mobile Communications
® Add [Operational Information > Storage
® Addition of [Operational Information > PoE
® Add [Advanced > PPP(PPPoE) Settings
® Add [Advanced > Interface Settings
® Add [Advanced > Static Routing Settings
® Add [Advanced > Filter Settings
® Add [Advanced > NAT Settings
® Add [Advanced > DNS Settings
® Add [Advanced > DHCP Settings
® Add [Advanced > Storage Settings
® Add [Advanced > PoE Settings
® Added [Advanced > CPU Operation Settings
® Add [Advanced > DMS Settings
® Add [Advanced > Nx Witness Settings
3rd ed. October 18, 2021 Due to additional functionality with the release of firmware V 1.4.0.
® Outdoor type edge gateway and outdoor type loT router were
added as target devices.
4th ed. May 1, 2022 Due to additional functionality with the release of firmware V 1.5.0.
® Addition of [Operational Information > DHCP Lease Status
Addition of [Operational Information > Contact Change History
5th ed. July 1, 2022 Due to additional functionality with the release of firmware V 1.6.0.
® Addition to the section related to compact routers.
6th ed. October 1, 2022 To add functionality with the release of firmware V 1.7.0 for compact
routers.
® Addition of [Operational Information > IPsec
® Add [Advanced > IPsec Settings
® Add [Advanced > DHCP Relay Settings
® Add [Advanced > remote.it settings
7th ed. November 28, | To add functionality with the release of firmware V 1.8.0 for compact
2022 routers.
® Add [Advanced > Group Settings
® Add [Advanced > Proxy Server Settings
8 ed. January 2023 To add functionality with the release of firmware V 1.8.2 for edge
gateways and loT routers.
9th ed. June 14, 2023 To add functionality with the release of firmware V 1.10.0 for compact

routers.
® Compact router with indoor type wireless LAN is added as a target
device.
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version number = date of issue Revision details
10 ed. June 30, 2023 To add functionality with the release of firmware V 1.11.0 for the compact
router (AC10).

® Added reboot mode selection to schedule settings.
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